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Onmuc nporpamMu icnury

KuiBchkuiil cronuunumii yHiBepcuteT iMeH1 bopuca ['piHuenka

Kadenpa indopmartiitnoi Ta kibepHeTHYHOT Oe3MeKn
iMeH1 npodecopa Bonogumupa bypsiuka

[Iporpama icnuTy 3 TUCIUTIIIHU
«Texnoorii 6e3neku Webpecypcis»

1 Kypc — OCBITHIl piBeHb — APYTHii (MaricTepChbKuii)

CrnemianeHicTh F5KibepOesmneka ta 3axuct iHHOpMaIIii

Ocsgitas nporpama: 2.F5.00.0Ibe3neka inpopmaiiftHuX 1 KOMyHIKaI[iIfHUX CUCTEM

dopma nposeeHHs: TecTyBaHHs Ha matdopmi Moodles EHK aucriuminu:
https://elearning.kubg.edu.ua/course/view.php?i8@¥21

TpuBanicth NpoBeACHHS 1roa. 10 xB.

MakcuMaiibHa KUJIBKICTh OaliB: 40 paJjiB

Ex3amMeH mpoBOIUTBHCS B YHIBEPCUTETCHKIA ayauTopii y TecToBi ¢opmi 13
BUKOPHUCTAaHHSM TIEPCOHAIBHUX KOMIT IOTEpIB, SKIIO CUTYyallis J03BOJISE TPOBEICHHS
OCBITHBOTO TIpoliecy o(maifH. SIKIIo >X OCBITHIM MpoIec MPOXOAUTH JAUCTAHINNWHO, TO
eK3aMeH MPOBOIUTHCS OHJIANH B PeXKKMI BijieokoHpepeHilii 3acobamu Google Meet.
dopwma rpoBeIeHHs ek3aMeHy —KoMOiHoBaHa. Ex3ameH oriHtoeThes y 400aiiB
3a posnoniom: 20 6aniB — KOMIUIEKCHUI KOMI IOTepHUH TecT 3 aucuuruiing; 20
0aJiB — BUKOHAHHSI IPAKTUKO-OPIEHTOBAHOTO 3aBIAHHS.
BukoHaHHS MpakTUYHOTO 3aBJaHHS Mependavae nepeBipKy piBHSI OBOJOIHHS
CTYJICHTOM TECOPETUYHNUMU 3HAHHSIMH Ta MPAKTUYHUMH BMIHHSIMHU.
Or1iHIOBaHHS TPAKTUIHOTO 3aBIaHHS BiIOyBaeThCs B Mexkax Bif 0 mo 206autis,
3T1THO KPUTEPIiB OIIHIOBAHHS.
Kpurepii oniHiOBaHHSI NPAKTUYHOTO 3aBIaHHs (3a1a4i):
20-176aniB: BigminHuU piBeHb yMiHb, PO3B’ I3aHHS 33/1a4i [IOBHE, BUUEPITHE BOJIOIIHHSI
nporpamMHUM 3a0e31eYeHHIM, MOYKITUBUMH, He3HAYHUMH HENTOTiIKaMH

16-1306auiB: JJoOpuii piBeHb yMiHb, PO3B’ I3aHHS 3a7a4i MICTHTL HeOararo HEJOMIKIB Ta /
ab0 He3HauHYy KUIbKICTh IIOMUIIOK

12-96aniB: MiHIMaIBHO TOMYCTUMUN PIBEHb YMiHb, III0 XapaKTEPU3YETHCSA HEMOCTATHIM
PIBHEM BOJIOJIHHS IMPOTPAMHKM 3a0€3IIEUCHHSIM, PO3B’ I3aHHS 3aj1a4l HETIOBHE,
MICTUTEH HEAOIIKH Ta TOMIIKA

8-506amu: He3anoBiibHUI piBeHb YMiHB, IO BHUSBISETHCA Y HE3IATHOCTI 3aCTOCYBATH
3HAHHS [IPH PO3B’ I3aHHI 3a/1a4.

4-16an. He3anoBuibHHM piBEHH YMIHB, IO BUSBIISETHCS Y HECIIPOMOKHOCTI BOJIOIHHS
MIPOrpaMHUM 3a0€3MEeUCHHSIM, HeBMIHH1 O3B’ I3yBaTH 3a/1a4i.

O 6amiB: BinmoBine BiACYTHS.

Ex3ameH mnpoBOAUTHCA 13 CYBOpPUM JOTPUMAaHHSM MPHUHIUIIB aKaJeMIYHOI
I00pOYeCHOCTI, 10 Tepeadadae HEIOMYCTUMICTh CIUCYyBaHHA, ¢anbcudikaiiii ta
obmany. [Ipu mopyIiieHH1 CTyACHT B1ICTOPOHIOETHCS BiJl MOJAJBIIOTO MPOXOKCHHS
€K3aMEeHAaIIHHOTO TECTY 13 MiJICYMKOBOIO OLIHKOIO FX 3a nucuumiiny. [1pu BukoHaHH1
3aBJlaHb JIOMYCKAETHCSI KOPUCTYBAHHS IOBIJKOBOIO JIITEPaTyporo, TAaOIUISIMU 3HAYEHb
GyHK1i, KpUTEPIiB Ta 1H.




[TincymkoBa ominka B 6anax (MakcumanapHo 10006amiB) 3a IUCIUILTIHY € CYyMOIO

pe3yIbTaTy MOTOYHOI0 KOHTPOITO 3a cemectp (60 6amiB) Ta Bignosiai Ha ex3ameni (40
OaiB).

Ilepenix mem, aKi BuHOCAMBCA HA ICRUM:

[IpoTokos mepemadi TinepTEKCTY .

HTTPsanutu Ta BiAIOBIAl, METOAHM Ta ITOBIIOMIECHHS.
Kyxi.

HTTPS fipoTokon nepeaayi rinepTrekcTy 4epe3 3aXUIleHI COKSTH).
ITpotokon SSL (Secure Sockets Layer).
CuMeTpUYHE Ta aCUMETpUYHE IH(pyBaHHS.
[Tepexomnenns npokci Ta HTTPS.

Bukopucransas nporokoiy mpocroro goctyiy 1o 00’ extiB (SOAP).
ITpotoxkonr SMTP (Simple Mail Transfer Protocol).
10 [TpoTokomn nmomrroBoro BigaiieHHs (POP3).
11.TIporokon gocryny ao Iatepuery (IMAP).

12. Apxitektypa BeO-crcTeM 1 BeO-101aTKiB.

13.00’ ekTH 3axXuCTy/aTaKH.

14.Knacudikanis Be6-aTak (ypa3iuBocTi).

15.Tpy6a cuna (Brute Force).

16.HegocraTHs ayTeHTH(IKALiS.

17.HenmocraTHe BigHOBICHHS mapoiis (mepeBipka clabKoro BiJHOBICHHS apoJIs).
18.TIporHo3yBaHHs BXiTHHX JaHUX/CEAHCIB.

19. HenocraTtHs aBTOpH3aIIis.

20.HenocrarHe 3aKiHUEHHS CEaHCY.

21. dikcaris ceaHcy.

22. BukpasieHHS ceaHcy.

23.TlepexpecHi cuenapii (XSS).

24. Cuenapii kpoc-kazpiB (XFS)abo iframedn’ exiiisi.
25.I1igpo6ka 3anuTiB Ha Mictsax, CSRF.
26.3noexuBannas JSON.

27.1lepenoBHeHHs Oydepa.

28.LDAP-ix’ exmis.

29.SQL-H’ exiis.

30. SSI4H’ exis.

31. XPath4n’ exmis.

32.IuaexcyBaHHS KaTaJlOTiB.

33. Butoku iHpopmariii.

34.Tlomyk nuisixy (TpacyBaHHS).

35.IlepenbauyBane po3TalryBaHHs peCcypciB.
36.3abe3mneueHns TexHonorii Beo-goaarkis (SWAT).
37.006po0bKka MOMUJIOK Ta BEACHHS KypHaTY.

38. AyrenTudikaris.

39. 06pobka BXiTHUX 1 BUXITHUX TaHUX.
40.Kouoirypauis Ta onepartii.

41. YrpaBiiHHS CeaHCaMH.

42.KoHTpousb A0CTyIY.

43.1Ipo npoekt TectyBanus OWASP.

44 1IpuHLINIIN TECTYBaHHS.

45 . TlosicHeHHS TEXHIKH TECTYBaHHS.

46. BuBeieHHs BUMOT JI0 TECTYBaHHS O€3MEKH.

47.Tectun O6e31ekH, IHTETPOBaHI B poO0Yi IpoIiecH po3pOOKH Ta TECTyBaHHS.
48. Anauti3 i 3BITHICTh TECTOBUX JJAHUX O€3MEKH.
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49.[HCTpYMEHTH TECTYBaHHSI.
50. OcHOBHI NOHATTS ayAUTYy BeO-0aTKIB.
51. Metonuka oprasisariii Ta mpoBeJeHHS ayAUTy BeO-10/1aTKIB.

Ex3amenatop % Bonoaumup COKOJIOB

3aBinyBau kadeapu - Iasno CKJIAJJAHHUI




