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Onmuc nporpamMu icnury

KuiBchbkuii cronuunuii yHiBepcuTeT iMeHi bopuca ['piHueHka

Kadenpa indpopmariiiinoi Ta KiGepHETUIHOT OE3MEeKU
iMeHi mpodecopa Bononumupa bypsiuka
[Iporpama icnuTy 3 TUCIUILTIHA
«Kom' roTepH1 MEpExKi»

3 Kypc — OCBIiTHIl piBeHb — nepinunii (0akaaaBpChbKuUii)

CrnemiansHicTh 123 KoM’ roTepHa 1HXKEHEpis

Ocaiths niporpama; 123.00.0IKommt’ roTepHa iHxKEHEpis

dopma npoBeneHHs: TecTyBaHHs Ha Tuiargopmi Moodles EHK puctumriiiam:
https://elearning.kubg.edu.ua/course/view.php?i@4P6
TpuBanicTe MpoBEICHHS Yon. 30xs.

MakcuMaiibHa KIJIBKICTh OaJTiB: 40 0ajiB

Kommnekcanii Tect ckmanaerbes 3 20 3anurtanbs. Tect BuUKOHyeTbest y LMS
Moodle, ne aBToMaTH4HO AT KOXKHOTO CTYACHTa (DOPMYETHCS CIUCOK 3aIUTaHb.
MaxkcuManbHa KUTBKICTh OaiiB 3a BukOHaHHS TecTy — 20 OaniB. 3a mpaBUIIbHY
BIJIMOBIIb HA KOXXHE 3aBJIaHHSI TECTY CTYJEHT oTpuMye 1 Oan.

[TpakTiyuHe 3aBAaHHA CKIIAJAETHCA 3 OJIHIET 3a1a4i, 1[0 BUKOHYETHCS B EMYJIATOPI
Cisco Packet TracelBukoHaHHs MPaKTUYHOTO 3aBAaHHS Iiepe0ayae mepeBipKy PiBHS
OBOJIOJIIHHSI CTYJCHTOM TEOPETUYHHMH 3HAHHSMU Ta TPAKTHYHUMH BMIHHSIMH 3
HaBYAJIbHOT TUCUIUTUTIHH.

O1iHIOBaHHS MPAKTUYHOTO 3aBJlaHHs BiOyBaeThcs B Mexax Big O mo 20 Ganis,
3TiTHO 3 KPUTEPisSMHU OLIHIOBaHHs. bajay 3a BUKOHAHHS TeCTy Ta 0anu 3a BUKOHAHHSI
MPAKTUYHOTO 3aBJAHHS JTOAAI0ThCS.

MakcumanbHa KibKicTh 0aniB — 2006artiB.

Ex3amMeH mpoBOAWTHCS TUCTAHIIMHO, B peXHUMI BileokoHGepeHiii 3acobamu
Zoom. Ex3aMeH MpOBOIUTHCS 13 CyBOPUM JOTPUMAHHSIM TMPHUHIUIIB aKaJeMIYHOT
N00pOYECHOCT], 10 Mependadyae HEAOMYCTUMICTh CHUCYBaHHA, ¢anbcudikaiii Ta
obmany. [Ipu mopymieHH1 CTyACHT BiJICTOPOHIOETHCS BiJl TIOIAIBIIIOTO MPOXOKCHHS
eK3aMeHy 13 MiJICYMKOBOIO OIIHKOI0 FX3a mucrumiiny.

[TincymkoBa ominka B 6anax (MakcumaibHo 100 06aiiB) 3a TUCIUILTIHY € CYMOO
pe3yNIbTaTy MOTOYHOIO KOHTPOJIH0 3a cemecTp (600aniB) Ta Biamosiai Ha ek3ameHi (40
OaiB).

Ilepenix mem 0ns niocomoeku 00 icnumy:.
1. Ouinka epeKTHBHOCTI CUCTEM OE3MEKH B MEPEKEBUX 1HPPACTPYKTYpaX;
2. IwTerpaiiist IpOTOKOIIB OE3MEKH B MEPEIKEB1 apXITEKTYPH,
3. Meronau 6e3MeYHOro aMiHICTpyBaHHS MEPEKEBUX MPHUCTPOIB;
4. 3abe3nedeHHs HAMIMHOI cerMeHTallli Ta KOHTPOJIIO IOCTYITY B JIOKATBHUX MEPEkKax;
5. IuTerpauis KUTbKOX MEPEXEBUX CEPBICIB I 3a0e3MeUeHHs 3aXUIIEeHOT IHPPACTPYKTYPH;
6. Texuoumorii mudpyBaHHS JaHUX Y MpoIecax mepenadi Ta 30epiranss;
7. Anroputm pobotu Secure Sockets Layer (SSL)ransport Layer Security (TLS);
8. Mexani3zmu 3a6e3nedeHHs O6e3neku Ha piBHIX moaem OSl;
9. Peanizaris Ta Bukopuctanus Secure/Multipurpose Internet Mail Extensions (SYM);
10. IIporokonu aBTenTUdikamii npukiaaaoro pisas: RADIUS, TACACS+, DIAMETER,;



11. TlepeBaru ta Hemomiku MepeskeBux IDS (NIDS)Ta Byznosux IDS (HIDS);

12. Texuounorisi moOynoBu BiprTyanbHuX JokanbHux Mepex (VLAN) i crmuckiB KepyBaHHs
noctymom (ACL);

13. IIpusnauenns ta Bukopuctanus ACL s dinbrpanii MepexeBoro Tpadiky;

14. ApxiTekTypHi MOl JOCTaBKM XMapHHX cepBiciB. Meroau Ta 3acoOu KepyBaHHS
aBTeHTHU(}IKAII€I0 Ta iIeHTU(]IKAIIEI0 B XMapHUX CEpBicax;

15. Peanizamis RSA, DSA, AESra nudposux ceprudikaris B KM,

16. Peanizamiss cucteM 3axMCTy BiJi BTOPIHEHb Ta IXHE HAaJaIUITYBaHHS B KOPIOPATHBHUX
MepeKax;

17. Busuenns texHonorii Segment Routing(SRJx cydacnoro merony mapupyrusauii B IP-
MepeKax;

18. JlocnmiykeHHsT METOJIB BHSBJICHHS Ta 3axucTy Bix arak Man-in-the-Middle (MITM)y
cydyacHux KM;

19. Meroau 3axucty Bipryansaux mepex (Virtual Network Security);

20. Texnoorii KOHTPOJIO mocTymy g0 Mepexi Ha ocuoBi momituk (Network Access Control
(NAC)) ta ix poib y 3aXHCTI MEPEeXi;

21. Mexani3miB Oe3mneku a1 epeaadi myabTukactoBoro tpadiky(Multicast Security);

22. 3axucr indpactpykrypu DNSBix kibeparak (DNS Security).

Ex3amenatop Hanis [JOBXXEHKO

3aBimyBau Kadeapu g Iasro CKJIAJTAHHUIA



