KUIBCBKWAM CTOJIMYHUI YHIBEPCUTET IMEHI BOPUCA T'PIHYEHKA

SATBEP/I’KEHO

Pimennsm Buenoi paau

KWiBCbKOr0 CTOIMYHOTO YHIBEPCUTETY
imeHj Ropuca I'pinuerka

2005 (nporoxon Ne 3 )

~LOF:

OCBITHBO-IIPOPECIMHA TPOTPAMA
2.F5.00.01 «be3nexa indopmaniiiHux i KOMyHiKamiiHUX cHcTeM»
ApYyroro (MaricrepchbKoro) piBHsi BHIIOI OCBiTH

["amy3s 3HaHB: F Indopmartiiini texsonorii
CreniansHiCTs: F5 Kibepbesneka Ta 3axuct inpopmanii
Kpanidikamis: MaricTp 3 KibepOesneku Ta 3axucTy iHpopmarii

Beeneno B gito 3 O/ 09 20005
(Haka3 Bijg /4 .03 2045 Ne /95)

Kuis — 2025




JUCT-IIOTOKEHH S
ocBiTHbO-NIpodeciiHOl NporpamMu
«be3neka inopmMauiiiHUX | KOMYHIKANIHHUX CHCTEM»
Apyroro (MarictepcbKoro) piBHs BHIIOI OCBITH

Kadenpa indbopmauiiiHoi Ta KibepHETHUHOT
iMeHi npodecopa Bonogumupa Bypsiuka
[TpoTokon Binos .03. 2025 Ne 3
3aBigyBau kadenpu

[1asno CKJIA JAHHUM

Buena paga ®@akyibreTy iHGOpMALIHHUX TEXHONOTH Ta MATEMAaTHKH
[TpoTokon Bia/7.(5. 2025 Ne 7\;1 ﬁ
['onoBa BueHol pagu l/ (/ / (//( Oxkcana JIMTBUH

HaykoBO-MeTONUYHHINIEHTP CTAHAapTU3aLlli Ta SIKOCTI OCBITH
3aBigyBau I €sren AHTUIIIH
(9.03.2025p.

[IpopexTop Wﬁqmﬁ Ta HaB4aJIbHOI poboTH
Onekciii XKUJIBLIOB
_{2.83 2035 p.




IMEPEJIMOBA

OcaitHpo-TIpoeciitna mporpama «besneka iHPpopMaIIHUX 1 KOMYHIKAIIHHUIX
cuctem» po3pobiieHa y BiamoBigHOCcTI 10 CTaHmapTy BHINOI OCBITH YKpaiHM 31
criemanbHOCTI 125 KibGepbesneka aApyroro (MaricTepchbkoro) piBHs, 3aTBEPXKEHOTO
Haka3oM MiHicTtepcTBa ocBiTH 1 Hayku YKpainu Big 18.03.2021 p. Ne 332.

OcsitHst mporpama 2.F5.00.01 besneka indopmalifHUX 1 KOMYHIKaIHHUX
CHUCTEM CTBOpPEHa JJisi TMPOJOBXKEHHS peamizaiii ocBITHbOI mporpamu 125.00.01
besneka iHGopMaLIMHUX 1 KOMYHIKAIIHHUX CHUCTEM Yy BiAmoBigHOCTI a0 Ilepemiky
rajy3eil 3HaHb 1 CHEIIAIbHOCTEH, 3a SIKMMU 31ACHIOETHCS TIJITOTOBKA 3/100yBayiB
BUIIOT OCBITH, 3aTBEPKEHOTO TTocTaHoBot0 KMV Bix 29.04.2015 Ne 266 (B penakiii
nocranoBu KaOinety MinictpiB Ykpainu Big 30.08.2024 Ne 1021, 31 3miHamu
BinmoBiHO 10 [ToctanoBu KMY Bix 21.02.2025 Ne188) ta Hakasy MOH Ykpainu Bif
19.11.2024 Ne1625, 3apeectpoBanoro B Minictepcetsi toctunii Ykpainu 03.12.2024
3a No1833/43178, Ta Ha BukoHaHHs pimeHHs Buenoi paau KuiBcbkoro cTonmyHoro
yHiBepcuteTy iMmeHi bopuca ['pinuenka Big 27.02.2025, nporokos Ne2.

lonosa pobouoi epynu (eapanm oceéimuvoi npoepamu) — Bonogumup COKOJIOB,
KaHAUAAT TEXHIYHMX HayK, JOIEHT, JOoLleHT kadeapu iHpopmarliiHoi Ta
kibepHeTHuHOi Oe3neku iMeHl mnpodecopa Bomogumupa bypsiuka KuiBckkoro
CTOJIMYHOTO YHiBepcuTeTy iMeHi bopuca I piHueHka

Ynenu pobouoi epynu:

leanamiii 'YJIAK, nmokrtop TexHiuHMX Hayk, mpodecop, mpodecop Kadeapu
iH(popMmariiiHoi Ta KibepHeTHyHOT Oe3neku iMeHi nmpodecopa Bomogumupa bypsaka
KuiBcekoro cronnuHoro yHiBepcurety iMmeHi bopuca I'pinuenka.

FOnis XKJAHOBA, xanauaat ¢izuko-MaTeMaTHUHUX HAYyK, JOLIEHT, JOLIEHT Kadeapu
iH(dopmariiiHoi Ta kibepHeTHyHOI Oe3neku iMeHi nmpodecopa Bomogumupa bypsaka
KuiBchkoro croanyHoro yHiBepcuteTy iMmeH1 bopuca I'piHuenka.

Bikrop IIEBYEHKO, nokTop TexHIYHUX HayK, Mpodecop, 3aCTYIMHHUK TUPEKTOpa 3
HaykoBoi poOotu IHctuTyTy mporpamuux cucteM HAH Vkpainu, (mpencraBHUK
poboTOIaBIIs).

Banepiit €PMOIIMH, xanauaar TeXHIYHMX HayK, HadaidbHUK JlemaprameHTty
iHpopmaniiinoi 6e3nexu HEK « YKPEHEPT Oy, (mpenctaBHUK po6OTOAABIIS).

Hiana HWPKAHIOK, Bumyckuuns ocBiTHO-ipodeciitHoi mnporpamu «besmneka
1H(pOpMaLIHHUX 1 KOMYHIKAIIITHUX CHCTEM» APYTroro (MariCTepChKOro) piBHS BUIIOT
OCBITH.

Jleonin TTIOPI3, 3100yBau I kypcy ocBiTHRO-mpodeciiinoi mporpamu «besmneka
1HQOpMAIITHUX 1 KOMYHIKAIIHHUX CUCTEMY JPYroro (MaricTepCchbKOro) piBHs BHUIIO1

OCBITH.

308HIWHI peyeH3eHmu:



Tpodumuyk Onexcanap MuxkonaitoBuy — uneH-kopecnonneHT HAH VYkpainu,
JOKTOp TEXHIYHMX HAyK, MpoQecop, AUPEKTOp IHCTUTYTY TEIEKOMYHIKAIi Ta
riobansHoro iHbopmartiiiHoro npocto HAH Vkpainu.

JlyxoBa-Uyiiko Haranist BikTopiBHa — JOKTOp TEXHIYHMX HayK, podecop, 3aBiayBad
kadenpu kibepOesneku 3a 3axucty iH¢opmalli KHiBChbKOro HallloHaJBLHOTO
yHiBepcuTeTy iMeH1 Tapaca IlleBuenka

Ocsimus npoepama 3anposaodicena 1 eepecns 202 1p.
Tepmin nepecnady oceimuvoi npoepamul pas na 2 poku.

Axmyanizoeano:

HHama nepeznaoy OIl/ 28.04.2024
Buecenns smin 0o OI1

Iionuc

11Ib 2apanma OI1




I. IIpoginb ocBiTHLOI Mporpammu

1 — 3araabHa indopmanis

IToBHa Ha3Ba BHILIOTO
HABYAJIBHOI0 3aKJIaxy
Ta CTPYKTYPHOT O
nmiapo3ainy

KuiBchkuii cronmunuii yHiBepcuteT imeHi bopuca ['pinuenka

daxynpTeT iHPOPMAIIITHAX TEXHOJIOTIH Ta MAaTEMaTHKH

Kadenpa indopmaniitnoi ta kibepHeTuyHoi 6e3neku iMeHi npodecopa Bonogumupa
Bbypsuxa

PiBenn BHINOI OCBiTH

Jpyruii (MaricTepchbKuii) piBeHb

Cryninp Bu10] Marictp

OCBITH

I'any3b 3HaHb F Iadopmariitai TexHomorii
CrneniajabHicTh F5 KibGepbesmneka Ta 3axuct iHpopMmairii

OcgiTHs nporpama

OcgitHbo-TIpo(eciiina mporpama «besmneka iHPOpMAITHEX 1 KOMYHIKaIIHHUX
CHCTEM»

Ksaaigikanis

Marictp 3 kibepOe3nekn

KBaaigikauis B
JUIIOMI

Crymninb BUIIO1 OCBiTH: Marictp
CreuianbHicTb: Kibepbesneka ta 3axuct iHpopmarii
OcsgiTtHs nporpama: «besmneka iHGopMaIifHAX 1 KOMYHIKAIIHHIX CUCTEM

dopmMa HABYAHHSA

[ncturymiitna (ouna (neHHa))

MoBa(u) BUKJIaJaHHA

YKpaiHCbKa MOBa

Huxa/piBenn

Hpyruii (MaricTepcbKuii) piBeHb /
FQ-EHEA — npyrwmii ki, QF LLL — 7 piBens, HPK — 7 piBens

Tun gunsiomy Ta

Jumnom Marictpa, oquHuunui, 90 kpeauris EKTC,

odcsr TepMiH HaBuaHHS | pik 4 micsi

OCBITHBOI MpOrpamMu

HepexymoBu Cryninb OakanaBpa

HasiBHicTh HamionansHe areHCTBO 3a0€3neUeHHS IKOCTI BUIOT OCBITH. YKpaiHa.

aKkpeauTaunii CeptudikaT mnpo 3pa3KoBYy aKpeAuTalil0 OCBITHBOI mporpamu  «besmeka)

1HpOopMaLIHHUX 1 KOMYHIKAIIHHUX cUCcTeM» 3a cnenianbHicTIio 125 «Kibepbesnekay, 33|
piBHEM — Marictp.

Ceptudikat: Nel13 Bix 16.01.2020

Tepmin aii — go 13.01.2025

InTepHeT-agpeca
NOCTilHOT O
PO3MillleHHS ONIHUCY

OCBITHBOI MporpamMu

https://kubg.edu.ua/informatsiya/vstupnikam/napryami-pidgotovki/magistr.html

2 — MeTa oCBiTHBOI IpOrpamMu

3abe3neunTH cTyaeHTaM (pyHIaMEeHTaIbHY MiATOTOBKY Y BUIJISI MOTIIHOICHUX TEOPETUIHHUX 1 MMPAKTUIHUAX
3HaHb, YMIHb Ta HABWYOK 3a cremiampHicTIO F5 KibGepOesmeka Ta 3axuct iH(opmarii, AOCTaTHIX st
e(EeKTUBHOTO BUKOHAHHS 3aBJaHb IHHOBAIIIMHOTO XapakTepy BiJMIOBIIHOTO PiBHSA NMpoQeciitHOl AisUTEHOCTI B
rajiy3sx TeJIeKOMYyHIKalil Ta iHpopMaliifHUX TEXHOJIOTIH.

3 - XapakTepuCTHKA OCBITHHOI MPOrpamMu

IIpeameTHa 06s1acTH

006’ ekt ipodeciiHOl MiSUTPHOCTI BUTYCKHHKIB!

CydJacHI TpOIeCH JOCIIUKCHHS, aHalli3y, CTBOPCHHS Ta 3a0e3TeueHHs
¢dbyHKIiOHYBaHHS iHPOPMAIITHIX CHCTEM 1 TEXHOJIOTIH, IHIMNX Oi3HEC-omepamifHux
mporeciB Ha 00’ekTax iH(pOpMaIiiHOI AISUTBHOCTI Ta KPUTHYHHUX 1HPPACTPYKTYp
cthepu indopmariiinoi 6e3neku Ta/adbo Kibepobe3neKku;
iHpopManiiiHi cuctemMu (iHPOpPMaIIITHO-KOMYHIKallliiHI,
TeJeKOMYHIKaIliiHi1, aBTOMAaTU30BaH1) Ta TEXHOJIOTi;
iH(ppacTpykTypa 00’€KTiB iH(pOopMaLiiHOT
1H(QPaCTPYKTYD;

1H(popmariiHo-

MISTIBHOCTI

Ta KPUTUYHHX




- CUCTEeMHM Ta KOMIUIEKCH CTBOpPEHHs, OOpoOKu, mepenayi, 30epiraHss,
3HUILIEHHS, 3aXUCTY Ta B110OpaxKeHHs JaHuX (1HpopMaliiiHUX MOTOKIB);

- iHpopMamiiHi pecypcH pi3HHX KiaciB (B T.4. JepkaBHI iHopMariiitHi
pecypen);

- nporpamMHe Ta MporpaMHo-anapaTHe 3a0e3nedeHHs (3aco0u) Kibep3axucry,

- CUCTEMH yTpaBJIiHHs iHPOpMaIiitHoto Oe3mekoro Ta/abo KibepOe3neKoro;

- TEXHOJIOT1l, METOAHW, MOJAeNi Ta 3acodm iH(opMamiifHoi Oe3rekn Ta/abo
KibepOesneku;

- 00'ekTn iHpOpMaTH3allii, BKIIOYAIOYM KOMI'IOTEPHI, aBTOMAaTHU30BaHi,
TeJeKOMYHIKaliiHi, 1HQOpMaliiiHi, iHpopMalifHO-aHAMITUYHI, 1H(OpMaLIHHO-
TeJeKOMYHIKaliiHI cUCTeMH, iHpOopMaIiiiHI pecypcH 1 TEXHOJIOTI;

- TEXHOJIOT1] KibepOe3neku Ta 3aXucTy iHpopMallii;

- MIPOIIECH YIIpaBIIiHHS iHPOpMAIiHHOIO Ta/abo KibepOe3nmeKkor 00’ €KTiB, IO
i JIATaI0Th 3aXHCTY,

- METOJTM 3aCTOCYBAHHSI YPA3JIMBOCTEH B TEJICKOMYHIKAIIMHUX TEXHOIOTIAX 1
SMART-ingppacmpyxkmypu Ta ciocoon 60poTsO0H 3 HUIMHU, METOIH OpraHi3allii
3aXUIICHOI Tiepeiadi JaHux y HezaxumeHoMmy SMAR T-cepedosuwyi, 3acodn
CHEIIaIbHOTO MEepeKeBOro 00IaHaHHs AJisl 3a0e3MeUeHHs Oe3neKn
KOPITOPAaTHBHUX MEPEXK;

- KOHIICTIIT TPOEKTYBaHHsA, NOOYIOBM Ta EKCIUTyaTalil 3aXHIICHUX
MPOBOJIOBUX 1 6e3np08odosux mearekomyrnikayiunux ma SMART-cucmenm.

L]ini nasuanus: miaroroBka (paxiBIliB, 3aTHUX PO3B’A3yBaTH 3a/1a4i JOCTIAHUIIBKOTO
Ta/abo0 I1HHOBaIIKHOTO XapakTtepy y cdepi iHpopmariitHoi Oe3nexku Ta/abo
KiOepOe3rmekr BHKOPHCTOBYBATH 1 BIPOBA/DKYBAaTH TEXHOJIOTiI Ta 3aCTOCOBYBAaTH
3acobm iH(popMariitHoi Ta/abo KidepOesmeKH.

Teopemuunuil 3micm npeomemmuoi OisibHOCH.

3HaHHSA:

— 3aKOHO/IaBYOi, HOPMATHUBHO-TIPAaBOBOI 0a3u YKpaiHH Ta BHUMOT BiIOBIIHUX
MDKHApOJHUX CTaHAAPTIB 1 MPAKTHK 11010 3A1MCHEHHS POQeCitHOI TisSIbHOCTI;

— NpPUHLUIIB CYNpPOBOJIY CHCTEM Ta KOMIUIEKCIB 1H(opmariiiHoi Ta/abo
KibepOe3sneku;

— Teopli, MojJened Ta MPHUHLMIIB YHPABIiHHSA JOCTYNOM 10 iH(opMamiifHux
pecypcis;

— Teopii cucteM ympasiiHHS iHPOpMaIiitHO Ta/abo KibepOe3neKoro;

— METOIiB Ta 3aCO0iB BUSBJICHHSI, YIIPABJIiHH Ta iAeHTH(]IKAIIT pU3HKIB;

— MeToNiB Ta 3aco0iB OIlHIOBaHHS Ta 3a0e3MedYeHHs HEeoOXiHOTO pIiBHSA
3aXUIICHOCTI iHpOpMAaIIii;

— METO/IIB Ta 3aC00IB TEXHIYHOI'O Ta KPUIITOTpapiqHOTo 3aXHUCTy iHpopmarii

— CcyyacHUX iH(pOpMalifHO-KOMYHIKAIIHHUX TE€XHOJIOT1H;

— CyYacHOro MIPOrpaMHO-aapaTHOr o 3abe3neueHHs iH(opmauiiHo-
KOMYHIKaI[ifHUX TeXHOJIOT1H;

— aBTOMAaTH30BaHHUX CHCTEM MPOEKTYBaHHI.

TeopeTnuHi 3acagy HAYKOBUX TEXHOJIOTiH, (Di3MUHI 1 MaTeMaTH4IHI (QyHIaMEHTAIbHI
3HAHHSA, TeOPil 1iIeHTUdIKAIlIi Ta MPUHHITTS PillleHb, CACTEMHOTO aHaTi3y, CKIaTHUX
CHCTEM, MOJICITIOBAHHS Ta ONTUMI3allii MPOIIECiB, TEOPis MATEMATUIHOI CTATHCTUKH,
KpUNTOrpadiyHoro Ta TEXHIYHOTO 3aXUCTy iH(opmarii, Teopii pu3HKiB Ta IHIIHX
MDKIUCIMIUTIHAPHUX TEOPi 1 MpaKTHK y Tamy3i iHdopmamiiHoi Oe3nekn Ta/abo
Ki0epOe3nekH.

Memoou, memoouxu ma mexnonozii: METOAU, METOAUKHU Ta TEXHOJIOT1{ 3a0e311e4eHHs
iH(popMaliiiHOoi Ta/abo KidepOe3neKH.

Metonu, Mojeni, METOAUKM Ta TEXHOJOrii CTBOpEHHs, 00poOkH, mepenadi,
npuiiMaHHs, 3HUILEHHS, B1I0Opa)keHHs, 3aXHcTy (KiOep3axucTy) iH(popMaIiiiHuX
pecypciB y KiOeprpocTopi, a TaKOK METOAM Ta MOJEI pO3pPOOKH Ta BUKOPUCTAHHS
MPUKIIATHOTO 1 CTEMialli30BaHOTO TPOTPAMHOTO 3a0e3MedYeHHs I BHPIIICHHS
npodeciiHuX 3aad B rary3i iHpopMaliiitHoi Oe3mekn Ta/abo KibepOe3neKy.
TexHoIoTii, METOIM Ta MOJIETI TOCIIIKCHHS, aHAITI3Y, YITPABIIHHSA Ta 3a0€3MeYCHHS
Oi3Hec/onepariifHuX MPOIIECiB 13 3aCTOCYBAHHSAM CYKYITHOCTI HOPMAaTHBHO-TIPABOBHX




Ta OpraHi3aiifHO-TeXHIYHUX METO/IIB 1 3aC001B 3aXUCTy 1HPOPMALITHUX pecypcCiB y
Ki0eprnpocTopi.

ITnempymenmu ma 0b61a0HaAHHA:

— CHCTeMH pO3pOOKH, 3a0e3MEUYEeHHS, MOHITOPUHTY Ta KOHTPOJIO MPOIECIB
iH(popMaliiiHoi Ta/ a0 KibepOe3neku;

— CydJacHe TporpamMHo-amapaTHe 3a0e3ledeHHs 1HPOpMaIiifHO-KOMYHIKAIIHHAX
TEXHOJIOT1H.

3aco0u, MpHUCTPOi, MEPEXKHE YCTATKyBAHHS Ta CEPEAOBUILE, IPUKIATHE Ta
crerfiaiizoBaHe nporpamMHe  3a0e3NeyeHHsl, aBTOMAaTH30BaHI CHUCTEMHU Ta
KOMIUIEKCH MPOEKTYBAHHS, MOJICIIOBAHHS, €KCIUTyaTallii, KOHTPOI0, MOHITOPHUHTY,
00poOKH, BiOOpa)xkeHHs Ta 3aXUCTy AaHUX (iH(OpMaUiHHUX MOTOKIB), a TaKOX
METOJI 1 MOJIEJIl TeOopii PU3MKIB Ta yNpaBIiHHA 1HPOPMALIHHUMH pecypcamu Mpu
JOCHI/PKEHHI 1 CYNPOBOUKEHHI 00'€KTiB 1H(GOpMAIIHHOI ISJIBHOCTI y Tramysi
iH(popMaIiiiHOi Oe3rekn Ta/ado KidoepOesnmeKH.

CniggioHowenns 00cs2ie 3a2anvHoi i npogheciinoi cK1ao0osux ma 6ubipKosoi
YacmuHu:

O60B’s3K0Ba yactuHa (63 kpeautH, 70 %):

— IMKJI JUCHHIUIIH MpoQecifHO OpiEHTOBAaHOI TyMaHITapHOI, COIabHO-
€KOHOMIYHO{ Ta mpUpogHIUO0-HayKoBoi miAroToBku (13 kpeaurtis €EKTC, 390 rox.);
— IUKJI AUCIUIUTIH crenianbHoi miarotoBku (20 kpemutiB €KTC, 600 roxa.) ta
daxosoi cremiamizarii (12 kpeauriB €KTC, 360 rox.) 3 HanmcanHsaM 1 KypcoBoi
poboTr y 9 ceMecTpi Ta BUITyCKOBOI Marictepchkoi podotu (6 kpenutie €KTC, 180
roj.).

Yactka HaykoBo-gochiaHulbkoi (11 cemectp), BupobHuyoi (texHosoriunoi) (11
cemecTp) Ta nepeaaumioMmuoi npaktuk (11 cemectp): 12 kpeauris EKTC, 13 %, 360
TOJIUH.

BubipkoBa uvactuna (27 kpemutiB, 30 %). 3 HHMX B cHoelriaji3oBaHOMy OJOLI
HaBYAIBHUX JUCUIUILTIH:

— JaMCUUIUTiHK KypcoBoi miaroroBku (8 kpeautie €CKTC, 240 rox.);

— JUCUMIUIIHK creuianizoBaHoro Kypey (19 kpenutis €EKTC, 510 rox.).

Opienranis
OCBITHBOI NIporpamMu

OcsitHBO-TIpOdeciiiHa TporpamMa 3  TMPHUKIAJHOI  CIPSIMOBAHICTIO 32
crerianizariero 6e3mneka iHpopMaIiiHIX 1 KOMYHIKAI[IHHUX CUCTEM.

OcHoBHuii gokyc
OCBITHBOI IporpamMu
Ta cneniaJrizamii

3arajibHa: JOCHIPKEHHS B OOJIacTi MPAKTUKU Ta HAayKH 3aXUCTy iH(popMarlii,
opranizarlii Ta 3a0e3neueHHs iHpopMaIliitHoi Ta/abo kibepOe3nekun 00’ €KTIB, M0
MiJUTSITAI0Th 3aXUCTY.

Oco0auBocTi
nporpamMu

3 MeTOI MIATOTOBKH A0 pOOOTH B peaTbHOMY CEPeIOBHUIINI MaiOyTHBOI
npodeciifHol AisTBHOCTI Ta OTPUMAaHHS BUIIYCKHMKAaMHU OCBITHBOI KBamidikartii
Marictp 3 KibepOesrneku, mporpama 3abe3nedye IMiAroTOBKY MpodecioHaliB,
3IaTHUX:

— BUSBJISITH Ta OIIHIOBATH O3HAKW CTOPOHHBOTO KIOEPHETUYHOTO BILIUBY;

— MOJIENIOBAaTH MOXJIMBI CHTyalii CTOPOHHBOTO KiOEPHETHYHOTO BIUIMBY Ta
MIPOTHO3YBATHU iX MOXKJIUB1 HACJIIJIKH;

— OpraHi3oBYBAaTH 1 MiJATPAUMYBAaTH KOMIUIEKC 3aXOJiB MIOA0 3a0e3nedeHHs
iH(dopMartiiiHoi Ta/abo KibepOe3neKu;

— TPOBOIMTU IOCT/KEHHS Yy HampsMax 3ale3nedeHHs iHpopMariiHoi Ta/abo
KiOepOe3neky HallioHAJbHUX 1HTEpeciB YKpaiHW W OOTpYHTOBYBATH IUIAXH
MiBUIICHHS 1X €()eKTUBHOCTI;

— MPOTHAISITH HECAHKI[IOHOBAaHOMY TPOHUKHEHHIO TPOTHOOPYUX CTOPIH IO
Bracuux IT cuctem 1 Mepex, 3a0e3meyuTH CTIMKICTH iX poOOTH, a TaKoXK
BIIHOBJICHHS 1X HOpMaJIbHOTO (DYHKITIOHYBaHHS TICIIs 371HCHEHHS KiOepHamaIiB;
— 3a0e3MeYUTH KPUIITO3aXHUCT BIACHOTO 1H(OPMAIIHHOTO pecypcy TOIIO.

3 MeTOoI0 Tepeiayl mepe1oBoOro JA0CBiy MaiOyTHROMY (DaxiBIfHO, BUCBITICHHS B
HaBYAJbHOMY IPOLECI OCTAHHIX JOCATHEHb HAYKM 1 TEXHIKH, MPABUJI BEICHHS
yCHIITHOTO Oi3HeCy mporpama rnepeadoavac:




— peamizaiilo MPOIECHOr0 MIAXOAy MPU KOHCTPYIOBaHHI 3MICTy TPO(dUIBHO-
OpIEHTOBAHHUX HABYAILHUX AUCIHUIUIIH, CTYACHTCHKOI MOOUTHHOCTI, aKaJeMIqHOT
CHIBIIpaIll Ta MOJIOJIIKHUX OOMIHIB;

— 3amy4eHHS J0 BHKJIAAIBKOI JTisSUIPHOCTI KEPIBHHUKIB Ta mpodecioHamiB, sKi
MIPAIIOIOTh K B CUCTEMI MpodeciifHOl OCBITH, Tak 1 Ha BUPOOHUIITBI B ramysi
iHpopMaLifHUX TEXHOJOrM Ta TENEeKOMYHIKaIlil, a TaKoX IpeJCTaBHUKIB
Oi3HeCy.

4 — IlpuaaTHicTh BUNYCKHUKIB /10 MPaNeBJIAIITYBAHHS TAa MOJAJIbIIOT0 HABYAHHSA

IpupaTHicTs 10
npaneBJAIITYBAHHSA

BumyckHUKM MOXYTh TpAIfoBaTH B JCPKaBHOMY Ta IMPUBATHOMY CEKTOpax
Kuesa, Ykpainu ta €Bponeiicbkoro Coro3y y Takux cdepax JisuIbHOCTI:

1) agminictpyBanHs OC cimeiictBa Windows/Linux, mepexeBoro objagHaHHs 1
texuonoriii TCP/IP, DNS, DHCP, SSL/TLS, etc.;

2) 3actocyBaHHA 3aco0iB aHTuBipycHOrO 3axucty (ESET, McAfee, Zilly, etc.),
MPOTPaMHHUX, KIIIEHT-CEPBEPHUX Ta XMApHHUX TEXHOJOTIH 3axucTy iHpopmaii
(cuctem BeO ¢iapTparlii, cuicTeM 3armooiraHHs BTOPrHEHb, CUCTEM 3aXUCTY TOIITH
BiJI BIpyCiB 1 ciamy, etc.);

3) CTBOpPEHHsI TEXHIYHOI, MPOEKTHOI Ta ekcrutyarariiinoi nokymenranii IKC) ta
cucreM 3axucty iHpopmanii (mami — C3I);

4) HajaropKeHHS, SKCIUTyaTalii Ta MPOBEICHHS aHaji3y CUCTEMHHUX IIPOIECIB
(byHKIL10HYBaHHS MEPEKEBUX, KIIEHT-CEPBEPHUX Ta XMapHUX TEXHOJIOT1ii;

5) TIPOBEICHHSI MOHITOPUHTY HECAHKI[IOHOBAHOI aKTUBHOCTI B O0UHCITIOBAIIBHUX
CUCTEMaX;

6) cTBOpeHHs, BrnpoBamkeHHs Ta ekciuryaramii KC3I) a takox C3I B ckmami
iH(popMmariiiHo TenekomyHikariiaux (nani — [TC) Ta 00UHCITIOBATEHUX CUCTEM;
7) dhopmyBaHHS MOJITUK Ta mporieciB y chepi I'T 6e3meku, ynpaBmiHHS T0CTYIIOM
1o mepexxeBux pecypeiB ITC Ta puzukamu iHpOpMaLiitHOi Oe3meKH;

8) MpoBeNEeHHS PO3CIiayBaHb IHIUCHTIB Ta 3a0e3MeUeHHs ayAuTy IPOIIECIB
iHpopManiiiHoi Oe3nexy;

9) mATPUMKA HAYKOBUX JOCTIHKEHB, TIEaroriuia qisyIbHICTh TOIIIO.

3rigno 3 HauionansaumM kiacudikaropom npodeciit JIK 003:2010 ¢axiBui, sKi
3100y OCBITY 3a OCBITHROIO Tmporpamoro «besmeka iHdopMmariiaux 1
KOMYHIKaIliHIX CHCTEM» MOXYTh 00ifiMaT Taki MEpBUHHI IMOCAIH, SK:

— TPOTrpaMiCT/TECTYBUIBHUK  MPOTPAMHOTO  3a0€3MEUEHHS  CUCTEM
iH(dopmarIiiiHoi Ta Kibepoe3neku;

— aJMIHICTPAaTOp KOMI'FOTEPHUX CHCTEM 1 MEpPEeXK;

— anMiHicTpatop iHbopMarlliitHoi Ta KibepOe3neku;

— ayauTop/meHTecTep Oe3neky iHpopMaIiiHO-KOMYHIKAIITHUX CHCTEM;

— PpO3poOHHK 3ac00iB 3axHCTy iH(DOpMAILii;

— TPOBIIHUMA  CHEHIATICT/KEPIBHUK  CIY)KOM  TEXHIYHOTO  3aXHCTY
iH(dopmarii Toro.

IMoganbme
HaBYaHHSA

[IpomoBxkeHHsI OCBITH 32 TPETIM (OCBITHLO-HAYKOBUM) PIBHEM BHUIIIOT OCBITH.
HalyTtTts nogaTkoBux kBamidikarliii B CHCTEMI OCBITH TOPOCTHUX.

5 — BukjagaHHs Ta OLMIiHIOBAHHSA

Bukiaaganus ta
HAaBYaHHSA

[pyHTYIOTbCS HAa NPUHIMUIAX ~ CTYIEHTOLEHTPU3MY Ta  iHIAWBIiLyaJbHO-
O0COOHMCTICHOTO TiJIX0/y; Peai3yloThCs yepe3 HaBUYaHHS Ha OCHOBI JTOCIIIKEHb,
MOCHJICHHSI TPAKTUYHOI OPIEHTOBAHOCTI Ta TBOPYOI CHIPSMOBAaHOCTI y (hopmi
KOMOIHAIil JeKIii, TPaKTUYHUX 3aHITh, CaMOCTIHHOI HaBYaJIbHOI 1
JOCHITHUIBKOI POOOTH 3 BUKOPUCTAHHSAM EJIEMEHTIB JMCTAHIITHOTO HaBYaHHS,
pO3B’SI3yBaHHS NPUKIAJHAX 33734, BHKOHAHHS MPOEKTiB, HABYAIbHUX Ta
BUPOOHUYMX MPAKTHK, KYPCOBUX POOIT, KBaTi(iKaIiitHOI MaricTepchbkoi poOOTH.




OuiHoBaHHA

HakommuyBanbHa OanbHO-pEHTHHIOBA CHUCTEMA, IO Iependadae OIiHIOBAHHS
CTYJICHTIB 32 yCl BUIU ayJAUTOPHOI Ta M03aayAUTOPHOI OCBITHBHOI MISUTBHOCTI Y
BUTJISIAI BXiJIHOTO, TIOTOYHOTO, PYOi’XKHOrO Ta/abo CeMecTpOBOr0 KOHTPOIIO Ta
arecrarii.

6 - [IporpaMHi KOMIIETEHTHOCTI

InTerpanbHa
KOMIIETEHTHICTEL

3n1aTHICTh pO3B’sI3yBaTH CKJIAHI CIeIialli3oBaHi 3a7a4i Ta NpakTU4IHI IpolieMu
y ramy3i 3a0esnmeueHHs iHQopMamiiHOi Ta\abo KibepOesmeKw, 110
XapaKTepU3yeThCS KOMIUJIEKCHICTIO Ta HEMOBHOIO BU3HAUEHICTIO YMOB.

3arajabHi
KOMIIETEHTHOCTI
(K3)

3K 1. 31aTHICTh 3aCTOCOBYBATH 3HAHHA y IPAKTUYHUX CUTYAIlisX.

3K 2. 31aTHiCTh IPOBOIUTH JOCITIKEHHS Ha BiIIOBITHOMY PiBHI.

3K 3. 3patHicTh 10 aOCTPaKTHOTO MUCIICHHS, aHANII3Y Ta CUHTE3Y.

3K 4. 31aTHICTb OLIIHIOBATH Ta 3a0€3MeUyBaTH SIKICTh BAKOHYBAHUX POOIT.

3K 5. 3patHicTh CHiIKyBaTHCA 3 NPEACTaBHUKAMHU IHIIUX NpOQecifHuX Ipym
pi3HOTO piBHS (3 €KcHepTaMH 3 IHIIMX Taly3ed 3HaHb / BHIIB EKOHOMIYHOL
JUSTTBHOCTI).

3K 6. 3xatHicTh 10 TpodeciiHOro CHiIKYBaHHS 1HO3EMHOIO MOBOIO.

3K 7. Po3ymiTu Ta AOTpUMYBAaTUCS MPHUHLMUIIB aKaJeMiuyHOi J0OpOYECHOCTI,
30KpeMa, YCBIIOMIIIOBATH Ba)KJIHMBICTh 1HTEIEKTYaJbHOI YECHOCTI Yy BCiX BHJIAX
HaBYAJIbHOI Ta JOCITIIHUIBKOI POOOTH, JOTPUMYBATHCS NpPaBUI 1 OOMEXKEHb,
NOB'A3aHUX 3 IUIAriaToM, MIaxXpaiCTBOM, MiAPOOKOIO JAHUX Ta IHIIMMHU (HOpMaAMHU
HEJIOIYCTUMO]T MOBETIHKH.

daxosi
KOMIIETEHTHOCTI
crneniaabHocTi (PK)

@K 1. 31aTtHICTE OOTPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBAaTH, PO3POOIATH Ta
YIOCKOHAIIOBATH Cy4acHi 1H(OpMaLiiHI TEXHOJOTii, (i3u4HI Ta MaTeMaTH4HI
MOJICNII, @ TaKOXX TEXHOJIOT1l CTBOPEHHS Ta BHUKOPUCTAHHS TPUKIAJTHOTO 1
CIeLiaTi30BaHOTO TPOTPAMHOTO 3a0e3NedeHHs A BUPIMIEHHS npodeciitHux
3anau y cepi iHpopmariitHoi Oe3neku Ta/ado KibepOe3neKH.

@K 2. 3patHicTh pO3pOOIATH, BOPOBAKYBATH Ta aHAJI3yBaTH HOPMATUBHI
TOKYMEHTH, TIOJIOKEHHS, THCTPYKI[i # BUMOTH TEXHIYHOTO Ta OpraHi3amiitHOTO
CIpsSIMYBaHHS, a TaKOX IHTETPyBaTH, aHANI3yBaTH 1 BUKOPHUCTOBYBATH Kpalli
CBITOB1 MPAKTHUKH, CTAHIAPTH Y MpodeciiHiil MisIbHOCTI B cdepi iHpopMaiiitHOT
Oe3nexu Ta/abo kibepoesneku.

@K 3. 31aTHICTh AOCTIHKYBATH, pO3POOJIATH 1 CYyIIPOBOHKYBATH METOIH Ta 3aCO0H
iHopmMmariitHoi Oe3rekn Ta/abo kiOepOe3nekn Ha o00’ekTax 1HGOpMAIIHHOT
JISITEHOCTI Ta KPUTUIHOT IHPPACTPYKTYPH.

®K 4. 3gaTHicTh aHaATI3yBaTH, pPO3POOJIATH 1 CYNPOBOKYBATH CHCTEMY
ynpaBmiHHSA iHOpMaIiiHOI Oe3mekor Ta/abo KibepOe3mekor opraHizarlii,
dbopmyBaTH cTpaTerito 1 TOJNITUKH 1HGopMalliitHoi Oe3nekn 3 ypaxyBaHHIM
BITUM3HSHUX 1 MDKHAPOJHUX CTaH/IAPTIB T4 BUMOT.

®K 5. 3paTHICT, A0 JOCHIIKEHHS, CHCTEMHOTO aHajizy Ta 3a0e3ledeHHs
OesmepepBHOCTI  Oi3Hec/omepamiiHUX  MPOIECIB 3  METOK  BHU3HAYCHHS
BpazNMBOCTEeH 1HPOPMALIMHMX CHCTEM Ta pEeCcypciB, aHalli3y pHU3UKIB Ta
BU3HAYCHHS OIIIHKM X BIUIMBY Yy BIIMOBIAHOCTI /IO BCTAHOBIIEHOI cTpaTterii i
MOJIITHKY 1H(OpMaIliiHOI Oe3reKku Ta/abo KibepOe3neku opraHizariii.

®K 6. 3maTHICTh aHaNI3yBaTH, KOHTPOJIIOBATH Ta 3a0e3leuyBaTH CHUCTEMY
YIPaBIiHHS TOCTYIIOM JI0 IHPOPMAIIMHUX PEeCYPCiB 3T1THO BCTAHOBJICHOI CTpaTerii
1 momTHKY 1H(OpMaIliiiHO1 Oe3meku Ta/abo kibepOe3neku opraHizaiii.

@K 7. 31aTHICTH HOCTIKYBATH, PO3POOIISITH Ta BIPOBAKYBATH METOIH 1 3aXO0I1
npoTuaii KiGepiHIUaeHTaM, 3IIMCHIOBATH MPOIEAYypH YIPaBIiHHSA, KOHTPOJIO Ta
po3ciiayBaHHs, a TAKOX HA/IaBaTH PEKOMEH/IAIII] 100 MONIEPEKCHHSI Ta aHaJi3y
KiOEpIHIIUICHTIB B IIJIOMY.

®K 8. 3partHiCT,  JIOCHIDKYBAaTH, PpPO3pOOJATH, BIPOBAIKYBAaTH  Ta
CYNMPOBOKYBAaTH METOIM 1 3aCO0M KpUOTOTpadiyHOTO Ta TEXHIYHOTO 3aXHCTY
iHpopMmarii Ha  00’ekrax  iHpOpPMAIINHOI  AISUTBHOCTI Ta  KPUTUYHOI

iHpacTpykTypH, B IH(GOPMAIIMHUX CHCTEMaX, a TaKOX 3JaTHICTh OIIIHIOBATH




e(pEeKTUBHICTh 1X BHMKOPHUCTaHHSA, 3TiJHO BCTAaHOBJEHOI CTpaTerii 1 IMONITUKU
iHpopMariifHoi Oe3neku Ta/abo KibepOe3neKn opraHizariii.

@K 9. 3naTHicTh aHANI3YBATH, PO3POOISATH 1 CYIPOBODKYBATH CUCTEMY ayIUTY Ta
MOHITOPUHTY €()EeKTUBHOCTI (YHKIIIOHYBaHHA 1HMOpPMAIIMHUX CHCTEM 1
TEXHOJIOT1H, Oi3Hec/onepaliiHuX TpoleciB B ramy3i iH(opMmaIiiHOi Oe3mexn
Ta/a00 KibepOe3neku oprani3aiii B mMiJioMy.

®K 10. 31aTHICTH TPOBAAWTH HAYKOBO-TIEAATOTIYHY MiSUTBHICTh, IJIAHYBaTH
HaBYaHHS, KOHTPOJIOBATH 1 CYMPOBOIKYBAaTH POOOTY 3 MEPCOHAIOM, a TaKOX
npuiiMatd  epeKTUBHI pilIeHHs 3 mnHUTaHb 1H(QopMaliiHoi Oe3neku Ta/abo
KibepOe3nexu.

@K (¥) 11. 31aTHICTB 10 3aCTOCYBaHHS CydyaCHUX O€3MeKOBUX iH(POpMaIliiHUX Ta
SMAR-texnonoriii y cepi 3axucty indopmartii.

@K (YY) 12. 3gaTHICTh A0 BHUSABICHHS Ypa3JIMBOCTEH Ta 3a0e3meueHHs OC3MeKu
TeneKoMyHiKamiitHux TtexHosorii 1 SMART-iHppacTpykTypH. po3ciigyBaHHsS
IHOUIEHTIB 1H(QopMaliifHOi Ta/abo kibepOe3reku Ta TPOTUMIIT 3T0SKICHOMY
porpaMHOMy 3a0€3MeYeHHIO.

7 — HopMaTuBHUIA 3MicT MiAT0TOBKM 3/100yBa4yiB BHIIOI OCBiTH, chopMy/ILOBaAHMI Y TepMiHAX
pe3yabTaTiB HABYaHHSA

IMPH 1

BinbHO CHIIKYBaTHUCh JIEP>KAaBHOIO Ta 1HO3EMHOI0 MOBaMH, YCHO 1 HMHCBMOBO Ui TPEACTABICHHA 1
0OTOBOpPEHHsI pe3y/IbTaTiB JIOCHIPKEHb Ta 1HHOBAIIiM, 3a0e3reueHHs Oi3Hec\onepaliifHuX IMPOIECiB Ta
NUTaHb NpoQeciiiHol TisUIbHOCTI B Tajy3i iHpopMalliifHoi 0e3neku Ta/abo KibepOe3neKH.

ITPH 2
[nTerpyBatu GpyHnaMeHTaIbHI Ta CHENiadbHI 3HAHHS JJIs1 pO3B’I3yBaHHs CKJIaIHUX 3a1a4 iH(popMaIiifHo1
Oe3rexu Ta/abo kKibepOe3neKn y NMUPOKUX a00 MyJIbTHANCIUILTIHAPHUX KOHTEKCTAX.

ITPH 3
[TpoBaguTi AOCTHITHUIEKY Ta/a00 1HHOBAIIWHY MISIBHICTE B cdepi iHbopmarliitHoi Oe3neku Ta/abo
Ki0epOe3neKy, a Takoxk B chepi TEXHIYHOTO Ta KpUNTorpadiuHoro 3axucty iHpopmarii y kibepnpocrtopi.

ITPH 4

3acTOCOBYBATH, IHTETPYBATH, PO3POOIISITH, BIPOBAKYBATH Ta yIOCKOHAIIOBATH CydacHi iH(opmarliiiti
TEXHOJIOTIi, (i3WYHI Ta MaTeMaTH4HI MeToAu 1 mozaeni B cdepi iHdopmaliiiHoi Oe3meku Ta/abo
KibepOe3nexy.

ITPH 5

Kputnuno ocmuciroBatu mnpobisemu iHpopMaiiiHoi Oe3neku Ta/abo kibepOesneku, y TOMY YHCIi Ha
MDKTany3eBOMY Ta MDKIUCHMIUTIHAPHOMY pIBHI, 30KpeMa Ha OCHOBI pO3YMIHHS HOBUX pE3YJIbTaTiB
1HXKEHEepHUX 1 (PI3UKO-MaTeMAaTUYHUX HayK, a TAKOX PO3BUTKY TEXHOJIOTI CTBOPEHHS Ta BUKOPUCTAHHS
CIELiaTi30BaHOr0 MPOTPAMHOTO 3a0€3MeYCHHSI.

ITPH 6
AHani3yBaTH Ta OILIHIOBATH 3aXHILEHICTh CHCTEM, KOMIUIEKCIB Ta 3aco0iB KiOep3aXHCTy, TEXHOJOTil
CTBOPCHHSI Ta BUKOPUCTAHHS CITEI1a]li30BAaHOTO MPOTPAMHOTO 3a0€31eUeHHSI.

IIPH 7

OOrpyHTOBYBaTH BUKOPHCTAHHS, BIIPOBAHKYBATH Ta aHATI3yBaTH Kpallli CBITOB1 CTaHAAPTH, MPAKTHKH 3
METOI0 PO3B’SI3aHHS CKJIQJAHUX 3a/1a4 MpogeciiiHol MisabHOCTI B ramysi iHpopmariitHoi 6e3neku Ta/abo
KibepOe3nexy.

ITPH 8
JlocnmimxyBaTH, po3poOJsATH 1 CYNPOBOKYBATH CHUCTEMH Ta 3acobu iH(opmariiiHoi Oe3rnexu Ta/abo
kibepbe3neku Ha 00’ ekTax iHPOpMaIiHHOT NISTHFHOCTI Ta KPUTUYHOT iHPPACTPYKTypH.

ITPH 9
AHanizyBaTH, po3poOJsTH 1 CYIpPOBOKYBaTH CUCTEMY YIIpaBIiHHS iH(pOpMaliifHo0 Oe3mnekoro Ta/abo
KibepOe3neKxoro opraHizarii Ha 6a3i cTpaTerii 1 MOIITHKHA 1HPOPMAIIIHOT Oe3MeKH.

ITPH 10

3abe3neuyBaTi O€3MEpPEPBHICTh OI3HEC/OMEpPAIHUX TPOIECIB, a TAaKOXX BHUSABIATA YPa3IUBOCTI
iHpOpMaLIHUX CUCTEM Ta pecypciB, aHANI3YBaTH Ta OLIHIOBATH PU3UKHU Ui iH(OpMAIiiiHOT Oe3nexu
Ta/ab0 kibepOe3neKku opraHizarii.




IMPH 11

AHanizyBaTH, KOHTPOJIIOBAaTH Ta 3abe3nedyBaTH e(ekTuBHE (DYHKIIIOHYBAaHHS CHCTEMH YIPaBIIHHS
JIOCTYNOM 70 iH(OpMaumiiHUX pecypciB BIIMOBIAHO [0 BCTAHOBJIEGHUX CTpaTerii 1 MOJITUKU
iH(dopMmariiiHoi 6e3neku Ta/abo kibepOe3neky opraHizarii.

ITPH 12

JlocnipKyBaTH, pO3pOOJIATH Ta BIPOBALKYBATH METOMM 1 3aXOAM MpOTHAll KiOepiHLHICHTaM,
3M1MCHIOBATH TIPOLICIYPH YIPABIiHHSI, KOHTPOJIIO Ta PO3CIIAyBaHHS, a TAaKOX HaJaBaTH PEKOMEHIAI
1010 TONIEPEPKEHHsI Ta aHaJi3y KiOEpiHIUACHTIB B IIJIOMY.

ITPH 13

JlocnipKyBaTH, po3po0IIsATH, BIPOBAIXKYBATH Ta BUKOPUCTOBYBATH METOIH Ta 3aCO0H KpUIITOrpadiyHOTO
Ta TEXHIYHOTO 3axHCcTy iH(opMalii Oi3Hec/onepariiHux MPOIECiB, a TaKOXK aHaI3yBaTH 1 HaJlaBaTH
OLIHKY e(EeKTUBHOCTI iX BHUKOpUCTaHHA B iHpOpMaliWHUX cHcTeMax, Ha 00’ekTax iH(popMaliifHOl
JUSTTBHOCTI Ta KPUTHYHOI IHPPACTPYKTYPH.

ITPH 14

AHanizyBaTtH, po3poOJATH 1 CYNpPOBOKYBATH CHUCTEMY ayIuTy Ta MOHITOPHHTY €(EeKTHBHOCTI
¢byHKLiOHYBaHHS 1H(GOpPMaLIHHUX CHCTEM 1 TEXHOJOriH, Oi3Hec\omepaliiHUX TmporeciB y cdepi
iH(dopMarliifHoi Ta\abo KibepOe3nekn B HIIOMY.

ITPH 15

3po3yMUJIO 1 HEIBO3HAYHO TOHOCHTH BJAcCHI BHCHOBKM 3 TpoOieMm iH(opmarmiitHoi Oe3nexku Ta/abo
Ki0epOe3neKy, a TAKoXK 3HaHHS Ta MOSCHEHHS, 1110 iX 0OIPYHTOBYIOTH 710 IIEPCOHAITY, TApTHEPIB Ta 1HIIINX
ocib.

ITPH 16

[IpuiiMatu 0OTpyHTOBAHI PIIICHHS 3 OpPraHi3alifHO-TEXHIYHUX MUTaHb 1H(pOpMaIiiiHOiI O6e3neku Ta/abo
KibepOe3neku y CKIaJHuX 1 HemependauyyBaHUX YMOBAxX, Y TOMY YHCIHI 13 3aCTOCYBaHHSM CyYacCHHX
METOJIB Ta 3aC001B ONTUMI3aIlil, IPOTHO3YBaHHS Ta IPUIHATTS PIIICHb.

ITPH 17

Matyi HaBMYKM aBTOHOMHOTO 1 CaMOCTIMHOTO HaBYaHHS y cdepi iHGopmariiiiHoi Oe3neku Ta/abo
KiOepOe3neKu i TOTUYHUX Taly3ell 3HaHb, aHAIi3yBaTH BJIacHI OCBITHI HOTPeOH Ta 00’ €KTUBHO OLIIHIOBATH
pe3ynbTaT HaBYaHHS.

ITPH 18
[InanyBaTy HaBYaHHS, a TAKOXK CYIMPOBOKYBATH Ta KOHTPOJIOBATH POOOTY 3 MEPCOHAIOM y HANPAMY
iH(dopMartiifHoi 6e3nexku Ta/abo KibepOe3neKy.

ITPH 19

OO6wuparwu, aHaizyBaTd 1 po3poOJsATH MPHUIATHI TUTIOBI aHATITHYHI, PO3PaXyHKOBI Ta €KCTIEPUMEHTAIbHI
METOAM KiOep3axuCTy, po3pOo0IIsATH, peaTi30BYBaTH Ta CYIIPOBOXKYBATH ITPOEKTH 3 3aXUCTY iH(popMarlii y
KiOepIpocTopi, IHHOBAIIWHOI JiSTTLHOCTI Ta 3aXKUCTY IHTEJIEKTYaIbHOI BIACHOCTI

ITPH 20
CraBuTH Ta BHpINIYBaTH CKJIQIHI 1H)KEHEPHO-TIPUKJIAZHI Ta HAayKOBi 3aaayi iH(popMmamiifHoi Oe3mexu
Ta/a00 Ki0epOe3eKH 3 ypaxyBaHHSIM BUMOT BITYM3HSHUX Ta CBITOBUX CTAHJAPTIB Ta KPalTUX MPAKTHK.

ITPH 21
BuxopucTtoByBatn MeTOaM HATYpHOTO, (PI3MYHOTO 1 KOMIT IOTEPHOTO MOJIETIOBAHHS I JOCIIIKEHHS
MPOIIECiB, SIKi CTOCYIOThCA iH(pOpMaNiiiHOi Oe3neKu Ta/abo KibepOe3neKH.

ITPH 22

[InanyBati Ta BUKOHYBaTH EKCIIEPUMEHTAJbHI 1 TEOPETHYHI MOCIIIHKCHHS, BUCYBAaTH 1 NeEpeBIpATH
rinoTe3u, o0MpaTu AJIA [HOTO MPUAATHI METOAM Ta IHCTPYMEHTH, 3IMCHIOBATH CTATUCTHYHY OOpOOKY
JaHUX, OLIIHIOBATH JOCTOBIPHICT PE3yJbTATIB JOCIIIKEHb, apI'YMEHTYBAaTH BUCHOBKH.

ITPH 23

OOrpynToByBatu BuOiIp HpOrpaMHOro 3a0e3leueHHs, YCTaTKyBaHHA Ta IHCTPYMEHTIB, 1H)KEHEPHUX
TEXHOJIOTIM 1 MpoIeciB, a TakoXX OOMEXKEHb MO0 HHUX B Taly3i 1HQopMariiHoi Oe3meku Ta/abo
KiOepOe3neKku Ha OCHOBI Cy4acHUX 3HaHb Yy CYMDKHHUX Taiy3siX, HayKOBOI, TEXHIYHOi Ta JOBiIKOBOI
JIiTepaTypH Ta 1HIIOI TOCTYIMHOI iH(QOopMaItii.

MPH(Y) 24




3HaTH ypa3IuBOCTI i METO/IHM iX 3aCTOCYBAHHS B Pi3HUX TeNEKOMYHIKaliifHUX TexHonoriax Ta SMART —
iH(DpacTpykTypl. BMiTH TIpoeKTyBaTH 3axwWIleHi (3 ypaxyBaHHSM 3arpo3) IMPOBOJOBI 1 0e3MpoBOAOBI
tenekomyHikaniHi, SMART -cuctemu.

8 - PecypcHe 3a0e3ne4eHHs1 peaJii3allii nporpamu

Kanpose
3a0e3nmedeHHsA

Kanpose  3abe3nedyeHHst  OCBITHBO-TIpOeciiiHOI  mporpaMu  CKIAJAETHCS
TOJIOBHMUM  YHHOM 3  Tpo(decopCchKO-BUKIAMABKOTO  CKIany  Kadeapu
iHopmMmariitHoi Ta kibepHeTnyHOi Oe3meku iMmeHi mpodecopa Bomomummpa
Bypstuka. Jlo BUKIagaHHS OKPEMHX JUCLHUIUTIH BIAMOBITHO A0 X KOMIETEHINT Ta
JIOCBITY 3alTy4eHUH MpodecopChKO-BUKIIAAbKUI CKIaa Kadeapy iIHO3eMHIX MOB
VYHiBepcuTery.

[Ipaktuko-opienToBanuii xapaktep OIIIl mepenbavae mupoky ydacth (axiBIiiB
NPaKTHKIB, 10 BiANOBIAAI0Th HAIMPSIMY MpPOTpam, IO IMiJICHIIIOE€ CUHEPTeTUYHHUN
3B'SI30K TEOPETHYHOI Ta MpakTH4HOI miarotoBku. Kampose 3abesmeuenns OIIIT
BIMOBilae  BUMoOraMm, BU3HAaUeHUM JIIEH3IMHUME yMOBaMHU MPOBAKEHHS
OCBITHBOI TISLJIBHOCTI.

Bci po3poOnuku € crhiBpoOiTHuKamMu KHiBCHKOTO CTONMYHOTO YHIBEPCHTETY
imeHi bopuca I'pinuenka.

Jlo peanizamii mporpamMm 3ajydalOThCsl HAYKOBO-IIEIAroriyHi MpaliBHUKU 3
HAyKOBUMH  CTYNEHSMH  Ta/ab0  BYEHMMH  3BaHHIMH, a  TaKOX
BHCOKOKBaITi(hiKOBaHi CIEI[iaTiCTH.

3 MeTor MiABUINEHHS (axoBOro PIiBHS BCl HAyKOBO-TIEAATOTI4HI IMPaIliBHUKU
OJIMH Pa3 Ha I’ SITh POKIB MPOXOJISTh CTAKYBaHHSI.

MarepiajbHo-
TexXHiYHe
3a0e3meYeHHs

BukiananHs HaBYaTbHUX TUCIUILTIH 3/IIHCHIOETHCS B Ay JUTOPISAX 3arajibHOTO Ta
cnierianpHoro npu3HadeHHsA. CriemiasibHO 0O0JaJHaHI amapaTHO-IPOTPAMHUM
3a0e3neyeHHsl, HAOYHUMHU Ta METOJWYHMMHU MarepiajJaMyd LEHTPH PO3BUTKY
KOMIIETEHTHOCTEH, a caMme:

1) «lleHTp HAOCHIKEHHS  TEXHOJNOTIH  (QYHKUIOHYBaHHS M  3aXHCTy
iH(OpMaIIHHO-KOMYHIKAIIHHUX ~ CUCTEM  Ta MEpex» 3. HaBUYAJIHHOIO
«JIabopaTopi€to KOMIT'IOTEPHUX Mepex Ta KibepOe3nekn», HaBYaJIbHOIO
«Jlaboparopiero  Oe3nexku  iHGOPMAIIMHO-KOMYHIKAI[IHHUX ~ CHUCTEM»  Ta
HaBYaJIbHOIO «JlabopaTopiero aHTHUBIPYCHOTO 3aXUCTY»;

2) «llenTp mOCHIIHKEHHS TEXHOJIOTIM 3axXUCTy 1HGOPMAIIHHUX PECypCiBy 3:
HaByaJbHOIO «JlabopaTopiero OGe3nexu iHGOpPMAIIHHUX aKTHBIBY» (HaBYAJIbHUH
Kibeproiron) Ta HaBYaIbHOWO <«JlabopaTopi€ro CHCTEM TEXHIYHOTO Ta
KpUNTOTpadiuHOro 3aXUCTy iHOopMaIii»;

3) «lleHTp MOAEMIOBaHHS Ta MPOTPAMyBaHHS;

4) «Jlaboparopist BOygoBaHUX cHcTeM i 3] MOJIEIIOBAHHS» TOLIO.

Indopmaniiine Ta

bibmioTeuH1 €NeKTPOHHI pecypcH, eJIEeKTPOHHI HAayKOB1 BUIAHHS, €JICKTPOHHI

HABYAJIbHO- HaBYaJbHI KypCH 13 MOXIIMBICTIO IHCTAHI[IHHOTO HaBYaHHS Ta CaMOCTIHHOI
MeTOINYHE poboTu, xmapHi ceppicu Microsoft.
3a0e3ne4eHHs
9 - AkageMiyHa MOOIJIBHICTE
HanionaianrHa
KpeauTHA

MOOLIBHICTDH




Mixnapoana
KpeauTHA
MOOLIBHICTDH

VknaneHo yroam, sKi mnependavyaroTb  CTYJGHTChKY MOOUIBHICTB 13
YHIBEpCUTETaMHU €BPOTICHCHKUX KpaiH Ta B paMkax mporpamu Epasmyc+KAl. 3
Hux: BinpHIochkuii yHiBepcurert (JIutsa), YuiBepcurer Koctsanruna ®dinocoda
y Hitpi (CnoBauunna), YHiBepcuteT Ectpemanypa (Icmanis), Cine3pkuit
yaiBepcureT B KaroBinax (ITompma), Axkamemis imeni Sma [[myroma B
Yencroxoni (IToawmia), YuiBepcuter OctpaBu (Yexist), YHiBepcuteT [lapmxk-
CopOonna (®panist), Jlicaboucekuii yHiBepcutet ([lopTyranis) Ta iHiii.

HaBuanus
iHO3eMHHX
3100yBa4iB BUIOL
ocBiTH

3rimHo JineH3ii  mepembadaeThCcs  MIATOTOBKA 1HO3eMIB Ta ocid  0e3
I‘pOMaI[ﬂHCTBa.




I1. Ilepesix KOMNOHEHTIB 0CBITHLO-NIPO(deciiiHOI mMporpamu

Ta IXHA JIOTiYHA NOCJIiZOBHICTD

2.1. Ilepedaik ocBiTHiX kKoMnoHeHTIB OI1
Kon Iudp KoMIoHeHTH 0CBITHBOT TpOrpaMu Kinb- dopma
KOMITOHEH | KOMITIOHEH | (HaBYaJbHI TUCIUILTIHU, KYpPCOBI IPOEKTH (POOOTH), IPAKTHKH, KICTh | MiJCyMKOBOTO
Ta Ta kBaidikariina podoTa) Kpen KOHTPOJTIO
UT1B
1 2 3 4 5
0060B’s13x0Bi koMnonenTu OI1
OK 1 O/.01 IHO3eMHa MOBa npogeciitHOro cpsIMyBaHHS 4 3aJiK
OK 2 0/1.02 Oprani3aliist HAyKH 1 HAyKOBUX JTOCITIPKCHb 4 3aITIK
OK3 O/.03 [IpuKIaaHa 3arajibHa TEOPis cUCTEM Ge3IeKH 4 CK3aMeH
OK 4 O/1.04 TexHomorii 6e3meKy Ta yrnpaBiiHHSI KPUTHIHUMH 7 €K3aMeEH,
1HpacTpyKTypaMu 3aXUCT
KypCOBOI
pobotu
OK 5 O/1.05 TexHomorii 6e3nexku 6e3MpoBOIOBHX 1 MOOLITHEHUX 7 3aITK
MEepEex
OK 6 0/1.06 Texnomorii 6e3nexu Web-pecypcis 6 €K3aMeH
OK 7 Oon4.07 TexHomorii po3cniayBaHHs IHIUACHTIB Oe3neKku 6 3aJiK
KPUTUYHOI iHQPACTPYKTYpH
OK 8 O1.08 [IpukiaaHi aCEKTH TECTYBaHb HA IPOHUKHEHHS Ta 5 €K3aMeH
€TUYHOTO XaKIHTY
OK 9 OI1.01 BupobHuya npakTika (TEXHOJIOT1UHA) 4,5 3aJTiK
OK 10 OI1.02 HaykoBo-10Cmi THUIIbKA TPaKTHKA 4,5 3aJiK
OK 11 OI1.03 [TepenaumioMHa npakTHKa 6 3aITIK
OK 12 OA.01 [TinroroBka i 3aXUCT KBaJi(ikaLifHOI MaricTepchbKoi 6 3aXUCT
poboTtu
3azanvHuii 06ca2 0006’°A3K06UX KOMNOHEHMIE 64
BubipkoBi komnonentu OII (mogaTok 1)
Buobipkosuii onok 1
BK'1 B/1.1.01 | MoHITOpHHT, ayUT Ta aIMIHICTPYBaHHS 3aXUIICHUX 7 €K3aMEH
IT cucrem 1 Mmepex
BK 2 B/1.1.02 | Texnonorii po3poOku i TectyBanus 13 mepexxeBoi 6 €K3aMEH
6e3neku
BK 3 B/1.1.03 | TexHozorii mpoTuii 3708KiCHOMY IPOTpaMHOMY Koay | 5 €K3aMEH
BK 4 BJI.1.04 | Marematuuni MmeToau kpunrorpadii 4 3aJTIK
BK 5 B/1.1.05 | Meronu noOyaoBH 1 aHai3y KPUIITOCHCTEM 4 3aJiK
pazom | 26
Bubipkosuii onok 2 - Bubip 3 kamanozy Kypcis
BK 1-5 B 2. CTYJEHT 00Mpae NUCUHUILUTIHN HA BiIMOBIAHY KiJTbKIiCTh 26 3aJ1KH,
KpPEJIUTIB eK3aMEHU
pazom | 26
3azanvHuil 06ca2 6UOIPKOBUX KOMNOHEHMIG 26
3ATAJIBHUM OBCST OCBITHbOI ITPOT'PAMHU 90




2.2

CTpyKTYypHO-JIOTiYHA cXeMa

1 kypc 2 Kypc
1 cemecTp 2 cemecTp 3 cemecTp
30 xp. 34,5 kp. 25,5 kp.
InozemHa MoBa npodgeciitHoro
CHpSIMYBaHHS,
4 xp.

Oprani3zaiist HAyKH 1
HAyKOBHX JOCHIIKEHB,
4 xp.

[TpuknanHa 3aranbHa TEOpist
CHCTEM O€e3IeKH,
4 xp.

[MpuknanHi acneKkTH
TECTyBaHb Ha IPOHUKHEHHS
Ta ETUYHOTO XaKIHTY, 5 Kp.

HaykoBo-nocmitHuIpKa
IIPAKTHKA,
4,5 kp.

TexHomorii 0e3rnexu ta
VIPaBIIiHHS KPUTHIHUMHA

iHppacTpykTypamu, 7 Kp.

Texnomorii 0e3mexku Web-

pecypcis,
6 Kp.

TexHoirorii 6e3rmexu
0e3MpOBOIOBHX 1 MOOUTBHHUX
Mepex, 7 Kp.

TexHoorii po3ciigyBaHHs
IHITU/ICHTIB O€3MeKH
KPUTHYHOT 1HQPACTPYKTYPH,

BupoOHuya npakTuka
(TexHoOTIYHA),
4,5 kp.

6 Kp.
BubipxoBi KOMITIOHEHTH, BubipxoBi KOMIIOHEHTH, BubipxoBi KOMITIOHEHTH,
4 xp. 13 kp. 9 kp.
[lepenaumiomnua npakTuka, 6
Kp.

Hammucanns 1 3axuct kBamidikariitHoi Marictepcbkoi poOoTH,
6 Kp.

Buoipkosuii 6,10k 1

MoHiTopuHT, ayauT Ta aAMiHICTpyBaHHS 3axuiieHux [T
CHCTEM 1 MEpEeK,
7 Xp.

TexHomorii po3po0ku i
tectyBanHs [13 MepexeBoi

TexHonorii mpoTuii
3JI0SIKICHOMY TIPOTPaMHOMY

Oe3mneku, 6 Kp. KO#y, 5 Kp.
Maremari4Hi METOIH Metoau noOyioBH 1 aHATI3Y
Kpunrorpadii KPUIITOCHUCTEM,
4 xp. 4 xp.

BuoipkoBuii 6,10k 2 — Bubip qrucumnmiin 3 Karasory

BubipkoBi KOMIIOHEHTH,
4 xp.

BubipkoBi KOMIIOHEHTH,
13 kp.

BubipkoBi KOMIIOHEHTH,
9 xp.




I11. ®opma arecranii 3100yBauiB BUIIIOI OCBITH

Atecrtaris  3100yBaviB  BHILOI OCBITM 32  OCBITHBO-IIPOQECIHHOIO
nporpamoro 2F5.00.01 «besneka iHdopMaIliiHUX 1 KOMYHIKAIIHHUX CHCTEM
cnemianbHOcTl F5 «KibepOesneka Ta 3axuct iHpopmaiii» 3a1HCHIOETECS Y popmi
myOIIYHOTO 3aXUCTy KBasi(ikaliifHOT MaricTepcbKoi poOOTH.

ATecTartist 31CHIOETHCS BIAKPUTO 1 ITyOJI1IHO.

KBamikariitna warictepcbka po0OOTa CHOpsSMOBaHA Ha PO3B'SI3aHHS
CKJaaHol 3ajmavi iHpopMariiiHoi Oe3mexu Ta/abo kiOepOesmexku 1 mependadae
MIPOBEICHHS TOCIKeHb Ta/a00 31CHEHHS IHHOBAIIIH.

Kpamiikamiitna wmarictepcbka po0OOoTa TNeEpeBIPSAEThCS Ha  ILIariar.
Kganidikamiiina pobota He MOBMHHA MICTUTH aKaJeMI4HUH 1uiariat, ¢padpukarii
Ta/abo danbcudikariii.

Kpamiikamiiina wmaricrepcbka po0oTa ONPUIIIOJHIOETHCS Ha  CalTi
VYHiBepcutety (y peno3utopii). OnpuiitoJHeHHs KBamihiKaliiHIX MariCTepChKUX
poOiT 3 O0OMEXEHUM JIOCTYIIOM 3IMCHIOETHCS BIJMOBIAHO JO BUMOT
3aKOHO/ABCTBA.

BukonanHs ocBITHbO-TIpodeciiiHOi  TmporpaMu B TOBHOMY  00cs31
3aBEPIYETHCS BUAAYCIO BUITYCKHUKY TOKYMEHTa BCTAHOBJICHOTO 3pa3Ka.



IV. MaTpuus BianoBigHOCTI NPOrpaMHUX KOMIIETEHTHOCTEH
KOMIIOHEHTaM OCBIiTHbOI POrpamMu

Ilo3nauku
MIPOrpaMHHX
KOMIIETEHTHOCTEM
Ta OCBITHIX
KOMIIOHEHTIB

0101
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V. Marpuus 3a0e3ne4eHHs1 pe3yJIbTaTiB HABYAHHSA
BiAMOBIITHUMH KOMIIOHEHTAMH OCBITHBLOI IPOrPamMu

ITo3nauku
pe3ynbTaTiB

mpanwita | 3 | 8§ 81818181885 g|&|53
o | 513|855 |3|8|3|5 5|53
KOMITIOHCHT1B

ITPH 1 + +
ITPH 2 + +
I1PH 3 + + + + +
ITPH 4 + + + + +
IIPH 5 + + + + + + +
ITPH 6 + + + + + + +
I1PH 7 + + + + + +
I1PH 8 + + + + + + +
ITPH 9 + + + + + + +
ITPH 10 + + + + + +
ITPH 11 + + + + + +
IIPH 12 + + + + +
ITPH 13 + + + + + + +
ITPH 14 + + + + + + +
ITPH 15 + + + + + +
I1PH 16 + + + + +
ITPH 17 + + + + + + +
ITPH 18 + + + +
ITPH 19 + + + + + + + +
ITPH 20 + + + + + + + + +
IIPH 21 + + + + + + +
ITPH 22 + + + + +
ITPH 23 + + + + + + + + +
IMPH(Y) 24 + + + + + + +




JOJIATOK 1 - BABIPKOBA YACTHUHA OCBITHHOI ITIPOTPAMHA

1. Bubipkosuii 610k 1

Jlns miACUICHHA TPaKTHYHOI CIPSMOBAaHOCTI ()aXxOBUX KOMIIETEHTHOCTEH CTyAeHTam
MIPOTIOHYETHCST OJIOK creriamizoBanux aucuuiuiid. Llei Omok BKIIIOYa€e MPAKTUYHI MPEAMETH 3
NEeBHUX HampsMiB 3a0e3nedeHHs iHdopmariiiHoi Oe3meku Ta/abo KkibepOesmeku. Yci Horo
KOMITOHGHTH BIHCaHI y (axoBl KOMIETEHTHOCTI Ta ONHUCYIOTHCS OCHOBHUMHU pe3yJbTaTaMU
HaBYAHHS.

Martpuus 3a6e3neyeHHs MPOrpPaMHUX
pe3yJbTaTiB HABYAHHS

BiANOBiAHMMH KOMIIOHEHTAMM OCBITHBOI
nporpamMu BUGIpKOBOro 010Ky

MaTtpuus BiInoBiTHOCTi MpOorpaMHux
KOMIIETeHTHOCTeil

KOMIIOHEHTAM OCBITHBOI POrpamMu
BHOIPKOBOT0 0JIOKY

ITo3Hauku Ilo3Hauku
IporpaMHUX S| 813813 &8 IporpaMHUX 3 g Sy S 3
pe3yabTaTiB —_ = =] = = pe3yabTaTiB — — | = | = | =
HaBuaHHA Ta ‘:':Q( § ‘:':Q( ‘:':Q( g HaBuaHHA Ta g ‘:':Q( ‘:':Q( g §
OCBITHIX OCBITHIX
KOMITOHEHTIB KOMITOHEHTIB
3K 1 + |+ | + PH 3 + +
3K 3 + PH 4 + +
OK 1 + PH 5 +
®K 2 + PH 6 +
OK 3 + PH 11 +
DK 4 + PH 13 + +
DK 5 + PH 14 +
OK 6 + PH 19 +
OK 8 + | + PH 23 +
O®OK 9 + PH(Y) 24 + + +
DOK(VY) 11 +
DK(Y) 12 + | +
2. Buobipkosuii 010k 2 - Budip 3 karaJjory Kypcis

Bubip nucnmroiin i3 mepemniky (karajory KypciB) 3 ypaxyBaHHAM BIIACHHX IOTped Ta
1HTEpeciB MO0 MaOyTHHOI (aXxoBOI1 MiSUTBHOCTI O3BOJISIE CTYACHTY MOTJIUOUTH CBOi 3HAHHS Ta
3M00yTH JOAATKOBI 3arajibHi 1 3arajdbHO-Mpo¢eciiiHi KOMIIETEHTHOCTI B MEXax CIOPIIHEHUX
CHeuiaJbHOCTeH 1 Tamy3i 3HaHb Ta/ab0 03HAMOMHUTHUCH 13 Cy4yaCHUM pPIBHEM HAYKOBHUX JOCHIJIKEHb
IHIIMX TalTy3ei 3HaHb Ta PO3IIUPHUTH 200 MOTJIUOUTH 3HAHHS 32 3araJJbHUMHA KOMITETCHTHOCTSIMHU.



