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Po3poOHuk:

CoxonoB Bonomumup IOpiiioBuY, KaHAMIAT TEXHIYHUX HAyK, JOIEHT, IOIEHT Kadeapu
iHdopmariiinoi Ta kibepHeTH4HOi Oe3meku iMeHi mpodecopa Bomommmupa bypsiuka ®akynsrery
iHpopManiiHuX TexHoJorii Ta Marematuku KuiBcbkoro yHiBepcutety iMmeHi bopuca I'pindyenka.

Buxkiaagau:

CokonoB Bonomaumup IOpiiioBuY, KaHaWAAT TEXHIYHMX HAyK, JOIEHT, IOIEHT Kadeapu
iHpopmaniiinoi Ta kibepHetmuHoi Oesmeku iMmeHi mpodecopa Bomoaumupa Bypsiuka Pakynbrery
iH(opMaIifHUX TEXHOJIOT1H Ta MaTeMaTuku KuiBchkoro yHiBepcuteTy imeHi bopuca I'pinueHka.

PoGouy mporpamy po3rissHyTO 1 3aTBep/DKEHO Ha 3acimaHHi kadenpu iHdopmamiitHOi Ta
kibepHeTHuHO1 Oe3meku iMeHi mpodecopa Bomoagumupa bypsuka
[Ipotokomn Bix 01.09.2022. Ne 12

3aBiqyBau Kadenpu 7 asno CKJIAJITAHHUI

(Tiix y‘/‘lI/IC)

Po6ouy nporpamy moropkeHo 3 TapaHTOM OCBITHBOI IIporpamu (KepiBHUKOM OCBITHBOI IPOTpaMu
125.00.0Ze3meka iHpopManiiHuX i KOMYHIKAI[ITHUX CHCTEM)
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1. Onuc HaBYAJIBLHOI AUCHUILTIHA

XapakTepucTUKa JUCIUILTIHY 32
HaiimeHnyBaHHS OKa3HHUKIB dbopmMamMu HaBUYAHHS
JICHHA | 3a049Ha

Bun nucnurunian 000B’ sI3K0Ba
MoBa BUK/IaJ{aHHs, HABYAHHS Ta OLIHIOBAHHS YKpaiHChKa
3aranbHuil 00CAT KpeauTiB / TOANH 5/150
Kypce 1
CemecTtp 2
KiJIbKiCTh 3MICTOBHX MOJYJIIB 3 PO3HOJIIIOM: 3
OOcsr KpeauTiB 5
OOcsT roAMH, B TOMY YHCITI: 150

AyauTopHi 48

MoayiapHUNA KOHTPOJIb 8

CemecTpoBU KOHTPOJIb 30

CamocriiftHa po6oTa 64
dopma ceMecTpOBOT0 KOHTPOITIO eK3aMeH

2. MeTa Ta 3aBJaHHA HABYAJLHOI JMCIUILIIHYA

PobOoua HaBuasbHa mporpama 3 Kypcy <«lIpukiazHi aclieKTH TECTyBaHb HA MPOHUKHEHHS Ta
€TUYHOTO XaKIHT'y» € HOpMaTUBHUM JokyMeHToM KuiBcekoro yHiBepcuteTy imeni bopuca I'pinuenka,
SIKUH po3pobieHo kadeaporo iHpopmarliitHoi Ta kibepHeTHyHO1 Oe31exku iMeHi mpodecopa Bomonumupa
Bypsiuka Ha OCHOBI OCBITHBO-TIpO(eciiiHOi mporpamMu  MIATOTOBKH  3/100yBadiB  JPYroro
(MaricTepchbKOro) piBHS BiAMOBIIHO 0 HABYAIBHOTO IUTaHy crierianbHocti 125Kibepoesneka Ta 3aXucT
iHpopmauii, ociTHROI porpamu 125.00.01be3neka iHGopMariitHux 1 KOMyHIKalliHHUX CHCTEM.

PoGouy HaBwanpHy mporpamy yKIaJE€HO 3TiTHO 3 BHMOraMH €BpONEWCHKOI KPEeIUTHOI
TpaHcdepHo-HakonnuyBaibHOI cuctemu (€KTC) opranizamii HaBYaHHSI.

[Iporpama Bu3Hauae oOCATHM 3HaHb, SKUMHM TIOBUHEH OMNaHyBaTH 37100yBady JIpyroro
(MaricTepchbKOro) piBHS BiAMOBIAHO 0 BUMOT OCBITHBO-KBaJIi(DiKaIIHHOT XapaKTEPUCTHKH, aJITOPUTMY
BUBYCHHS HaBYAJIBHOTO MaTepiany TUCHMILTIHN «[IpUKIaHI aclieKTH TECTYBaHb HAa MPOHUKHECHHS Ta
€THYHOTO XaKIHTy» Ta HEOoOXiJHE MeTOAWYHEe 3a0e3MmeueHHs, CKIAIOBI 1 TEXHOJIOTIIO OI[IHIOBAHHS
HABYAIILHUX JIOCSTHEHb CTYJICHTIB.

Hapuanbna nucnumuiina <«[IpukiagHi acmekTH TeCcTyBaHb Ha IMPOHUKHEHHS Ta E€TUYHOTO
XaKIHTY» CKJIQJa€Tbcsd 3 TPbOX 3MICTOBUX MOAYNIB. «MeETOAu TECTyBaHHsS Ha NPOHUKHEHHS»,
«[IpuknaaHi aCeKTH €TUYHOTO XaKiHTy»; ETuuHuMii XakiHT B HayKoBiit po6oTi. OOCAT TUCIUTUTIHA —
150rox. (5kpenurtis).

MeTo¥0 BUKIIaaHHS HABYAJILHOT TUCIUILIIHY <« [pUKIIaIHI aCTIEKTH TECTYBaHb Ha POHUKHEHHS
Ta €TUYHOTO XakKiHry» € (OpMyBaHHS y CTYICHTIB yMIHHS BHPINIYBaTH 3ajadi TECTyBaHHS Ha
MIPOHUKHEHHS 1H()OpPMAIIHHUX MEPEX 1 CUCTEM, 3aCTOCOBYBATH HOPMATUBHO-TIPABOBI, OpraHi3aIliiiHi Ta
TEXHIYHI TIPOIIETYPU €TUYHOTO XaKIHTY.

3aBaaHHsA mnonsrae 'y ¢GopMyBaHHI TEOPETHYHUX 3HAHb Ta MNPAKTUYHUX YMiHB y cdepi
TECTYBAaHHS Ha NPOHUKHEHHsS Ta €TUYHOrO XakiHTy, iH(opmariiiHoi Ta KiOGepHEeTHYHOi Oe3MmeKu Ta
HaOYTTS HACTYMHUX KOMIIETEHTHOCTEH:
daxoBa KOMIIETEHTHICTh

K®-5— 3garHicTh 10 3a0e3medeHHs 3axucTy iHdopmarliii, mo oopooseTbes B iHGopMaIiiHo-

KOMYHIKAI[IHHUX CHUCTEeMax, 3IIHCHEHHS aJMIHICTpPYBaHHS TaKWX CHCTEM Ta TMPOBEIACHHS iX

eKCILTyaTallii.

3. Pe3yabTaTi HAaBYAHHS 32 TUCHHUILTIHOKO
VY pe3ynbTari BUBYEHHS HaBUAJIbHOT AUCIUIUTIHU CTYJCHT TOBUHEH
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3HATH.

* 3arajibH1 TEPMIHU €TUYHOTO XaKePCTBA: YPa3IUBOCTI, EKCILTyaTallisl, KOpUCHE HaBaHTaXEHHS,
HYJIbOBUU JICHb;
* METOOJIOTisl TECTYBaHHS TPOHUKHEHHS,
* IK BAKOPUCTOBYBATH CIIBHI YPa3JIUBOCTI;
* SIK 31MCHIOBATH OHJIAWHOBI Ta aBTOHOMHI aTaKH MapoJIiB,
* SIK 3/IIMCHIOBATH aTaKu WIIOJWHA B CEPEIUHI»;
* SIK TIPALIOE CKaHEep ypa3IuBOCTEH.
YMITH:
* BUKOPUCTAHHS IHCTPYMEHTIB JIJIsl ETUYHOTO 3JIOMY;
* MATOTYBATH 3BiT 13 BUCHOBKAMHU Ta PEKOMEHIAIISIMH.

Ta IOCSTTH HACTYIHUX NPOrPAMHUX pe3y/ibTATiB HABYAHHA:

IIP3-4 — 3Hatu MeToau 1 crmocodu po3poOKH Ta TECTYBAHHS MPOrPAMHOrO 3a0e3redyeHHs 3
BUABJICHHS 1 YCYHCHHS aKTHBHOCTI, IO 3arpokye Oesmemi cuctemu (aHtuBipycH, firewalls,
cHidepH, cKaHepH MOPTIB).

IIP3-5 — BMITH TPOBOAUTH CEMAHTUYHUHN aHami3 (aiiB, BMITH BUSBISATH 3JI0SKICHE
nporpaMHe 3a0e3nedyeHHst W (aian 3a iX CTPYKTYpOIO Ta MOBEAIHKOIO; BMITH BiJHOBIIOBATH
MOLIKO/PKEHY iH(OpMaIliio; BMITH MOJIEITIOBATH ypa3iuBocTi [13 Ta BUKOPHCTOBYBATH IIA0JIOHH
MPOEKTYBaHHA JJ1s1 3aXucTy [13.

IIP3-9 — BojoOmiTH TPAaKTHYHUMH HaBHUYKaMU TIpoBeneHHs ayauTy Oesmeku IKC, ix
aJIMIHICTPYBaHHA Ta €KCIUTyaTalii; BMITH TNPOEKTYBAaTU MEPCIEKTHBHI KPHUITOCUCTEMH Ta
3aCTOCOBYBAaTH CydacHI TEXHOJOTii KpumrorpadiuyHoro 3axucTy iHGopmauii B cHucTremMax
inpopmariitnoi Ta/abo KibepOe3neKy.
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4. CTpyKTypa HaBYAJIbHOI JUCHHUILTIHU

TeMatuuHmii TIaH 1Jig JeHHOI popMK HaBYaHHS

Po3smonain roque Mi BUIaM# poOiT
AyauTopHa:
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3micToBuii MmoayJb 1. MeToan TeCTYBAHHS HA NPOHUKHEHHSI

Tema 1. BcTyn 1o TecTyBaHHS MPOHUKHEHHS 14 2 2 2 8
Tema 2. 36ip indopmarii 18 2 2 2 12
Tema 3. AHasi3 Bpa3auBOCTEH 18 2 2 2 12
MoaynbHUKA KOHTPOJIb 4

Pasom | 54 | 6 | | 6 | 6 | | 32

3micToBuii Moay/b 2. IIpUKIaAHI aCHEKTH €eTHYHOT0 XaKiHTY

Tema 4. Excrimyartartist Be0-10/1aTKiB 18 4 2 2 10
Tema 5. ComianbHa iHXEHEpisS Ta MiATPUMKA 16 2 2 2 10
JOCTYIY
MopaynbHU KOHTPOJIb 2

Pasom | 36 | 6 | | 4 | 4 | | 2

3micToBuii Moayab 3. ETHUHHIL XakiHT B HAYKOBili podoTi
Tema 6. FOpuanani 0cOOIUBOCTI MPOBEACHHS
. . 14 2 4 2 6

JOCTIKeHb 3 Oe3neku indopmaiii
TgMa 1. HOCTE'l.HOBKa eKCIepUMEHTY B cepi 14 2 ) 4 6
KIOEpHETHYHOT O€31EKH
MopaynbHU KOHTPOJIb 2

Pazom | 3C 4 6 6 12
[TinroToBka Ta MPOXOKEHHS KOHTPOJIBHUX 30
3aX0IB

Yeboro | 150 | 16 16 16 64

5. IIporpama HaBYAJBHOI IUCHUILIIHA

3micTroBuii Moayab 1. MeToau TecTyBaHHSI HA IPOHUKHEHHS
OCHOBHI MUTaHHS:

* OCHOBHI T€pMiHU TECTyBaHHS HAa TPOHUKHEHHS.

* XT0 Taki XakepH Ta eTUYHI XaKepu?

* [I{o poOsITH CIpaBXH1 XaKepu?

* Metopnonorii rectyBanHs Ha npoHukHeHH: OSTMM ta ISSAF.

* YpaBIiHHS MPOEKTaMU MPOHUKHEHHS.

* Orysa iIHCTPYMEHTIB 3JI0MY.

* 3akoHO/1aBuUa 0a3a B raidy3i XaKiHTy.

* Meroau BiIKpUTOI PO3BIIKH.

* Ornsan CTpYKTYpOBAaHUX aHATITUIHUX METOJIB.

* Tunu indopmarii.

* BusiBnenss mxepen iHdopmartii.

* [IpuHIMnM poOOTH MOUIYKOBUX OOTIB.

*» Oneparopu posuriperoro nomryky Google.
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* Busisnenns IP-anpec.

* TpacyBaHHS MapuIpyTiB.

* Bukopucranus Maltego.

* Bukopucranus theHarvester.

e [Tiqmina 30 DNS.

* [IpumycoBe Bukopuctanus DNS.

e Tunu Bpa3IuBOCTEM.

* [Tomyk ypa3iauBOCTEN BPYUHY.

* ABTOMaTH30BaHUI MOIIYK YPa3JIUBOCTEH.
* [HCTpyMEHTH aHai3y Bpa3JInBOCTEH.

* BuxkopuctoByBaTy 0a3u JaHWUX MApOJIiB IS mMia0opy.
» Googlems TecTiB Ha MPOHUKHEHHS.

e JlokasnpH1 Ta BiamaneHl eKCIUIOWTH.

* OcobnuBocTi peiimBopka Metasploit.

* ATaka JI0JIMHA 110 CEPEe/IMHI.

* OHnaiiH 1 opiaifH aTaku Ha TapoJIi.

* Pyunwmii miabip maposis.

* [IpoBeicHHS aTaku Ha XEIIIi.

3micToBuii Moayab 2. [IpUKJIAIHI ACIEKTH €eTHYHOI0 XaKiHIY
OCHOBHI MUTaHHS.

* PoGoTa 3 TpeTimu ocobamu.

* Bu3HadyeHHs CoIiabHOI 1HXKEHEPIi.

* Tunoa cTpyKTypa BeO-10aTKIB.

* 3araibpHi BeO-ypa3IMBOCTI.

* [Ipoextu OWASP.

* Ornsan pperimBopka 3 TectyBanHss OWASP.

* Google Hacking Database (GHDB).

* 3aco0u TecTyBaHHS Be0O-0OC3MEKH.

e [linTpuMKa METOIIB JJOCTYITY.

* Buxopucranus Meterpreter.

* ETuunuii 350M.

* Kali Linux.

» CxaHepu MOpTiB.

* CxaHepH Bpa3jIuBOCTEM.

3micToBuii MoayJb 3. ETHUHHMII XaKiHTI B HAyKOBiii po0oTi
OCHOBHI ITUTaHHS.
* SIki € ropuaraHI 0COOTUBOCTI JJIsI POBEACHHS JOCIIKEHB 3 Oe3neku iHopmartii?
* Sk popmyeTbes eKCriepuMeHTY B cepi KibepHeTHUHOT Oe3neKu?
* Ski iCHYIOTh OOMEXEHHS JUIsl eKCTIEPUMEHTAIBHUX PO3pOOOK B cdepi MOIITyKy Bpa3IuBOCTEH
iHpOopMaLiiHUX cUCTEM?
* HaBeniTh MpHKIau 3aXHUIIEHOTO BIPTYaJIbHOTO CEpEOBHUIIA JIJIsl POBEACHHS €KCIIEPUMEHTIB
3 6e3nexu iHdopmariii.
* Slke 3aBaHHs 3 KIOEpHETUYHOT O€3TEKH MTOCTABJICHO B Ballliii HAYKOBii poOOTI?
* SIK IpaBUIJIbHO MMOCTABUTH €KCIIEPUMEHT Y chepi KibepHeTHUHOT Oe3nexn?
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6. KoHTpo/1b HABYAJILHUX J0CSATHEHD

HaBuanbpHi MOCATHEHHS CTYACHTIB 3 JUCIUIUIIHK OI[IHIOIOTHCA 32 MOIYJbHO-PEUTHHTOBOIO
CHCTEMOI0, B OCHOBY SIKOi MOKJIaIEHO MPUHIIHII OOTEPaliifHO1 3BITHOCT1, 000B’ I3KOBOCTI MOYIHHOTO
KOHTPOJTIO, HAKOITMYYBAJIGHOI CHCTEMH OIIHIOBAaHHS piBHS 3HaHb, YMiHb Ta HAaBUYOK, PO3IIMPEHHS
KUTbKOCTI mizcymkoBux Oanis 10 100.

OrmiHka 3a KOXHHUH 3MICTOBHH MOAYJIh BKIIOYAE Oalyd 3a MOTOYHY POOOTY CTyACHTa Ha
MPAKTUYHUX Ta JTA0OpPATOPHUX 3aHATTAX, 32 BUKOHAHHS IHAWBIAYAIbHHX 3aBIaHb, 32 MOIYIbHY
KOHTPOJIbHY po0OTYy. BHUKOHAaHHS MOIYJbHHX KOHTPOJBHUX POOIT 3IIHCHIOETHCS B €IEKTPOHHOMY
BUDIISINI. MOIYIbHUNA KOHTPOJbh 3HaHb CTYJAEHTIB 3MIMCHIOETHCS IICTS 3aBEPIICHHS BUBYCHHS
HaBYaJILHOTO MaTepiaxy 3MiCTOBOTO MOJIYJIS.

VY mportieci OliHIOBaHHSI HABYAJIbHUX JOCSTHEHD CTYACHTIB 3aCTOCOBYIOTHCS TaKl METO/H:

- Memoou ycnozco konmpoato. THANBITyaJIbHE OMMMTYBaHHS, (GPOHTAIBHE ONMUTYBaHHS, CITIBOECia,
3aJiK.

- Kowmn'tomepnozo konmponio: IporpaMu-eMysiTOpH.

- Memoou camoxonmponio. yMiHHSI CAMOCTIHHO OIIHIOBATH CBOi 3HAHHS, CaMOaHaIi3.
Kinpkicte 6amB 3a poOOTYy 3 TEOPETUYHHM MAaTepiajioM, Ha MPAKTUYHUX 3aHATTAX, IIJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTD BiJ TOTPUMAaHHS TaKUX BUMOT '

- CHCTEMAaTHYHICTbH BiJBiyBaHHS 3aHSTh,

- CBO€YACHICTh BUKOHAHHS HAaBYAIBHUX 1 1HJAWBIyaJbHUX 3aB/IaHb,
- NOBHHUH 00CAT iX BUKOHAHHS;

- SKICTh BUKOHAHHS HAaBUAJIbHUX 1 IHAWBIyaJbHUX 3aB/IaHb,

- CaMOCTIWHICTH BUKOHAHH,

- TBOPYMH MiAXiJl y BAKOHAHHI 3aBJaHb,

- IHIIIaTUBHICTh Y HaBYAIbHIN JiSILHOCTI,

- BHKOHAHHS TECTOBHX 3aBJIaHb.
KoHTponb yCHIIIHOCTI CTYAEHTIB 3 ypaxyBaHHSAM IOTOYHOTO 1 MiJICYMKOBOTO OIIHIOBaHHS
3MIMCHIOETHCA BIAMOBIAHO JO HABYAJIBHO-METOJAMYHOI KapTH ITUCHUIUIIHHU, 1€ 3a3HAYCHO BUIU
KOHTPOJTIO 1 KUTBKICTh 0aliB 3a BugamMu. CucTeMy peMTHHTOBUX OaliB JUIsl pI3HUX BUJIB KOHTPOJIO Ta
MOPSAIOK iX MepeBecHHs Y HamioHanbHy (4-0anbHy) Ta eBponeiicbky (ECTS)mkany momaHo HUKYE y
TaOJINIIX.
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Po3paxyHOK peiiTHHrOBHX 0aJIiB 32 BUAAMH MOTOYHOT0 (MOAYJIbHOI0) KOHTPOJIIO
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BinBinyBaHHs ekt 1 3 3 3 3 2 2
BinBigyBaHHS MpaKTHYIHUX 1 3 3 > > 3 3
3aHSITh
BinsigyBanHs 1abopaTopHHX 1 3 3 5 5 3 3
3aHSITh
Po6oTa Ha MpakTUYHOMY 3aHSTTI 1C 3 3C 2 20 3 30
JIabopartopna pobora (B TOMY
YUCITI IOMYCK, BUKOHAHHS, 10 3 30 2 20 3 30
3aXHCT)
BI/IKOHZ}I:IH?I“?)aBI[aHB TUTst 5 5 10 5 10 5 10
caMocCTiiHO1 poOoTH
BukoHaHHsI MOJTyJIBHOI POOOTH 25 1 25 1 25 1 25
Bukonanns IH/I3 20

Pazom | — 104 - 82 - 103

MaxkcumanbHa KinbKicTh 0aniB: 28€

Po3paxynok koedimienra: 285/60=4,82

CamocriiftHa poOOTa € BUJIOM 11032 Ay TUTOPHOI 1HIUBIIyaIbHOI TisSTTEHOCTI CTYJIEHTA, Pe3yIbTaTh
SIKOi BUKOPHUCTOBYIOTBCSI y MPOLIECI BUBYEHHS MPOrpaMOBOr0 Marepiaay HaBYaJIbHOI JUCIUILIIHHA Ta
MICTUTh PE3YyIbTaTH OCITITHHUIIBKOTO TIONIYKY, BigoOpa)kae TIEeBHUN pIBEHb MHOr0 HaBYAIbHOI

KOMITETEHTHOCT!.
[Tepernik TeM Ta OIIHIOBaHHS CAMOCTIIHOI pOOOTH CTYJCHTA
Ne 3/m KinbkicTh
Hasga remu bamu
TOJTHH
3micToBuii MoayJb 1. MeToau TecTyBaHHSI HA MPOHUKHEHHS 32 10
1 |Araku Ha mapomi
*  XeIli mapoJis; N 32 10
*  MHCTEUTBO PYYHOTO BraJyBaHHS MapOJIiB;
*  aTaKu Ha Xell.
3micToBuii MoayJib 2. [IpUKIagHI aCIEKTH eTHYHOT0 XaKiHTY 20 10
2 | Ekcrutyaraiiis 3 BAKOPHCTaHHSIM aTaK Ha CTOPOH1 KIIi€HTA!
*  eKCIUTyaTallis KJI€HTIB, 20 10
*  OIJISII MOXKIIMBOCTEH eKCIuTyararlii Opaysepa.
3micToBuii Moayab 3. ETHUHUIi XakiHTr B HayKoBii po0oTi 12 10
3 [IpoBeneHHsT EeKCIEPUMEHTIB 3 TEMU MariCTepChbKOTO JTOCIIHKEHHS 12 10
Pazom 64 30
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Kpurtepii oriHtoBaHHSI CaMOCTIHHOT pOOOTH CTyACHTA

Ne . MakcumasnbHa KUIbKICTh
Kpurepii orintoBanHs podoTu

n/u 0asiB 3a KOKHUM KPUTEPIEM
Kputnunmii anainis cyti Ta 3MicTy nepuiopkepen. Bukman
daxTiB, i7e#, pe3ynbTaTiB JOCTIKEHb B JIOT14HIMA
1 | mocmimoBHOCTI. AHaJI3 Cy9acHOTO CTaHy JOCIIIKEHHS 2 Oamu
POOJIEMH, PO3TIIST TSHACHITIH TIOJATBIIIOTO PO3BUTKY JIAHOTO
[IATaHHA.

J10Ka30BiCTh BUCHOBKIB, OOIPYHTOBAHICTh BIIACHOI MO3UIIII,

2 | mpono3utii moa0 po3B’ AI3aHHS MPOOIEMH, BAZHAYEHHS 2 Ganm
NEPCIEKTHB TOCIIKECHHS
3 | JoTpuMaHHS BUMOT IIOJ0 TEXHIYHOTO 0(OPMIICHHS 1 6an
Pazom 5 GauiB

@®opMH NMPOBeIeHHSA MOAYJIbHOI0 KOHTPOJII0 Ta KPUTepii OlliHIOBaAHHSA
MopaynbHUN KOHTPOJIb 3IHCHIOETHCS BIIMOBIIHO 0 HABYAJIbHO-METOIMYHOT KapTH JTUCIHUILTIHA
Ta mepeBipsie piBeHb JOCSATHEHHS PE3yNbTaTiB HaBYaHHS CTYACHTIB. Popma MPOBEICHHS — TECT, IO
CKJIQIA€THCS 3 KOMIUICKCHHX 3alTUTaHb.
MonysapHa KOHTPOJIbHA POOOTa OIIHIOEThCS Y 25 GaniB.

®opMu NPOBEACHHS CEMECTPOBOI0 KOHTPOJIIO TA KPUTEPIl OLIHIOBAHHS

CemectpoBe (MmiaICyMKOBE) OI[IHIOBaHHS 3IIHCHIOETHCA y (GOpMi iCIHUTY, YMOBOIO JOMYCKY 0
SIKOTO € OTPHUMaHHIM CTyeHTOM 35 OaiiB (3 BpaXyBaHHSIM KOSQIIIEHTY) 3a pe3yIbTaTaMu IIOTOYHOTO
KOHTPOJIIO.

dopma npoBeZicHHS ek3aMeHy — koMOiHoBaHa. Ex3amen omiHroeThes y 40 6aitiB 3a po3MoOIiIoM:
20 GaniB — KOMIUIEKCHUM KOMIT FOTEpHUA TecT 3 aucuuruniav, 20 OajaiB — BHUKOHAHHS IPAKTHUKO-
OpIEHTOBAHOTO 3aB/IaHHS.

BukonaHHs TpakTUYHOTO 3aBIaHHS Iepeadadae TEPeBIPKY pPIBHS OBOJOJIHHS CTYACHTOM
TEOPETUYHUMH 3HAHHSIMH Ta TPAKTHYHUMHU BMIHHSIMHU.

O1iHIOBaHHS MPAaKTUYHOTO 3aBIaHHA BiOyBaeTbes B Mexax Bij O mo 20 6aniB, 3riTHO KpUTEPIiB
OLIIHIOBAaHHS, M 3/IMCHIOETBCS 3 ypaxyBaHHSIM: PIBHIB C(OPMOBAHOCTI aHATITHKO-CHHTETHYHHX,
TBOPYUX Ta METOJUYHHUX YMiHb.

banu 3a BukOHaHHS TecTy Ta Oalii 32 BUKOHAHHS IPAKTHYHOTO 3aBJIaHHS JI01al0ThCS.

OpieHTOBHMI Nepetik NUTAHb VIS CEMECTPOBOIr0 KOHTPOJIIO
OCHOBHI TepMIHU TECTYBaHHS Ha TPOHUKHEHHS.
XTO Taki XakepH Ta €TUYHI XaKepu?
[I{o poGasTh CripaBXH1 XaKepu?
Mertoponorii TecryBanHs Ha nnponukHeHHs: OSTMM ta ISSAF.
VYnpaBiiHHS IPOEKTAMU TPOHUKHEHHS.
Orsit IHCTPYMEHTIB 3710MY.
3akoHOMaBYa 0a3a B ramy3i XakKiHTy.
MeToau BIIKPUTOI PO3BIAKH.
. Ormsi cTpyKTypOBaHHMX aHATITUIHUX METO/IIB.
10. Tunu iHpopmanii.
11. BusiBneHHs Jokepen iHpopMaiiii.
12.Tlpunimnu po6oTH MOITYKOBUX OOTIB.
13. Oneparopu posmmpenoro nomryky Google.
14. BusiBnenns |P-agpec.
15. TpacyBaHHs MapIIpyTiB.
16. Buxopucranus Maltego.

©CoNorwNE
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17.Buxopucranus theHarvester.

18.ITigmina 30 DNS.

19. TIpumycose Bukopuctanas DNS.

20. Tunu Bpa3IMBOCTEH.

21.Tlomyk ypa3auBOCTEH BpyUHY.

22. ABTOMaTHU30BaHUN TIOUTYK ypa3IUBOCTEH.

23.IHCTpyMEHTH aHaji3y BPa3JIuBOCTEH.

24. BuxkopucToByBaTH 0a3u JaHUX MApOJIiB IS MiI00py.

25.Googlemns TecTiB Ha MPOHUKHEHHS.

26. JIokanpHi Ta BiJtaJIeH] €KCILIONTH.

27.0cob6muBocti (ppeiimBopka Metasploit.

28. Araka mouHA TI0 CEPEIUHI.

29.Ownnaita 1 oduraifH aTaky Ha TAPOJI.

30. Pyunwuii nigbip maposiis.

31.IIpoBeneHHS aTaKky HA XeIIi.

32.PoboTa 3 TpeTiMu ocobamu.

33. BusnadeHHs corianbHOI IHKEHepIi.

34.Tunosa cTpykTypa BeO-104aTKiB.

35. 3aranpH1 BeO-ypas3IuBOCTI.

36.IIpoextu OWASP.

37.0rmsan pperimBopka 3 TectyBanHst OWASP.

38.Google Hacking Database (GHDB).

39.3acobu TecTyBaHHS BeO-O€3IEKH.

40.TlinTpuMKa METO/IB JJOCTYIY.

41.Buxopuctanas Meterpreter.

42 . ETuaHU# 370M.

43.Kali Linux.

44.CxaHepu MOPTIB.

45, CxaHnepu Bpa3IuBOCTEH.

46. SIxi € ropuANYHI OCOOTUBOCTI /7Sl IPOBEJCHHSA JOCIHIHKEHB 3 Oe3meku iH(popmartii?

47. 5Ix hopmyeTbest eKCIEpUMEHTY B cdepi KibepHeTHIHOT Oe3neKn?

48. SIki icCHYIOTb OOMEXEHHS ISl eKCIIEPUMEHTATBHUX PO3pOOOK B cepi MOIIYKY BPA3IUBOCTEH
iHopmaIiiHuX cucteM?

49. HaBeniTh NpUKIIAAN 3aXHUIICHOTO BIpTYaIbHOTO CEPEIOBHIIA /IS IPOBEICHHS €KCIIEPUMEHTIB 3
Oesrexu iHpopMarrii.

50. SIke 3aBnaHHs 3 KiOepHETUYHOT O€3MeKH MOCTaBJICHO B Balllid HAyKOBiil poOoTi?

51. SIx mpaBUIBHO MOCTABUTH EKCIIEPUMEHT Yy cepl KiIOepHETUUHOT Oe3IMeKH?

[MpukinaaHi aCeKTH TECTYBaHb Ha MPOHUKHEHHS Ta ETUYHOTO XaKiHTY,
125Ki6epOe3neka Ta 3axucT iHpopmarii
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HIxana BigmoBigHoOCTi OLIHOK

Cyma 6aJtiB 3a Bci

PeiiTuHrona . .
. BH/IY HABYAJIBHOI 3HaYeHHs OWIHKHU
oliHKA . .
NisILHOCTI
BiamiHHO — BiaIMiHHMIA piBeHb 3HaHb (YMiHB) B MEXKax
A 90-100 000B’ I3KOBOTO MaTepiaiy 3, MOXKIUBUMH, HE3HAUHUMHU
HEIOJIIKaMU
B 82-89 Hyxe nodpe — A0CTaTHbO BUCOKHI piBEHb 3HAHb (YMIHb) B
MesKax 000B’ I3KOBOTO Matepiany 0e3 cyTTeBux (rpyoux) MOMIIIOK
C 75.81 Jlobpe — B 1isiomy n00pwuit piBeHb 3HaHb (YMiHb) 3 HE3HAYHOIO

KUIBKICTIO ITIOMMJIOK

3a0BIIbHO — MOCEPEHIN piBEHb 3HaHb (YMiHb) i3 3HAUHOIO
D 69-74 KUIBKICTIO HEOJIKIB, JOCTATHIHN UIA MOLAILIIOr0 HaBYaHHs a00
npodeciiHOT MisTLHOCTI

JlocTaTHRO — MiHIMAJIbHO MOKJIMBUN JOMTYCTUMHM PIBEHb 3HAHb

E 60-68 :
(ymiHB)

He3anoBiIbHO 3 MOXIJTMBICTIO TIOBTOPHOTO CKJIaIaHHS —
HE3aJJOBUIbHUN PiBEHb 3HAHB, 3 MOYKJIUBICTIO TTOBTOPHOTO
MepecKIIaaHHs 32 YMOBH HAJICKHOTO CAMOCTIHHOTO
JIOOTPAIFOBAHHS

FX 35-59

He3anoBinbHO 3 000B’ I3KOBUM IMOBTOPHUM BUBUYCHHSIM KypCy —
F 1-34 JOCUTh HU3bKHI PiBEHb 3HaHb (YMiHb), 1[0 BUMAra€e MOBTOPHOTO
BUBUYCHHS JIUCIUILTIHU

[MpukinaaHi aCeKTH TECTYBaHb Ha MPOHUKHEHHS Ta ETUYHOTO XaKiHTY,
125Ki6epOe3neka Ta 3axucT iHpopmarii
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/. HaBpyaJbHO-MeTOAUYHA KAPTKA AUCHUIIiHA

Pazom: 150ron., nexmii — 16rox., mpakTudHi 3aHATTS — 16T0/1., TabopaTtopHi podotn — 16T01., MOTYJIBHHI KOHTPOJIL — 8T01.,

camocriiiHa pobora — 64ros.
Monyni MicToBHii Moy 1. MeToau TecTyBaHHS Ha micToBuit Mmoayas 2. [lpuxnagni . . N . .
oRy 3uicro ony eronu Tecty 3uicto ony pricIan 3microBmii Moayas 3. ETu4HHMi XaKiHT B HAyKOBii
(na3Bm, MPOHUKHEHHS ACMEeKTH eTUYHOI0 XaKiHTy o6oTi (103 6a.1n)
0am) (104 6anis) (82 6asn) P
Beryn no . ComiansHa . .
Jlexuii yia .. Amnauri3z . | omai IOpuanani ocobmmBocti | [TocTaHOBKA €KCTIEPUMEHTY
TECTyBaHHS 36ip iHpopmartii . Excruryarariis Be6- IHXKeHepis Ta . . .
(Temu, Bpa3INBOCTEH . . TIPOBEICHHSI TOCTIKCHb 3 B c(epi KibepHETHIHOT
TIPOHUKHEHHS (1 6ann) Jozatkis (2 6am) | miATpUMKa IOCTYMy .
6ann) (1 6ann) 6e3neku inpopmanii (1 6an) 6e3neku (1 6an)
(1 6ann) (1 6an)
DopMyBaHHSI 0OMEKEHD .
. . ITigroroBKa 3aXuILEHOTO
[NpaxTnyHi, Googlems CrpykTypoBaHi . Ormsin - IUISL eKCTICPUMEHTAIBHUX .
. . g . Mertoauku OLIHKA . . IaCcTpyMeHTapiit nis . BIPTYaJIbHOT'O CepeIOBHIIA
CeMiHapChKi TECTiB Ha migxoau 10 360py . IHCTPYMCHTIB ) . PO3pobOK B chepi momyky
. BPA3JIUBOCTI COLANBHOT . JUISL IPOBEICHHS
3aHATTS MPOHUKHEHHS iH(popmaii X CTUYHOTO 3JI0MY | . . BPa3IUBOCTEH .
. . (11 6asis) imkenepii (11 6aiB) | . o EKCIIEPUMEHTIB 3 Oe3MeKkn
(Temu, Ganm) (11 6asis) (11 6asis) (11 6amm) indopmariiaux cucrem (22 ) .
indopmaii (11 6amis)
6ann)
Metonoiorii [HCTDYMEHTH
JlaGoparopHi TECTyBaHHs Ha TPYM 30ip TexHi4HOT Metasploit Bukopucranss [IpoBeneHHS eKCIIEPUMEHTIB
. aHaizy . . o DopMyBaHHS 3aBIaHHS Ha o .
3aHATTS MPOHUKHCHHSL: U iHpopmaii bpeiimBOpK CKCILTOUTIB eryrannii xaxinr (11 6anis) y cdepi KibepHeTHIHOT
(temu, 6anu) |OSTMM i ISSAF P ) (11 6anis) (11 6aniB) (11 6am) Oesnexu (22 6amm)
. (11 6asis)
(11 6asis)
amocTiliHa .y . .y . . .
C p(:)6COTa Cawmocriiina po6ora (10 Gais) Cawmocriiina po6ota (10 6aiis) Cawmocriiina po6ora (10 Gais)
Torounnid MoyisHa KOHTpoJIbHa pobora 2 (25
KOHTPOJIb MoaynsHa KOHTpoJbHa poboTa 1 (256aiiB) Y 6121ni13) p MonyinsHa KOHTpoJbHA poboTa 3 (256aiB)
(Bum, Ganu)
[TincymroBmit
KOHTPOJTb Ex3amen (40 6asiB)
(Bun, 6anm)

[TpukinaaHi aceKTH TECTYBaHb Ha IPOHUKHEHHS Ta €THYHOTO XaKiHTYy,
125Ki6epbe3neka Ta 3aXucT iHpopmarii
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8. PexomeHnaoBaHi qkepesia

Ocnosna (6azosa).

1. Rafay Baloch. Ethical Hacking and Penetratiostifig Guide, 2014.

2. Georgia Weidman. Penetration testing, A Handds@oduction to Hacking, San Francisco,
ISBN:978-1-59327-564-8.

Jlooamxosa

1. Article EXIN Ethical Hacking Foundation (www.gexcom).

2. Stuart McClure, Joel Scambray, George Kurtz kittecExposed 7: Network Security
Secrets & Solutions, ISBN: 978-0071780285.

9. lonaTkoBi pecypcu
1. OS Kali Linux.

[TpuknaaHi aceKTH TECTYBaHb Ha IPOHUKHEHHS Ta €THYHOTO XaKiHTy,
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