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Po3poOHuK:

Poii Anina BojmoaumupiBHA, KaHAMIAT TEXHIYHUX HaAyK, JOLEHT Kadenpu iHopMaiiiHOi Ta

KiOepHeTHUHOi Oe3meKu

iMmeni mpodecopa Bomomummpa bBbypsiuka ®@akynprery i1HPOpMaLiHHUX

TEeXHOJIOT1# Ta MmaTemMaTuku KuiBchbkoro yHiBepcuTETY iMeHi bopuca ['piHueHKa.
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iMmeHi mpodecopa Bomomumupa bBypsuka PakynbTeTy i1HGOpMAIiiHUX
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1. Onuc HaBYAJIBHOI JUCHHUILIIHHA

XapakTepuCcTUKa AUCIUILTIHY 3a
HaiimenyBaHHS TOKa3HUKIB (dbopMaMu HaBYaHHS
JICHHA | 3aouna
«MeTtoau Ta 3aco00u yrpaBiHHS 1HOPMAIIITHOIO 0€3MEK0I0»
Bun qucrumniau BHUOIPKOBa
MoBa BUKJIa/laHHs!, HABYAHHS Ta OLIHIOBAHHS YKpalHCbKa
3aranbHuil 00CAT KpeauTiB / TOIUH 517150
Kypc 3 4
Cemectp 6 7
KibKiCTh 3MICTOBHX MOJIYJIIB 3 PO3MOJIIJIOM:
OO0csT KpeauTiB 3 2
OOcsr TOMH, B TOMY YHCIIL: 90 60
AynuTopHi 42 28
MoaynbHUN KOHTPOJIb 6 4
CeMecTpoBU KOHTPOJIb
CawmocriifHa poboTa 42 28
dopmMa ceMeCTPOBOTO KOHTPOJIIO 3aITiK 3aITiK
Monyns 2
Kypc 4 -
Cemectp 7 -
KiipKicTh 3MICTOBUX MOJIYJIIB 3 PO3IO/IIOM: 2
OO0csr KpeanuTiB 2 -
OOcsT roarH, B TOMY YHCIII: 60 -
AynuTopHi 28 -
MoaynbHUN KOHTPOJIb 4 -
CeMecTpoBHIl KOHTPOJIb - -
CamocriitHa poboTa 28 -
dopma ceMecTpOBOr0 KOHTPOIIO 3aJIiK -

2. MeTta Ta 3aBJaHHA HABYAJIbHOI JUCHHUILIIHHA

PoGoua HaBuampHa mporpama 3 Kypcy «Meroaw Ta 3aco0u yIpaBiiHHS 1H(POPMAIIHHOIO
0e31eKo0» € HOpMaTUBHUM JToOKyMeHTOM KuiBcbkoro yHiBepcuteTy iMeHi bopuca I'piHueHka, skuit
po3pobiieHo kademporo iHpopmaliiiHoi Ta KiOepHeTH4HOi Oesmeku imMeHi mpodecopa Bomomumupa
Bypsiuka Ha OCHOBI  OCBITHBO-TIpOECiHiHOI MporpamMu  MIATOTOBKM  3400yBadiB  JIPyroro
(MaricTepchbKOro) piBHS BiAMOBIIHO 0 HABYAIBHOTO TUTaHy crierianbHocti 125Kibepoesneka Ta 3aXucT
iHdopwmartii, ocBiTHBOI Tporpamu 125.00.01be3neka iHpopMaiftHUX 1 KOMYHIKAI[IHHAX CUCTEM.

PoGouy HaBuanpbHy mporpamy YyKIaAeHO 3TiTHO 3 BUMOTaMH €BpONEHCHKOI KpeauTHOL
TpaHcdepHo-HakonnuyBaibHOI cuctemu (€KTC) opranizamii HaByaHHSI.

[Iporpama Bu3HAauae o0OCSTM 3HAHb, SKUMH I[IOBMHEH OMNAHyBaTh 3700yBad TMEPIIOTO
(bakaraBpChKOI0) PiBHS BiAMOBIIHO 10 BUMOT OCBITHBO-KBaTi(hiKAI[iIfHOT XapaKTEPUCTUKH, AJITOPUTMY
BHBYCHHS HABYAIBHOTO Marepiany JUCHUILIIHK «MeTtoau Ta 3acoOu ympaBiiHHS 1HGOpMAIiHOO
0e31eK0r0» Ta HeoOX1IHE METONNYHE 3a0e3IeYeHHs], CKJIAI0B1 1 TEXHOJIOTIIO OIIHIOBAHHS HaBYaJIbHUX
JOCSITHEHB CTYZICHTIB.

HaBuanpra pucnumiina «MeTonu Ta 3acoOM ympaBiiHHS iH(QOpMaIiiiHOI Oe3MmeKo»
CKJIAJa€ThCsl 3 JIBOX 3MICTOBHX MOAYIIB. «Po3po0ka Ta ympaBiiHHS mporpamamu iH(opMariiitHoi
Oesmexu», «YnpaBninus iHGopMariiaumMu pusukamu». Oocsr aucuumiing — 60rof. (2 kpeauTH).

MeTo10 BUKIaIaHHS HABYAJIBHOT AUCIUILTIHY «MeToau Ta 3acoOu yrpaBiiHHS 1HPOPMAIIHOIO
0e3mekoro» € (OpMyBaHHS y CTYJEHTIB YMiHHS IJIaHYBaTH, BCTAHOBJIIOBATH Ta KEPYBAaTH 3AaTHICTIO
BUSIBIIATH, JOCIIKYBAaTH, PearyBaTl Ta BiJHOBIIOBATUCS MICIs 1HIHMIEHTIB iH(MOpMaliiHOT Oe3mekH,
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IUIsL MiHIMI3alli1 MoAaIbIINX BIUIMBIB HA CTPYKTYPY J€pPKaBHUX Ta KOMEPIIHHUX CTPYKTYP.
3aBaaHHsA mnomnsrae 'y ¢GopMyBaHHI TEOPETHYHUX 3HAHb Ta MPAKTUYHUX YMiHb y cdepi
ynpaBiiHHsA 1HQoOpMaIiiHOi Ta KiOepHETHUYHOI OE3MEeKH 1 JOMOMDKHUMH TPOIECAaMH Ta HaOyTTS

HACTYIMHUX KOMIIETEHTHOCTEH

daxoBi KOMIIETEHTHOCTI

K®-3 — 31aTHICTh 0 BUKOPUCTAHHS NMPOTPaMHHUX Ta MPOTrpaMHO-alapaTHUX KOMIUIEKCIB
3aco0iB 3axucry iHdopmamii B iHGOpPMALIHHO-TCIEKOMYHIKAIIHHINX (AaBTOMATH30BaHUX)
cucTeMax.

K®-5— 3patHicTh 10 3a6e3medueHHs 3axucTy iHdopmarliii, mo o6pooseTbes B iHGoOpMaIiiHo-
KOMYHIKAI[ifHUX CHUCTEeMax, 3A1MCHEHHsS aJMIHICTPYBaHHS TAaKUX CHCTEM Ta MPOBEACHHS iX
eKCILTyaTalli.

3. Pe3yabTaTn HAaBYAHHS 32 AUCHUILTIHOIO
VY pe3ynpTari BUBYEHHS HaBUAJIbHOT AUCIUIUTIHU CTYJCHT TOBUHEH

3HaTH.

* HaliOHAJBHY Ta MDKHAPOJIHY HOPMATHBHO MPaBOBY 0a3y, HAYKOBO-METOJWYHI Ta TEXHIYHI
NPUHIUIM OpraHi3aiii, BIPOBAKEHHS Ta 3aCTOCYBaHHS CHCTEM YIPABIIHHS 3aXUCTOM
iHpopmarmii B ITC;

*  Oprasi3aiiio Ta HOpsI0K IpoBeIeHHs poOIT 3 MPOSKTYBAaHHSI, BIIPOBAPKEHHS Ta CYIIPOBOAY
KOMIUIEKCHUX CHCTEeM 3axucTy iHpopmanii B iHdopMariiiHux, KOMyHIKaliHHUX Ta
1H(popMaIIifHO — TeJIEKOMYHIKAI[IHHUX CUCTEMAX;

* BHUMOTM MDKHApPOJHMX CTAaHAAPTIB Ta BITYM3HIHMX HOPMATUBHUX JTOKYMEHTIB B cdepi
3axucTy iH(opMamii 10K0 YHpaBIiHHA 3axUcTOM iH(opMamii B i1HPOpMaLIHHUX,
KOMYHIKaI[IHHUX Ta 1HPOPMAIIITHO — TEIEKOMYHIKAIlIHHUX CHCTEMaXx.

*  BHMMOTHM MDKHApPOJHUX CTaHJAPTIB B Tay3l yIpaBliHHA iHPOpMaLiiHOIO 6e31EeK0I0;

* METOJM, METOJAMKHM, MPOrpamMHi 3aco0M OLIHKH pU3MKIB iH(popmamiitHoi 6e3neku B ITC
HiIPUEMCTB, YCTAaHOB, OpraHi3allii.

YMITH:

* 3IIHCHIOBAaTH 3aXOAM IOJO MPOCKTYBAaHHS, BIPOBAKEHHS Ta CYMPOBOAY, CHCTEM
yIpaBIiHHS 3aXUCTOM iHGOpMaIlii B iHhopMaIiiHuX, KOMyHIKaIIHHUX Ta 1H()OpMAaIIHHO
— TeNIEKOMYHIKAI[ITHIX CUCTEMaX;

* 3aCTOCOBYBAaTH BUMOTH MIKHApOJHUX CTaHJAPTIB Ta BITYM3HIHUX HOPMATUBHUX
JOKYMEHTIB B cpepi 3aXUCTy 1HPOpMAIIil IpH MPOBEJACHHI OI[IHKH CTaHY 3aXHIIEHOCTI
ITC Ta 3aco6iB 3axucty iH(popMarlii, ayauTy iHPopMaLiiHUX CUCTEM Ta iH(opMaIliitHOT
Oe3mneKHu.

*  CKJIaJaTH MOjei 3arpo3 6e3neku iHdopMarlii Ta MOesi MOTeHIIHHUX MOPYIIHUKIB,

Ta JOCATTH HACTYITHUX NPOrPAMHUX Pe3yJIbTATiB HABYAHHS:

I1P3-8 — BupimyBaTd 3a7adi TOMEPEHKEHHS Ta BHABICHHS, ineHTU(iKalii, aHamizy Ta
pearyBaHHsST Ha IHIUACHTH B iHMoOpMamiiHuX, 1H(OpPMAIIHHO-TEICKOMYHIKAIlIMHIX
(aBTOMaTH30BaHMX) CHCTEMaXx; MPOBOJUTH PO3CIIiyBaHHS IHIUACHTIB iH(popMaIliitHoi Ta/abo
KiOepOe3nexy 0a3yrounch Ha HAI[IOHATBHUX Ta MKHAPOJHUX PETYJIIOI0UYHMX aKTax, MPoLeaypax
Ta TOJOXEHHAX B cdepi iHdopmMmariiitHoi Ta/abo kibepOesmeku; 3abe3neuyBaTH JTOTPUMAHHS
MOJIITHKYA BEJCHHS JKYpPHATIB peecTparii MOl Ta IHIWACHTIB 3 BCTAaHOBJICHHM pPiBHEM
JeTanizarii.
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I1P3-9 — BojoOmiTH TPAaKTHYHUMH HaBHUYKaMU TIpoBeneHHs ayauTy Oesmeku IKC, ix
aJIMIHICTPYBaHHA Ta €KCIUTyaTalii; BMITH TNPOEKTYBAaTU MEPCIEKTHBHI KPHUITOCUCTEMH Ta
3aCTOCOBYBAaTH CydYacHI TEXHOJIOTii KpumrorpadiuyHoro 3zaxucTy iHdopmauii B cHucTeMax
inpopmariitHoi Ta/abo KibepOe3neKy.

4. CTpyKTypa HaBYAJIbHOI JUCHMILTIHU
Tematuunmii TIaH a1 JeHHOI popMK HaBYaAHHS

Posnonin roguH Mix BugamMu pooiT
AyauTopHa:
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) ) % = i '5 3 3§
Ha3Ba 3MicTOBHX MOAYIIIB, TEM 2| ‘g = 3 S § 5
~| 8| €| E| & 5| ¢
= o g 3 e s
O = < =~ @)
S| E
3micToBmii Mmoayab 1. Po3po6ka Ta ynpasJjinHs nporpamaMu iHgopmaniiiHoi 6e3nexku
Tema 1. YmpaBniHHA pecypcamu TporpamamMu 15 > 4 > 7
3axucTy iHdopmarrii
Tema 2. BkimtoueHnHst BUMOT Oe3rneku iHdopmartii
10  KOHTpakKTiB, yroa Ta  30BHImHIX | 15| 2 2 4 7
YIPaBIiHCHKUX MPOLECIB
Mony/bHUH KOHTPOJIb 2
Pasom |32 4 | 6 | 6 | | | 14
3micToBuii MOayJIb 2. YipaBJiHHs iHopManiiitHUMu pu3nKaMu
Tema 3. OmiHOBaHHS  [OOLUIBHOCTI Ta
e(eKTUBHOCTI 3ac00iB KoHTpomro | 13 2 2 2 7
iHpopMariiiHoi 6e3reKu
Tema 4. Opranizariis e(eKTUBHOTO 13 > > > 7
MOB1IOMJICHHSI ITPO iH(pOpMALIHHUN PU3UK
MonyJIbHUH KOHTPOJIb 2
Pazom | 28 4 4 4 14
Ycworo | 60 8 10 10 28

5. IIporpama HaBYAJBHOI IUCHUILIIHA

3micToBuii MoayJb 1. Po3po0ka Ta ynpapJiHHS nporpaMamMu iHopMauiiiHoi Oe3nekn
OCHOBHI NMUTaHHS.
*  VYmpaBniHHS pecypcaMu NporpaMamMu 3aXucTy iHdopmarii
* BxmouenHs BuMor Oesmeku iHGopMallii 10 KOHTPAKTiB, YroJ Ta 3OBHIIIHIX
YIPaBIiHCHKUX MPOLIECIB
* Po3poOka Ta BpoBaPKeHHS 3ac001B 3axXUCTy iHGOpMaIIii
* BupiBHIOBaHHS BUMOT IIPOrpaMu 3axXUcTy iH(opmMaIltii 3riHo BUMOT 1HIIHMX (PYHKITIH
O13HEC-CTPYKTYp

3MicToBHI MOAYJIb 2. YIPaBJiHHA iHGopMalliHHUMHU PU3HKAMHA
OCHOBHI ITUTAHHA

*  OuiHIOBaHHS AOLIUIHHOCTI Ta €(heKTUBHOCTI 3aC001B KOHTPOJIIO iHpopMariiiHoi 6e3nexu
*  Opranizanis epeKTUBHOTO MMOBIAOMIIEHHS PO iH(OpMaiiHUN pU3KK
* BwusHaueHHs, OIIHKA Ta pearyBaHHs Ha PU3HMK BIIMOBITHUM CIIOCOOOM
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6. KoHTpo/1b HABYAJILHUX J0CATHEHD

HaBuanbHi JOCATHEHHS CTYAEHTIB 3 JUCIMIUIIHU OIIHIOIOTHCS 32 MOAYIHHO-PEUTHHTOBOIO
CHUCTEMOIO, B OCHOBY SIKO1 MTOKJIAJICHO MPUHITUIT TTOOTIEPAIIHHOI 3BITHOCT1, 000B’ A3KOBOCTI MOIYJIHHOTO
KOHTPOJIO, HAKOMMYYBAIBHOI CUCTEMH OIIHIOBaHHS PiBHS 3HaHb, YMiHb Ta HABUYOK, PO3IIUPCHHS
KUTBKOCTI miacymkoBux 6amis 1o 100.

OmiHka 3a KOXXHHMM 3MICTOBHM MOAYNIh BKJIIOYAaE OalaM 3a MOTOYHY poOOOTY CTyIEHTa Ha
MPAKTUYHUX Ta JIA0OPATOPHHUX 3aHATTAX, 3a BHKOHAHHS I1HJAMBIIyaJIbHUX 3aBJaHb, 32 MOIYJIbHY
KOHTPOJIbHY po0O0Ty. BUKOHAHHS MOAYIBHUX KOHTPOJBHHUX POOIT 3/iMCHIOETHCS B €NEKTPOHHOMY
BUTJISi. MoOaynpbHUN KOHTPOJIb 3HAHb CTYJEHTIB 3MIMCHIOETHCS TIICIS 3aBEPIICHHS BUBUYCHHS
HaBYAJIHHOT'O MaTepialy 3MICTOBOTO MOJYJIS.

VY mportieci OliHIOBaHHS HABYAJILHUX JOCSITHEHD CTYACHTIB 3aCTOCOBYIOTHCS TaKl METO/H:

- Memoou ycnozo konmponio: IHIUBIIyaJbHEe ONMUTYBaHH:, (pPOHTAIBHE ONMUTYBAHHS, criBOeciaa,
3aiK.

- Kowmn'tomepnozo konmpoa0: NpOrpaMu-eMyJISTOPH.

- Memoou camokoHmpoto. yMIHHS CAMOCTIHHO OIIHIOBATH CBOT 3HAHHS, CAMOAHATI3.
Kinpkicte 6amB 3a poOOTYy 3 TEOPETUYHHM MaTepiajioM, Ha MPAKTUYHUX 3aHATTAX, IIJ Yac
BUKOHAHHS CAMOCTIHHOT pOOOTH 3aJICKUTh BiJ TOTPUMAaHHS TaKUX BUMOT '

- CHCTEMAaTHYHICTbH BiJBiyBaHHS 3aHSTh,

- CBOEYACHICTh BUKOHAHHS HABUAIBHUX 1 IHAWBIAyaTbHUX 3aB/IaHb,
- IIOBHHUH 00CAT TX BUKOHAHHS,

- SKICTh BUKOHAHHS HAaBYAJILHUX 1 IHIWBITyaTbHUX 3aB/IaHb;

- CaMOCTIMHICTb BUKOHAHHS,

- TBOpYHH MiJIXiJ y BAKOHAHHI 3aB/IaHb;

- 1HINIATUBHICTh y HABYAIBHIN isSTTHHOCTI;

- BHUKOHAHHS TECTOBHX 3aBJIaHb.

KoHTponb yCHIIIHOCTI CTYZAEHTIB 3 ypaxyBaHHSAM IOTOYHOTO 1 MiJICYMKOBOTO OIIHIOBaHHS
3MIMCHIOETHCA BIAMOBIAHO JO HABYAJIBHO-METOJAMYHOI KapTH ITUCHUIUIIHHU, 1€ 3a3HAYCHO BHUIU
KOHTPOJTIO 1 KUTBKICTh 0aiiB 3a BugamMu. CucteMy peMTHHTOBUX OaliB JUIsl pI3HUX BUJIB KOHTPOJIO Ta
MOPSAIOK iX MepeBecHHs Y HamioHanbHy (4-0anbpHy) Ta eBponeiicbky (ECTS)mkany momaHo HUKYE y
TaOJINIIX.
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Po3paxyHoOK peiiTHHIrOBHX 0aJiiB 32 BUIAMH MOTOYHOT0 (MOIYJIbHOT0) KOHTPOJIIO

Monyns 1 Mopnyis 2
¥
5 8
L g 3 3
s I = « -8 S < -3
T = = o) § = o= §
. . Qa = = ) = )
Bup nismpHOCTI cTyneHTa 5 © = 5 ﬁ = 5 Lg
s 8 A s E A = E
S m = = .9 = = .2
O = 3 g E o g =
28 > s B > s B
= \© = =g = =g
5 5
BinBimyBaHHs JIeKIIiit 1 2 2 2
BinBinyBaHHS CEeMIHAPCHKHX 3aHATH 1 3 3 2 2
BiaBigyBaHHS MpaKTUYHUX 3aHATH 1 3 3 2 2
BinBigyBanHs 1a00paTOPHUX 3aHATh 1
Po6oTta Ha cemMiHapChKOMY 3aHSTTI 10 3 30 2 20
Po0oTa Ha MpaKTHYHOMY 3aHSTTI 10 3 30 2 20
JlabopaTtopHa po6oTa (B TOMY YHCJIi JOMYCK, 10
BHUKOHAHHS, 3aXHCT)
BukonanHs 3aBgaHb 411 CaMOCTIHHOT POOOTH 5 1 5 1 5
Bukonanus MoyapHOT pOOOTH 25 2 25 1 25
Bukonanunsa IH/[3 30
Pazom - 98 - 76

Maxkcumanpna kinpkicts 0anis: 174

Pospaxynok koeoimienra: 174/100=1,74

CamocriitHa po60Ta € BUJIOM 11033 ayJUTOPHOI 1HAMBIYaIbHOI AiSTIHOCTI CTYJICHTa, pe3yabTaTh
SKOT BUKOPHCTOBYIOTHCSI y MIPOIIECi BUBUEHHS ITPOTPAMOBOTO MaTepialy HaBYaJIbHOI AWCIMILTIHU Ta
MICTHTb pe3yJAbTaTH JOCHIAHULBKOTO TMOIIYKY, BiZOOpakae MEBHUI piBeHb MHOro HaBYaJIbHOI

KOMIIETEHTHOCTI.
[Tepemik TeM Ta OIIHIOBAHHS CAaMOCTIMHOT pOOOTH CTy/ICHTA
Ne 3/m Kinbkictb
HazBa Temn bammn
TOJMH
3microBuii Moxynb 1. Po3pobka Ta ympaBiiHHS mporpamamu iHpopMariiitHoi 14 5
Oe3neku
1 BupiBHIOBaHHS BHUMOI' IpOrpaMy 3axUCTy iH(popMarii 3riiHO BUMOT
IHIUX QYHKIIHA 013HEC-CTPYKTYD:
* BUKOHAHHA 3aBJAaHb BIJIIOBIIHO JI0 TEMU, 14 5
*  ompalfoBaHHA (axOBUX BUIAHb.
3MicToBH MOy b 2. YTIpaBiiHHS iHPOPMALIHHUMH PU3HKAMH 14 5
2 BusnauenHs, oliHKa Ta pearyBaHHs Ha PU3HK BIAMOBIIHUM CIIOCOOOM:
*  BHUKOHAHHJ 3aBIAaHb BIAIIOBIIHO 10 TEMHU, 14 5
*  ompalfoBaHHA (axOBUX BUIAHb.
Pazom 28 10
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Kputepii oriHioBaHHS caMOCTiHOI pOOOTH CTyJeHTa

Ne .. MaxkcuMmanbHa KUTbKICTh
Kpurepii orintoBanHs podoTu : .
n/a 0asiB 3a KOKHUM KPUTEPIEM

Kputnunmii anainis cyti Ta 3MicTy nepuopkepen. Bukman
daxTiB, i7e#, pe3ynbTaTiB JOCTIKEHb B JIOT14HIMA

1 | mocmimoBHOCTI. AHaJI3 Cy9acHOTO CTaHy JOCIIIKEHHS 2 Oamu
POOJIEMH, PO3TIIST TSHACHITIH TIOIATBIIIOTO PO3BUTKY JIAHOTO
[IATaHHA.

J10Ka30BiCTh BUCHOBKIB, OOIPYHTOBAHICTh BIIACHOI MO3UIIIi,

2 | mpono3uii moa0 po3B’ As3aHHS MPOOIEMH, BAZHAYEHHS 2 Ganm
NEPCICKTHB TOCIIKEHHS
3 | JoTpuMaHHS BUMOT IIOJI0 TEXHIYHOTO 0(OPMIICHHS 1 6an
Pazom 5 GauiB

®opMuU NPOBeIEHHS MOYJIbHOT0 KOHTPOJIIO TA KPUTEPIii OLlIHIOBAHHS
MonynbHul KOHTPOJIb 3AIHCHIOETHCS BIAOBIIHO 10 HABYATLHO-METONYHOI KapTH JUCIUILTIHA
Ta TepeBipsie PiBEHb JOCATHEHHS PE3yJbTaTiB HaBUaHHS CTyJeHTiB. @opMa MpoBeIEeHHS — TECT, IO
CKJIQ/IA€ThCS 3 KOMIUICKCHHX 3alTUTaHb.
MopynpHa KOHTpPOJIbHA po0OO0Ta OIiHIOEThC Y 35 OatiB.

@®opMHU NPOBEIEHHS CEMECTPOBOI0 KOHTPOJIIO Ta KPUTEPil OIHIOBAHHS
CemecTpoBe (IiZICYMKOBE) OIIIHIOBaHHS 3IIHCHIOETHCS y (opMi 3aiiKy, YMOBOI OTPHMaHHS
SIKOTO € OTpuMaHHsAM cTyaenToM 60 6aitiB (3 BpaxyBaHHSIM KOeQIIiEHTY) 3a pe3yabTaTaMi TOTOYHOTO
KOHTPOJTIO.
OpieHTOBHMI NEpeJIiK MUTAHDb 1JISI CAMOKOHTPOJIIO

KonnenryanbHi 3acaau 3a6e3neueHHs iHpopmariiiHoi 6e3nekn YKpainu.
HopmaTtuBHO-ipaBOBi OCHOBH 3axHCTy iH(opMarltii B Ykpaini.
Konnenuis HanioHanpHOI 6e3meku Y Kpainu, KoHLenis inpopmariiiinoi 6e3nekn YKpainu.
JlokTpuHa iHpopmariiiiHoi Oe3nekn YKpaiHu.
JloxTpunu iHpopmaniiiHoi 6e3nexu kpain €C.
JoxTpunu iHpopmartiiinoi 6e3nexu CLIA.
Micue TeXHIYHOTO 3aXUCTy iHpopMalii y cucteMi iHpopmaniiHoi 6e3neKu.
CyTHiCTb Ta 3aBAaHHS TEXHIYHOTO 3aXHCTY iH(OpMaIrii.
Crniocobu HecaHKI1I0HOBAHOTO 3HATTS 1H(opMaIiii.
10 BusHaueHHS MOXJIMBUX JKepel BHUTOKY aKyCTHUYHOI Ta €JEeKTpOMAarHiTHoi iH@opmarii y

MPUMIIIEHHI.
11. BuzHaueHHsI MOXKJIMBHUX JKEPENT BUTOKY 1H(GOpMAIIiT 3 pajioKaHaIy.
12. Cxmanosi T3I.
13.MeToau nacuBHOTO Ta aKTHBHOTO 3aXUCTY 1H(pOpMAIIii.
14.Meronu Ta 3aco0u 3aXUCTY aKyCTHYHOI iH(pOopMaIii.
15.Metoau Ta 3aci0 3axXUCTy €IeKTpOMarHiTHO1 iHdopmarrii.
16. Metoau 3axucry Bigx BU-HaB' si3yBaHHS.
17.Metoauku i 3aco0u MOIIYKY pagio3aKIaTHUX TPUCTPOIB.
18.Meronu 3axucty iHpopmalii y aBTOMaTH30BaHUX CUCTEMaX.
19.TIporpamni 3acobu 3axucty iHpopmarrii.
20. Bubip mporpam po3MexyBaHHS IOCTYIy 110 iH(opMarii.
21.Bubip Ta 3acToCyBaHHS aHTUBIPYCHUX TPOTPaAM.
22.Bubip nporpam aBToMaTHuHOro mmdpyBaHHs iH(opMarii npu ii 30epexeHH] Ha TUCKaxX Ta

BIJIMTPAILFOBAaHHS MPAKTUYHUX HAaBUYOK 1X 3aCTOCYBAHHS.
23.Metoau 3axucTy iHpopMalii y TEIeKOMYHIKAIIHHUX Mepexax Ta BiIKPHUTHUX MEpexax 3B’ sI3KY.
24.3axuct MOBJIEHHEBOI 1H(OpMaIrii, o MepeaacThCs y BIAKPUTUX KaHAIaX 3B’ SI3KY.

©CoNooO~WNE
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25.3aranpHi NPUHIMIIY TOOYI0BH 3aXUIIEHUX iHPOpMaliiiHo-komyHikaniitHux cuctem (3IKC) Ta
KM.

26. [Ipuznauenss ta knacudikaris IKM ta KM.

27.Jloriuna Ta ¢giznuna ctpykrypu IKM ta KM.

28. TenexomyHikaniitna cuctema KM Ta XapakTepucTUKa ii €lIeMEeHTIB.

29.3aBnaHHs aaAMIHICTPYBaHHS Ta EKCIUTyaTallil 3aXUIEHUX 1H(POPMAIIHHO-KOMYHIKAI[IHHUX
CHCTEM.

30. Atecrarito 3axunieHUX 1HPOPMAIIMHNX Ta KOMYHIKAI[IHHUX CHUCTEM B YMOBax JOJCp KaHHS
PEeKUMY CEKPETHOCTI 13 3a(iKCyBaHHIM PE3y/IbTaTiB y BIAMOBITHUX TOKYMEHTAX.

31. OcHoHi npuHnunu opraxizaiii B3aemoii B 3IKC ta KM.

32.Jloriuna mozens B3aemoxii 3IKC ta KM.

33. OyHKIIOHATBHI PiBHI B3aEMOIIT Ta 1X i€papxis.

34.0cobmuBocTi eTamoHHOI Mojeni B3aemofii Bimkputux cucteM (BBC) mis nokanbHEX
KoM toTepHux Mepex (JIKM).

35. [Iporpamue 3a6e3neueHns s aaminictpyBanss 3IKC tra KM.

36. CtpykTypa, MpU3HAYCHHS, CKJIA]l 1 3arajbHa XapaKTEPUCTHKA OCHOBHUX €JIEMEHTIB.

37.Mepe:xeBi oneparliiiHi CUCTEeMH Ta iX XapaKTepPUCTHKA.

38. Ananizatopu npoTOKOTIB.

39. OcobmuBocti pysakionyBanHs OC pi3HHUX THIIIB.

40.OcHOBH MEpEKEBOI OC3IMEKH.

41. ApminictpyBanns y OC NetWaredipmu Novell.

42.3acobu ynpasmiaHs JokabHUME pecypcamu 3IKC ta KM.

43. SIxicHuii Ta KinbkicHu# aHami3 pusuky i Ib ta Kb 06’ exty iHpopmarTu3zarii.

44, CyTHICTh AKICHOTO Ta KUIBKICHOTO aHamizy pu3ukiB miusa Ib Ta kibepOe3neku MmiampruEMCTBA,
bipmu.

45, [Tpunuunu anamizy pusukis s Ib.

46. HanpssMk# aHaUTi3y MiANPUEMHHULIBKUX pyu3uKiB 1 1B.

47.30UTKH, K1 BAHUKAIOTH B MIPOIIEC] MIANPUEMHHIIBKOT A1STBHOCTI.

48.Metoau aHanizy crynens pusuky ais Ib.

49, Xapaktepuctruka 00s1acTi abCOTIOTHOI CTIMKOCTI, HOPMAJIBHOI CTIHKOCTI, 001acTi HECTIMKOTO
CTaHy, KpUTUYHOT'O CTaHy, KPH30BOT'O CTaHy MiANPHEMCTBA Ha OCHOBI aHami3y pu3uky ais Ib.

50.MeTonu KUTBKICHOI OINIHKM CTYINEHS PHU3HMKY. AHANTHYHUA METOJ;, METOJ BUKOPHCTAHHS
ananoriB. KommnekcHa ominka pusukis ais Ib.

51.Bu3HadyeHHsT KJIIOYOBOTO IapamMeTpy, BHUOIp UYMHHHUKIB BIUIMBY, MPOTrpamMyBaHHS BEIMYMHHU
KIIIOYOBOTO MapameTpy /i ouinku pusukis Ib ta Kb.

52.Bu3HadyeHHs1 IMOBIPHOCTI JOCIIIPKYBAHOTO MPOEKTY HA OCHOBI OIIIHOK IMOBIPHOCTI IPOEKTIB-
anasnoris st mooynosu C31 Ha OBI.

53.TIporno3 ovikyBaHUX XapaKTEPUCTUK JAOCIIHKYBaHOTO MpoeKTy 3axucty OBbI.

54. Ilpuniunu ynpasininHs puzukamu Ib.

55. Cucrema ynpasiinus puzukamu Ib.

56. OcHOBY PO ITAKTUKY PU3MKIB: TuBepcu(iKallis Ta JIMITYBaHHS.

57.Pusuku, moB's3aH1 3 BKIQJACHHAM KamiTany y 3acoou 3.

58. KomruiekcHe ynpaBiiHHS JOBMOCTPOKOBUMH iHBeCTHLIAMH Yy nomiTuky Ib OBI.

Meroau Ta 3aco0M ynpasiiHHs iHPOpMAaLiHHOI0 Oe31eKOIO,
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HIxana BigmoBigHoOCTi OLIHOK

Cyma 6aJtiB 3a Bci

PeiiTunrosa . .
. BH/IU HABYAJIBHOI 3HaYeHHs OWIHKHU
oniHKA . .
NisILHOCTI
BiamiHHO — BigMiHHMIA piBeHb 3HaHb (YMiHB) B ME)Kax
A 90-100 000B’ I3KOBOTO MaTepiaiy 3, MOXKIUBUMH, HE3HAUHUMHU
HEIOJIIKaMU
B 82-89 JHyxe nodpe — A0CTaTHhO BUCOKHI PiBEHb 3HAHb (YMIHb) B
MesKax 000B’ I3KOBOTO Marepiany 0e3 cyTTeBux (IpyOoux) MOMIIIOK
C 75.81 Jlobpe — B 1isiomy n00pwuit piBeHb 3HaHb (YMiHb) 3 HE3HAYHOIO

KUIBKICTIO ITIOMMJIOK

3a0BUTbHO — MOCEPE/IHIN PIBEHb 3HAHb (YMiHb) 13 3HAYHOIO
D 69-74 KUJIBKICTIO HEOJIKIB, JOCTATHIN 1 HO4AJIBIIOr0 HaBUYaHHs a0o
npodeciiHOT isTLHOCTI

JlocTaTHRO — MiHIMAJIBbHO MOKJIMBUN JOMTYCTUMHMA PIBEHb 3HAHb

E 60-68 :
(ymiHB)

He3anoBinbHO 3 MOKIIUBICTIO TOBTOPHOTO CKIIATAHHS —
HE3a/I0BUTbHUM PIBEHB 3HAHb, 3 MOXKJIMBICTIO ITOBTOPHOTO
MepecKIIalaHHs 32 YMOBH HAJICKHOTO CAMOCTIHHOTO
JOOTPAIFOBAHHS

FX 35-59

He3anoBinbHO 3 000B’ I3KOBUM IMOBTOPHUM BUBUYCHHSIM KypCy —
F 1-34 JIOCHTh HU3bKHI PiBEHb 3HAHb (YMiHb), 1[0 BUMAra€e MOBTOPHOTO
BUBUYCHHS JUCIUILTIHU

Meroau Ta 3aco0M ynpasiiHHs iHPOpMAaLiHHOI0 Oe31eKOIO,
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/. HaB4aJIbHO-METOAUYHA KAPTKA AUCHUILIiIHA

Pazom: 60rog., nekuii — 8rox., mpaktuyHi 3ausaTTs — 10roa., mabopaTopHi podotu — 10ro1., MOAYIBHMI KOHTPOJIH — 4TO].,
camocTiitHa po6ora — 28ro.
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Monymi 3micToBuii MoayJib 1. Po3po0ka Ta ynpasiiHHS nporpaMmamMu 3micToBuii MoayJIb 2. YipaBiaiHHs iH(opMmaniiitHuMu
(Ha3Bm, indopmauiiinoi 0e3nexn pU3HKAMU
Oann) (98 6aniB) (76 6auiB)
. Bxkatouenus suMor Oe3neku OmuinroBanHs no1iabHOCTI Ta | Opranizariis eeKTHBHOTO
Jlexmii VY1pasiiHHs pecypcaMu . . . . .
iH(popMarlii 10 KOHTPAKTIB, YroJ Ta e(eKTUBHOCTI 3ac00iB MOB1AOMJIEHHSI TIPO
(Temu, porpamMaMu 3aXHCTy L . . . o . .
; 30BHIINIHIX YIPABIIHCHKUX MPOIIECIB | KOHTPOJIO 1HPOPMAIIIITHOT iH(OpMaIIHHIIA PUBHK
Oann) iHpopmarrii (1 6an)
(1 6an) oesnexu (1 6an) (1 6an)
) . . . Metonu OIiHKH pU3HKIB
MikHapoIHI Ta BITYU3HSHI i NV .
) . . iH(opMariitHOi Oe3reKH. OpranizauiifHa CTpyKTypa
CeMiHapchKi CTaH/JapTH B ramysi . ) ) »
. . [To6ynoBa migcucreMu Orinka iHpOpMaIifHIX CHCTEMH 3a0€e3IeYeHHS
3aHSTTS VIPaBIiHHS, OIIIHKU Ta ayJTUTY

(Temu, OGau)

iH(popMariifHo1 Oe3nekn
(22 6aym)

iHpopmaniitHoi 6e3mexn (11 0anis)

PU3HUKIB 3 BUKOPUCTaHHS

METO/IIB CHCTEMHOT'O aHaJIi3y
(11 6aiB)

6e3nexu iHdopMmariii
(11 6auxiB)

[TpakTuysi
3aHATTSI
(Temu, OGau)

JloCITiIPKEHHS aTak 3 J0IIOMOT'0I0
HITYYHO 3aHECCHUX MPOrpam
kiacy SpyWare. (1bais)

MepexuBi CKaHEepH Ta eKpaHu
(22 6ann)

Orystg MeToiB Ta 3aco01B
3axuCTy iHpopMaIii
(11 6auniB)

Oran CKIIaIoBUX
1H(pOpMaIIiifHOT 6€3TeKn
(11 6amni)

CamocriiiHa
poboTta

Camocriiina po6ora (5 6aiB)

Camocriitna po6ora (5 6aiB)

IToTounmnit
KOHTPOJTb
(Bu, Oamm)

MoaynbpHa KOHTpoJbHa poboTa 1 (256asiB)

MoaysbpHa KOHTpoJibHa poboTa 2 (256ariB)

[TincymkoBwmii
KOHTPOJIb
(Bu, Oamm)

3aIIK

MeTtomu Ta 3aco00H yIpaBIiHHS iHQOPMAIIHHOIO OE3MEKOIO,
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