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1. 3AT’AJIBHI NOJIO’KEHHA

[Tporpama po3poOieHa kadenporo iHboOpMaIlifHOT Ta KIOEPHETUYHOI Oe3MeKu
KuiBcbkoro yHiBepcurety iMeHi bopuca I'piHyeHka Ha OCHOBI HaBYAJIBHUX MPOrpam
npopUIbHUX JUCHUIUIIH CTYIEHS BHILNOI OCBITM — OakajaBp: TEOPETUUHI OCHOBU
3aXMIIEHUX THQOPMAIIHHUX TEXHOJIOTIH, MPUKIaAHa KPHUIITOIOTS, METOAM Ta 3aCO0U
3aXHCTy 1H(POPMAIIITHO-KOMYHIKAIIIMHUX CHUCTEM, TIPOCKTYBAHHS KOMIUIEKCHUX CHCTEM
3axucTy iHdopmallii, ympapiaiHHA iHGopMalliiiHO Oe3nekoro  iH(opMaliitHo-
KOMYHIKAI[IHHUX CUCTEM.

Berynne ¢axoBe BuUnpoOyBaHHS MPOBOAMTHCS y (HOpMI KOMIT FOTEPHOTO
TECTYBaHHS, 1110 3/IIHCHIOETHCS MPOTAToM 80 XBUIIMH, SIKE TO3BOJIUTH BCTAHOBUTHU
piBEHb MiJIFOTOBKH a0ITypi€HTa Ta HOro MOTEHIIa 1 MOXKIIMBOCTI JUIsl HABYaHHS Ha
crenianbHocTi 125 «KiGepOesnekay.

2.3MICT ITPOI'PAMU
D®AXOBOI'O BCTYIIHOI'O BUITPOBYBAHHSA

2.1. TeopeTu4Hi OCHOBH 3aXMIIIEeHUX iH(POPMALIHHIX TEXHOJIOTiH

OcHoBHI mapagurMu (pOpMyBaAHHA 3aXMILEHUX iHGOPMALIMHUX TEXHOJIOTI.
OCHOBHI TIOHSATTS TapaHTOBAaHO 3aXHUIEHUX I1HPOpPMAIIHHUX TexHoJori. OcHOBU
dbopMyBaHHS TapaHTOBAaHO 3axHWIIeHUX 1H(OpMaIfHUX TexHojorid. (OCHOBU
PO3pOO0IIEHHS TAPAHTOBAHUX CUCTEM 3aXUCTY.

3aranbHi Mojesqi onmmcy mnpoueciB 3axucTy iH(opMamii B KOMIT'HOTEPHHX
cucremax. Cy0’eKTHO-00’€KTHA MOJEIbL OIMMCY KOMIT FOTEPHOI CHCTEMH. ABTOMAaTHA
Cy0’€KTHO-00’€KTHA MOJIEIIh OTMCY KOMIT FOTEpPHOT cucTeMu. BukoprcTanHs cy0’eKTHO-
00’€KTHOI MOJIEl JJIs onKcy 0a30BUX Orepallii B KoMl toTepHiil cuctemi. [liaxoau mo
dbopmyBaHHa Mojieni 3arpo3. [limxonu 10 popmyBaHHS Mojie opyimHuka. [ligxonu Ta
MOJICJTIi OMMCY IHHOCTI iHopMarii: ©a30Bl IMMOHATTS; aAWTHBHA MOJENb I[HHOCTI
iH(opMallii; TopsAKOBa IIKaa IIHHOCTEH; MOJIETh PENITKY miHHocTei; MLS pernritka.
Ilinxomu Ta Mozeni OIHKK 30MTKIB aBTOMATH30BaHOI CHUCTEMH Ta PU3HKY 1l
(YHKITIOHYBaHHSI.

OcHoBu Teopii 3axumenux cucrem. [lomituku ynpaBmiHag noctynoM. Mompeni
omucy TmomiTuKU Oesmeku. Momeni 3a0e3neuyeHHs KoH(pimeHitiHoCTi. Momneni
3abesmneueHHs 1uTicHocTi. Mopeni 3abe3neuenns qoctymHocTi. [Iprukiaay MonentoBaHHS
MUTaHb OC3MEKH B O0UMCITIOBATILHUX cUcTeMaX. OCHOBU CHHTE3Y MOJIeiIeh Oe3IeKu.

3abe3nevyeHHsI rapaHTiii BUKOHAHHSI BUMOT MOJTITHK 0e3MeKu. 3arajibHi HOHATTS
PO PO3POOJICHHS TPOrpaMHOro 3a0e3rnedeHHs 3axucTy iHdopMariii. TexHomoriyHa
Oe3rneka po3pOOJICHHST CUCTEM 3aXHCTy. 3a0e3MeUeHHs] TapaHTIdi BUKOHAHHS TOJIITHKA
0e3neKy Ha OCHOBI METO/Ty TeHepalliil 130JJb0BAaHNX MPOrPAMHUX CEPETOBHIIL.

Cranpapru3oBaHi Moje/il OMUCY Cy4acHUX IH(OpPMALIHUX TEXHOJIOrH Ta
MeTOIM OUIHKH iX edekTHBHOCTI. MoOz€enb, 10 MOKIaZAeHA B OCHOBY MDKHAPOIHOTO
crangaptry ISO 7498-2. Mogens, mo noknaaesa B ocHoBy H/ T3I 2.5. Mogens, mio
TMOKJIaJIeHa B OCHOBY MbkHapoaHoro ctanaapty ISO 15408.



Ipuxiaamm no0yaoBH Cy4acHMX 3axMIleHMX iHGOpMaWiiiHUX TEeXHOJIOIIM.
Po3BUTOK 3axuieHMX OOYMCIIOBaIbHUX cUcTeM. Ormsia  AeSKuX — 3aXUILEHUX
oOumncroBaIbHUX cucTeM. CydacHi 3aXHMIIEH] CEpeOBHILA Ta iX MOJEII: TUTIOBI YMOBU
(PYHKIIIOHYBaHHSI ~pO3MOJUICHUX OOYHMCIIOBAJIBHUX CEPEJOBUIL 3 TOUKU 30pY
3a0€3MeYeHHS iX [[UTICHOCTI; TUTIOBI 3aXUITICHI PO3IIO/ILIEH1 0OUHCITIOBAJIBHI CEPEIOBHILIA.

2.2. IlpuxiiaqHa KpUITOJIOTist

OcnoBu kpunrodorii. [Ipenver kpunronorii. Pojab KpUNTONOTYHUX METOJIB B
MoOyJIOBI CUCTEM 3axUCTy I1HQopmallli. AKTyaJlbHICTh MOOYJOBH HATIMHUX CHCTEM
3B’s13Ky. [IpoOmemu mnpaktuunoi kpuntonorii. OCHOBHI TepMIHM Ta BU3HAYEHHS
KPUITOJIOTIT. 3arajbHa CHMETpHYHA cucTeMa cekpeTHoro 3B 3Ky K. [1lenHoHa. 3arambHi
THITM KpHUrnToaTak. [IpakTudHa Ta TeopeTndHa CTIHKIiCTh. KomyBaHHS BIIKPHUTOTO TEKCTY.
[lakyBaHHs1 AOBUTBHUX JAHUX Ui Tiepenadl JiHisMHU 3B’s3Ky. [IpHukimagu KiacMYHuX
nmdpiB. [lonsrrs monsi. Tlome GF(2). Muorounenun Hajg noneM. Kinblie nuiikis
noyHoMiB Ta posumpenHs nonst GF(2. Bekrtopu 1 minidHi dopmu. basuc miHiiHOrO
npoctopy. JIiHilHI TIEpeTBOpPEHHS Ta MaTpuIll Haj moyieM. [liICTaHOBKH, IMKIU 1
TpaHcro3utlii. [lincTanoBouni matpuil. JleKpeMeHT mMmiaCcTaHOBKH. AHYIIOOYHN Ta
MIHIMAJIBHAN MHOTOWIEH Marpuill. MiHIMaIbHUH MHOTOWIEH MATpHIll BITHOCHO
BCKTOpA.

MonyabHa apudgmeruka Ta ejeMeHTapHi mmgpu. JIMiku 3a MOIyJeM.
BinHommenns nopiBasHHS. Posmmpenuii amroputm EBKitia 11 4rMces Ta MHOTOUJICHIB.
Monyneraa apudmeruka. [ndpu 3aminu, raMmyBaHHS Ta nepecTaHOBKU. Panmomizartisi.
[udpu nponopuiiiHoi Ta nmomandapiTHOI 3aMiHK. MeTonuka aAermudpyBaHHs Py
npoctoi 3aminu. [ndp Kapmano Ta mmdp moaBiiHOIT mepecTaHOBKH.

IopiBHsinnus 3 oqnuM HeBinomuM. Teopemu Eiinepa 1 depma. Tlopsaok uncia ta
NIepBICHUI KOPiHb 3a MoTyJieM. CrcTema JITHIMHUX ITOPIBHSAHB Ta KUTalChKa TeopeMa mpo
STHIIKY. 3arajibHAM METO/ PO3B’SI3yBaHHS JIHIMHUX MMOPIBHSIHB 3 OJHUM HEBITOMUM.
BrnactuBocTi cremeHeBUX MOPIBHSAHB. JIBOWJIEHH! TMOPIBHAHHS BUIIMX CTETEHIB 3a
npocTuM MoxyieM. IleppicHuii Kopinb 3a Momyaem pP°. JluckperHi sorapubmu
(iHgexcn).

AcCHUMeTPUYHI KPUNITOCUCTEMH TAa OCHOBHI THINH mM(PpiB. 331241 KPUITOJIOT T,
110 TIPUBEJIH JI0 TTOHATTS acuMEeTpUuHKX 1mMdpiB. [IoHATTS mpo ogHOCTOPOHHI (PyHKIIIi
Ta OJHOCTOpPOHHI (yHKIIi 3 ja3iBkamu. Kpunrocucrema RSA, xpurnrocucrema Enb-
[amans, mporokon y3romkeHHs KirouiB Jibdi-Xemnvana., Tlonsrrs rem-(yHKiii.
[udposuit miamic Ha ocHOBI KpuntocuctemMu RSA ta xpunrocucremu Emb-I"amans.
3aranbHe piBHSHHA A1 MoOynoBu mmdpoBoro migmucy tumy Ems-I'amamsa. Crmalki
napameTpu B kpunrocuctemi RSA. TIpobnema daxropuzaiiii Ta mpodiema AUCKPETHOTO
norapumyBaHas. [lousTrs kmodoBoro motoky. IlotokoBi mmdpu. brokosi mmdpu.
Pexxumu 3actocyBanns 6rokoBux mmmdpis. Amroput™ ['OCT 28147-89. Cnabki kimroui.
3acTocyBaHHsI PETICTPIB 3CYyBY IS MOOYAOBH BY3IiB KpuntocxeM. JlenmdpyBaHHs
umdpy nepiognyHoi 1BiHKOBOI raMu. [lepion NiHIMHOT ABIMKOBOI peKypeHTH. 3arajibHi
BIJIOMOCTI PO Kpunrorpadiydi napamerpu OyneBux GyHKIIIN Ta BiTOOpaKeHb.

Bubip mapamerpiB kpuntocucremun RSA. Ksagpatnuni smumku. CumBonu
Jlexxannpa Ta AAko01. TectyBanus uncen Ha poctoTy. Tect @epma. OCHOBHI BIaCTUBOCTI



nicepnonpoctux uucen. Yucna Kapmaiikna. Tect Conoes-IlTpaccena. Tect Pabina-
Minnepa. Meron ['opnona nmoOynoBH CHIIBHO MPOCTUX YUCEN. AJTOPUTM 3100YyTTA
KB3/IPATHOT'O KOPEHS B IPOCTOMY MO IMOBIpHICHE IIM(ppyBaHHS.

Meronu aBrenTu(ikaunii indopmamii. ['em-gpynkuii, mo mnoOyaoBaHi Ha
OJHOKPOKOBUX cTUCKYtounX GyHKLsIX. Anroputm HMAC. 3actocyBannst 'OCT 28147-
89 mna renepauii [IBU. Anroputv MD-5. lem-¢pynkmis SHA-1. Cranmapt DSS.
Cuctema S-keys. Momudikoanuii npotokon @diara-Illamipa Ta cxema ineHtudikarrii
[THOppA.

Yopapiainnsa kioyamu. JKutreBuil 1ukn kmodiB. [IOHATTS mpo KIHOYOBY
cucteMy. [IpoTOKOIM TpaHCTIOPTYBAaHHS Ta Y3rOIKEHHs KiItouiB. [lepeTBOpeHHs KITtOYiB.
Kpurniroanropurm RC4. ®opmyBanns kitouiB. AnroputM DES B pexumi ECB.

Hu¢posuii mignuc Ha edinTUYHUX KpuBMX. ENNTHYHI KpUBI HaJl CKIHYEHHUM
nosieM. HepiBaicts Xacce. TIpoexTrBHI KoOopAMHATH Ta omepailii B rpymi E, To4ok Ha
emnTuuHii kpuBiid. Cxema 1u@poBoro mianKucy Ha OCHOBI UKJIIYHOI MATPYIIH IPOCTOTO
nopsaky rpynu E,. Ckindenni mons Ta mapametpu LII Ha eminTWyHMX KpUBHX, IO
BUKOPUCTOBYIOTEHCS B JICTY 4145-2002. Cxema nudposoro miamacy ctanaapty ICTY
4145-2002.

CyuacHi cuctemMu Kpunrorpagpiunoro 3axucty ingopmauii. [Ipuxnanxi aciektu
Cy4acHHX MeToNIB KpunrorpadiuHoro 3axucty iHpopmarti. [Iporoxon Kerberos.
[leperBopennst maponiB y kmoul. Pexxum PCBC  amroputvy DES. Ciyxo0a
aBTeHTHdikamii X.509 v.3. Aprentudikaris (cxema L1I1) B maketi PGP. 3aranbha cxema
Ta OCHOBHI IIEpEeTBOPEHHs KpunToanroput™My AES.

2.3. MeTtoau Ta 3aco0u 3axucTy indgopmamniiiHO-KOMYHiKaliiiHUX cHCcTEM

OCHOBHI  TOJIOKEHHSI CHCTEMHM TeXHIYHOro 3axucry indopmanii B
KoMI'loTepHuX cucteMax. [locTaHoBKa mpPOOIEMH KOMIUIEKCHOTO 3a0e3NeueHHs
iHpopMarliitHoi Oe3nekn i1HGOpMAIIMHUX Ta KOMYHIKAI[IMHUX CHCTEM Ta MEpEK.
BpazmBocTi iHopMmartiitHo-koMyHIKariiHux cucteM Ta Mepex (IKCM) ta npudnHu iX
BUHUKHEHHS. OCHOBHI MpHHIMIM po3poOku komruiekciB 3aco0iB (K33) ITCM sk
posroaieHux cepenopuill. Hopmarueha 6a3a. KoHueniiis iepapXigyHOi JEKOMITO3HIIII.
[ToHSTTS PO MOMITHKY Ta MOCTYTY OE3MEeKH, MEXaHI3MH 3aXUCTY, 3aCO0M Ta KOMIUIEKCH
3aco0iB 3axucty. PiBHI rpamaii qoctymy ao indopmartii. Jlireparypa [1,2, 4, 5].

MexaHi3Mu Ta 3ac00M 3aXHCTy ONepaliiHMX cCUCTeM. 3arpo3u OTNepaIliifHUM
crcTeMaM. 3arajibHi MiAXOH 3aXUCTY Bi aTak 3 METOIO BIZIMOBH B OOCITyrOBYBaHHI Ta
B aTak 3 METOK OTPUMaHHA HECAHKIIIOHOBAHOTO JOCTYIy J0 iH(opMaIii.
3abe3rneueHHsT UTICHOCTI JaHuX. Po3MeXyBaHHS TpaB KOPUCTYyBadiB. MexaHi3Mu
inenTudikamii Ta aBropum3amii. [llndpyBanns nanux. BukopucranHs MexaHI3MIB Ta
3aco00iB pe3epByBaHHS JaHMX. @aiinoBi cucteMu. (OcoOJMBOCTI  PIZHOMAHITHUX
daiimoux cucrem. Jlirepatypa [1,2,10].

MexanizMu Ta 3aco0M 3aXHCTy omepaiiiiHux cucreMm cimeiictBa Microsoft
Windows. Oco0nuBOCTI MOzeNi 3aXUCTy OIepalliiHuX cucteM cimeiictBa Microsoft
Windows. IlItatHi MexaHi3MH Ta 3aco0W 3axucTy. MeEToJuKa BHKOPHCTAHHS 3ac00iB
3axucty. JIoKalbHI KOpUCTYBaul Ta Ipylyd KOPUCTYBAyiB. YTMPABIIHHS OOJIIKOBUMHU
3anucamu Ta rnpodusiMu KopructyBadis. ['pynoBa nonituka 6e3nexu. [1ladnonu 6e3nexu.
Tunu ¢aitnoBux cuctem. [IpusHadenHs npas noctymny Ao ¢aitni Ta nanok. [lepenava



npaB BOJIOAIHHA. Bukopuctanus mmgpyrodoi ¢ailioBoi cucTeMH. YIpaBIiHHSI
cepTudikataMi KopuUcTyBauiB. PezepByBaHHs (aiiiB Ta Marnok. AyauT ONepaliiHoi
cuctemu. Jlireparypa [1,2,10,17].

MexaHi3MH Ta 32C00M 3aXHCTY CHMCTeM KepyBaHHs 0azamu ganux. [IpynuvHuy,
BUJIM, OCHOBHI METOJM MOPYIIEHHA KOH(DIAECHIIIMHOCTI B CUCTEMaxX KepyBaHHsS Oazamu
nanux (CKB/). baratopisuesi persiiitni CKBJI. Metoau 3axucty CKBJI. OcobnamnBocTi
KepyBaHHs JocTynoM. [liaTpuMmKa JIOTIYHOI IUTICHOCTI, TpaH3akKUil (yHKIIOHYBaHHS,
cuaxponizaiiss B posnoauvieHnx CKBJl. 3abe3neueHHs Oe3neku OaraTOpiBHEBUX
pemsiuiinux CKB/I. OcobnmnBocTi 3acTtocyBaHHsl KpunrorpagiuHux metoaiB. CriibHe
3acTocyBaHHs 3ac001B 1neHTH]iKawii i aBTeHTUdiKaiii, BOynoBanux y CKB/ i B OC.
Knacrepna opranizariist cepaepis 6a3 nanux. OcoOIMBOCTI peaizaliii MEXaH13MiB 3aXUCTY
oicaux CKB/I. Jlirepatypa [1,5].

Konuenuisi cucremu 0e3neKky cMCTeMH KepyBaHHs 0a3aMu IaHHX CiMelicTBa
MS SQL Server. [IlpusHayeHHs, TpaauiiiHa cdepa BUKOPHCTaHHS Ta
saranpHOnommperi  3arposu CKBJ[ cimefictea MS SQL  Server. 3aransna
XapaKTePUCTUKA CUCTEMH 3aXUCTy. [1ops/IoK IHCTAISIII Ta mepIIoYeproBoi HACTPOUKH.
OcHOBHI KOMMOHEHTH mporpamHoro komriekcy MS SQL  Server. 3aranmbhHa
XapaKkTepucTUKa cHucTeMu aBTeHTH(ikamii kopuctyBauiB. [lludpyBanHsa naHuX.
VYrpapninHs KopucTyBauamu 6a3u naHux. [Ipu3HaueHHs Ta 3MiHA TpaB KOPUCTYBAYiB.
Meronnka peectparlii Ta BHAAICHHS KOPUCTyBadiB. BW3HA4YeHHsS TpaB JOCTYIy [0
00’exTiB 0a3u nanux. Cucrema npuBiieiB. [loustrs "pomi". Bukopuctanns "poneit" mis
KEepyBaHHS TpaBaMHU KOpPHUCTYBauiB. BukopuctanHs rpadiuHoro iHTepdeiicy Ta
oriepatopiB Transact-SQL. Jlireparypa [1,2,10,18].

Metonuka nigBuIeHHs e(PeKTUBHOCTI 3aXHCTY TA AyJAUT CUCTEMH KepyBaHHSA
0azamu naHux civeiicrBa MS SQL Server. TlonsaTrst nmpeacTaBiieHb, MPOIETyp IO
36epiratotecest 1 TpurepiB B CKB/] cimeiictBa MS SQL Server. MeTonnka BUKOpUCTaHHS
IPEICTaBIIEHb, TIPOIICTYP IO 30€pIiraroThCs 1 TPUTEPIB IS 3a0€3MeUeHHS OC3MEeKH TaHHX.
IToHATTS pe3epBHOIO KOMiOBAHHS Ta BIIHOBIICHHS 0a3u JaHWX. THIH PE3ePBHUX KOITIH.
Mertonrka pe3epBHOro KormitoBaHHSA. Mopmeri BiTHOBIGHHS 0a3 nmaHuX. MeToauka
BiTHOBIIEHHs 0a3u naHuX. [ToHATTS aynuty 6a3 maHux. BincimiakoByBaHHS aKTHBHOCTI
KOPHUCTYBayiB, BUKOPHCTAHHS JKypHATy TOMWIOK. Bukopuctanus rpadiqHoro
iHTepdeticy Ta onepatopis Transact-SQL. Jlireparypa [1,2,10,18].

MexaHizMu Ta 3ac00M 3aXHCTY Bi/l IIKiVIMBUX NMPOrpaMHHUX 3ac00iB. PyiiHytoui
nporpamMHi 3acoon. IIporpamMu 3 MOTEHITIMHO IIKITMBUM BIUIMBOM Ta iX BIIACTHBOCTI.
HopmatrBHa Ta 3akoHOIaBYA 06a3a B TaTy31 3aXUCTY Bi/Il IIKIIJIMBUX IMTPOTPAMHHX 3aCO01B.
OCHOBHI KJIacCH pyHHYIOUMX TporpaM. Bipycu Ta ,,TposHW, BH3HAUCHHS Ta
kiacudikartis. 3aco0u po3MoOBCIOHKEHHS. JleCTpYKTHUBHI BIAaCTUBOCTL. Moiens Bipycy Ta
MOJIETh ,,TposiHa”. [lepemyMoBH JIarHOCTUKK BIPYCIB Ta ,,TPOSTHIB” HA OCHOBI aHAIII3Y
MPOrpaMHOro KOy Ta HAa OCHOBI aHANI3y IMOMAIM B omepamiidHii cucremi. Meromu Ta
3aco0M KOHTPOJTIO Ta MPOTHJIIT Bipycam Ta ,,rpositHam”. Jlitepatypa [1,3,5].

3arajbHa XapakTepUCTHKA KOMII'IOTEPHHUX BipyciB. IcTopuyHa noBiiKa.
Busnauenns xomm’roreproro Bipycy. OcnoBHi BiactuBocTi. Kiacudikaiisi BipyciB.
JlecTpykTBHI MOXJIMBOCTL. OcoOMMBOCTI (PAMNIOBUX, MEPEKEHHX, 3arpy304HUX Ta
MakpoBipyciB. Ctenc Tta mnomiMopdHi Bipycu. I[lInsxu po3noBCIOIKEHHSI BIpYCIB.
BukopucTaHHsl €1eKTPOHHOI MOIITH Ta O(PICHUX JOKYMEHTIB IJIsi PO3MOBCIOIKEHHS



BipyciB. MakpoBipycu B goaatkax Microsoft Office. BukopuctanHs MakpociB TUIy
AutoOpen npu cTBOpeHHI MakpoBipyciB. [IporpamMHuii KOJ 3aroTOBKM MakpoBIpyCYy
Microsoft Office. Oco0auBOCTI BipyCIB, 110 MPUCTOCOBAHI ISl PO3MOBCIOKEHHS 3a
JIONIOMOT010 3MiHHUX HOCIiB iH(popmaitii (Flash-mam'ats Ta komnakT-nucku). Jlireparypa
[1,3,5,14].

Metoau Ta 3acobu 60poTh0M 3 KoMm’OTepHuMH Bipycamu. [IpodimaxTuka
3apakeHHs1 Bipycamu. BuKkopucTaHHs 3ac0o0iB orepariiiiHoi CUCTeMH ISl TIPOTHIIT
Bipycam. [IpoTuais po3nOBCIOMKEHHIO BIpyciB 3 3MIHHMX HOCIiB 1H(opMartii (Flash-
nam'atb Ta KOMIIAKT-TUckH). [lpaBuna BukopucTaHHs (aiiiiB, OTpUMAHUX TIO
eNeKTpoHHIN nomTi. Kpurepii OLIHKKM SKOCTI aHTUBIPYCHUX MPOrPAMHUX KOMIUIEKCIB.
CurHatypHi METOIM BU3HAUCHHS BipyciB. BuzHaueHHs BIpYCIB 3a JOMOMOrOI0 aHai3y
noaid. IlepeBarn Ta HENOMIKM €BPUCTUYHUX aHAI3ATOPIB. AHTUBIPYCHI MOHITOPH Ta
ckanepr. [lopiBHsIIbHA ~ XapaKTepPUCTHUKA  PO3MOBCIOMKEHUX Ta  JIIIEH30BaHUX
aHTUBIpyCHUX Tporpam. [IpuHIMIM Halaro/keHHs aHTHBIpyCHUX 3aco0iB. HaBectu
npukiaz. Jlirepatypa [1,3,5].

Meroau Ta 3aco0m 00poTHOM 3 mporpamamm Keisiorepamu. IIprsHayeHHS
nporpam keitnorepis. [IpuHIMIE BUKOPHCTaHHS KEeHIorepiB. [HTEpHET pecypcH B SKUX
Npe/CTaBlieH] Keiorepu. [HCTansImis Ta HAcTpolika BH3HAUEHOIO Keilorepa.
Busnauennsi mporpam aHtukeiiorepi. Ilpunnmmnu ix ¢yskuionyBanus. [lomryk
KeWJIorepiB 3a JOMIOMOIOI0 aHallily CUTHATYpU. [HTEepHET pecypcu 3 TporpaMamu
aHTUKeHIorepamu. [HCTaNIAIIIs Ta HACTPOKKAa BU3HAYEHOTO aHTUKeiorepa. Jliteparypa
[1,5].

3arajbHi M0JI0KeHHS 3aXMCTY PO3MOAiIEHUX 00YUCTIOBAJILHUX CepeIOBHUIIL TA
Mepex mepedadi JaHUX. 3arajbHI TOJIOKEHHS TIpo 1HQoOpMaIiiiHy Oe3reKy
PO3IOIUIEHUX O0YHCITIOBAILHUX CEPEIOBUII] Ta MEpexk mepenadi AaHuxX. OcobImBoCTi
Moyedti 3arpo3. opmyBanHs po3noziieHoi JIBb Ta ii BractuBocTi. OCHOBHI THITH 3aC001B
3a0e3medeHHs iHhopMariiHoi O€3MeKH B pO3MOAICHUX O0UHCITIOBATBHIX CEPEIOBHUINAX
Ta Mepekax. besrneka By3liB KOMyTallll: 3arajbHi MOJIOKEHHS TIpo iHGOpMaIiiHy
Oe3neky BY3/TIB KOMYyTallil; KpuTepii 3axuiieHocTi mporpamHo-kepoBanux ATC.
OcobmmBoCTi 3a0€3MeYeHHS 3aXUCTy KOMIT IOTEPHUX CUCTEM CIIOTYYEHHX 3 TJI00aJIbHOO
Mepeskero [arepHer. Tunm Ta kmacudikaiiis 3arpo3, BIIMOBIIHO MOMYJISIPHAM CEPBICaM.
BpazmBocti  mporokoniB  IarepHer. OcoOmmBocTi 3arpo3ud  TUIy ,,BiIMOBA B
00cyroByBaHi”. XapaKTepUCTHKAa IHCTPYMEHTAIBbHUX 3aco0iB 3axucty. [lomiTuka
Oe3mnexu pu BUKOPUCTaHH1 pecypciB mepexi [ntepuer. Jlirepatypa [1,4,9,17].

Merta Ta 3a1a4i BUKOPUCTAHHSI MepeskeBUX eKpaHiB. [[pu3HadeHHs MepekeHNX
ekpaniB. Xapakrepuctuka cteky nportokomiB TCP/IP. [lpuximmu ta mepemymMoBu
Bukoprctanus. OcHoBHI ¢yHkii. Icropis po3utky. Kiacudikaris. OcoOGmuBoCTi
armapaTHUX Ta MPOTPaMHUX peaizariid. Hemomiku Ta mepeBaru pisHUX THITIB MEPEKEBUX
ekpaniB. [lomituka Oe3nekn MepeskeHUX ekpaHiB. Hemomiku Bukopuctanus. HaBectn
TIPUKJIa]] HACTPOMKH MepexeBoro ekpany. Jlireparypa [4,9,10].

Mera Ta 3aga4i BUKOPHUCTAHHS NPHUBATHUX BipTyajJbHUX Mepex. OCHOBU
TexHoJorii BipTyanbHux npuBatHuX mepex (BIIM). Buznauennst BIIM Ta 3acobu ix
peanizaii. [Tpuniunm nodynosu Ta kinacudikaiii BIIM. Moneni nopyiiHuka, 3arpo3 ta
oomesxeHHst BIIM. OcnoBu peanizaiiii BIIM. [To6ynosa BIIM Ha iHIIuX piBHAX MOAENi
BBC. Ilporokon SSL. Cranmaptu IPSec. Indpactpykrypa BIIM. HaBectu npuxnian



posropransst BIIM Ha ocHOBI oniepatiiitHoi cuctemu Microsoft Windows XP. Jliteparypa
[4,9, 7].

Texnousoriss 3axucty Bix DOS ta DDOS arak Ha KOMII’'IOTepHi Mepe:xi.
3aranpHa xapaktepuctuka npotokony TCP/IP. Eramu Ta cxema BcraHoBieHHst TCP
3’eqnansd. [lowstrs DOS ta DDOS arak. Meta nmpoBeneHHst ataku. MeTonomoris
peamzaiii DOS ta DDOS atak. Curnamizanis npo 3aiiciensss DOS ta DDOS arak.
3axucT 3a JOMOMOTOI0 ONTHMI3allii HACTPOWOK cepBepa. 3axWCT 3a JAOTIOMOTOIO
MepeskeBHX ekpaHiB. Jlitepatypa [1,4].

IHapoabHuii 3aXucT 00’ €KTIB KOMIT'IOTEPHUX MepesK. [ [pu3sHaueHHs1 napoiabHOro
3axucty. Cxemu peanizauii. [laponbHuil 3axuct onepaiiiitHoi cuctemu, Web-pecypcis,
NporpaMHUX JOJATKIB Ta O(ICHUX JOKYMeHTIB. [IpuHIMIIOBA cXeMa aTtaku 3 METOIO
37aMy MapoJbHOTO 3aXUCTy . Bukopuctanss ,,JipoK” B MpOrpaMHOMY 3a0e3redeHHi
MapOJIbHOTO 3aXKCTy. BUKOpHCTaHHS TOKYMEHTOBAaHUX MOKIIMBOCTEW UTS peasizartii
araku. Meronu nindopy maposto. KinacuuHi cxeMu 3aXUCTy BiJl aTak 3 METOIO 3J1amy
naposto. Jlirepatypa [1, 5].

3axXHCT €eJeKTPOHHOI MOINTH. THITOBI 3arpo3u Ui EJNEKTPOHHOI TOIITH:
HECaHKIIIOHOBaHUM BUTIK 1H(OpMAIlii, TPOHUKHEHHS BIPYCIB Ta TPOSIHIB, 3aCMIUCHHS
TIOIITOBOTO SIIIMKA. METOMKa 3aXHCTY BiJl TUTIOBHX 3arpo3. OcoOmmBoCTi mmppyBaHHS
nanux. TUNOBI NMpUMOMM 3aXKCTY BI 3aIyCKy BIPYCIB Ta TPOsIHIB. PO3MOBCIOMKEHI
METOJIM 3aXHUCTY Bijl 3aCMIUEHHS TIOIITOBOIO SIIUKY (3aXUCT BiJI CllaMy) — O110T0, CIporo
Ta YOPHOT'O CITMCKIB, KITIFOYOBUX (hpa3, OariecoBChKOi (imbTpartii. Hemomiku Ta nepeary.
[TporpamHi togaTKu 3aXUCTY eJeKTpoHHoi norty. Jlireparypa [1, 5, 13].

3axuct Web-cepepy Apache. Birumsnsna HopMmaTtuBHa 6a3a B rajysi 3aXUCTY
Web-cepsepy. HopmatuBhi kputepii 3axwuiienocti Web-cepsepy. Binnosigmicts Apache
MPOEKTHUM Ta eKCIUTyaTariiiniM BuMoram. OIliHKa 3axuIeHocTi Apache Bi aTaku Ha
BIIMOBY B obOciyroByBaHHi. [lapamerpu 3axucty Apache. PekomeHmoBaHui MOPSIOK
IHCTAJIAIIT Ta TIONIEPeHBbOT HAaCTpOMKH. Po3MexyBaHHsI mpaB KoprcTyBadiB. bazoBa Ta
i poBa apropuzaitis. Bukopucranns 6i6morexu OpenSSL BukopuctanHs 101aTKOBUX
MOJTYJTiB Oe3ImeKu. 3axXHIeHICTh CepBEPHUX TeXHOJOT1H. Jliteparypa [7,16, 19].

3axuct Web-cepsepy IIS. Bitunsnsna HopmatrBHa 06a3a B ranysi 3axucty Web-
cepBepy. HopmartmBri kpurepii 3axummeHocti Web-cepepy. Bimnosigmicts IS
MPOCKTHUM Ta eKCIuTyaTamidauM BuMoram. Orinka 3axuiieHocti IIS Bim araku Ha
BIZIMOBY B OOCITYTOBYBaHHI. 3aXHUIIIEHICTh CEpBEpHUX TexHOMOTIH. [lapamerpu 3axucty
IIS. Tarerparmis IS 3 cuctemoro 6e3nekn Windows. PosMekyBaHHS IpaB KOPHCTYBadiB.
Oco0mmBocTi ineHTH]IKaIll Ta aBTOpHU3AIll KOPUCTYBAYiB. 3aXHUIIEHICTh CEPBEPHUX
texHonorii. Jlireparypa [7,16,17].

IlepcnekTUBHI HANPAMHU PO3BUTKY KOMILIEKCIB 3ac00iB 3axucTy iH(hopmaii B
PO3NOALJIEHUX cepeloBUINAX. ATANTHBHI KOMIUIEKCH 3aCO0IB 3aXHCTy iH(OpMAILT;
CHCTEMH BHSBJICHHS BTOPTHEHB; CUCTEMH KEPYBaHHS 3aXUIIIEHICTIO; KOMIUIEKCH 3aC00IB
3axucTy 1H(pOpMaIli MOOUTBHMX mporpaMHuUX cucteM. OCHOBH CHCTEM aHAJli3y
BpaznuBocTeil. BuznauenHs Ta npuHimmu kinacudikaiii. [Iporpamne 3a0e3neueHHs
CHCTEM aHaii3y Bpa3nuBocTeld. OCHOBH CHUCTEM BUSBJICHHS BTOpPTrHEHb. BU3HaueHHS Ta
npuHimny  knacuikauii. [Iporpamue 3a0e3nedeHHs] CHCTEM BUSIBICHHS BTOPTHEHb.
BukopucranHss B cuCTeMax BHUSIBICHHS BPas3MBOCTEH Ta B CHCTEMaxX BHUSBIICHHS



BTOPrHEHb 3aCO0IB IITYYHOTO IHTENEKTy. CHCTeMH akTHBHOIO 3axucry. Jliteparypa
[13,1,5].

Be3nexka MOOLIBHUX NPHCTPOIB. XapaKTepUCTHKA CHEUU(DIYHUX 3arpo3 Juis
MOOUTBHUX MPUCTPOiB. OOMEKEHHS POrPaMHOTO 3a0€3MEUYEHHS], 1110 BAKOPUCTOBYETHCS
B MOOUIBHHMX MPHUCTPOSX: BIpTyasibHOI Mammuu Java Ta Framework. OcoGmuBocTi
MPOrpaMHUX 3ac00IB 3aXUCTY MOOUILHUX MPUCTPOIB. [HCTpyMEHTaIbHI 3aC00M 3aXHUCTY
MOOLITFHUX MPUCTPOIB POBIIHUX BUpOOHHUKIB. Jliteparypa [1, 5,12, 13].

2.4. CucteMH TEXHIYHOr0 3aXUCTY iH(popMaii

Texniuni kanaim BHUTOKY iHdopmanii. OcoOnuBOCTI BUTOKY 1H(opMmallii.
XapakTepucTUKU TEXHIYHUX KaHAJIB BUTOKY 1HGopmartii. Knacudikailis kaHaliB BUTOKY
iH(popmarii.

AKYCTHYHI KaHATIH BUTOKY iHGopMmanii. CTpyKTypa aKkyCTUYHOIO KaHAITy BUTOKY
iH(popmarlii. XapakTepuCTUKU aKyCTUYHOIO KaHaly BUTOKY 1H(opmaii. Knacudikariis
ay/1i0KaHaITy BUTOKY 1H(OpMAITii.

PanioesiekTpoHHi kaHaau BUTOKY iH(popManii. CTpykTypa palioeIeKTPOHHOTO
KaHaTy BHUTOKY iH(opmalii. XapaKTepUCTHUKH PpaIIOCIEKTPOHHUX KaHAJIB BUTOKY
iHpopmarii. Kinacudikariist pagiokanaiiB BUTOKY 1H(oOpMatii.

OnTryHi kaHanu BUTOKY iHgopmanii. CTpyKTypa ONTUYHOTO KaHAIy BUTOKY
iH(opMarrii. XapakTepuCTHKH ONTUYHOTO KaHaly BUTOKY iHdopmaiii. Kiacudikarris
OINTHUYHUX KaHAJIIB BUTOKY iH(OpMaIIii.

axuaani npuctpoi. CTpykTypa 3akiaagHux npuctpois. Kinacudikaris 3axkmagamx
NpUCTPOIB. 3aKiIagHI MPHUCTPOi 3 Tepeaadero Mo pajiokaHaty. 3akiajHi MpUCTPOi 3
nepeayero Mo MPOBIIHUM KaHaJIaM.

3aco0u mepexomieHHs iHopmaiii 3a gonmomorow Mikpodouis. CTpykTypHa
cxema aKycTuaHoro npuiimaya. Kiacudikartis Ta Bumy MikpooHiB.

3aco0u mepexomieHHsi iHgopManii 3a 10nmoMorow JUKTO(OHIB. AHAIOrOBI
muktodonu. [udposi qukTodoHu.

Ontuyni 3aco0u mnepexomiennsi iHgopmanii. CTpykTypHa cxema 3aco0y
NIEPEXOITICHHS B ONITUYHOMY Jiana3oHi. O0’ektuBu. BizyansHo-ontiuni npuiaaun. doto-
1 KiHOamaparu. 3aco0u TeneBi3iHOrO croctepeskenns. Bineomarnitodonn. [punanu
HigHOro 6aveHHs. TerioBi3opu.

Iepexomienns ingopmaii B 3acodax 38’ s13Ky. CTpyKTypa THUIIOBOI'O KOMIUIEKCY
niepexoruieHHs1. AuTeHu. Pagionpuiivauyi

BusiBieHHsI 3aK1aIHUX NPUCTPOIB. J[eMacKyrodi 03HaKU 3aKJIaTHUX TPUCTPOIB.
Knacudixariist 3aco0iB BUSBICHHS B IOKATI3AITii 3aKIaJHAX TPUCTPOIB. [HIUKATOPH OIS,
Amnaparypa pamiokoHTpomto. [lpuHimmmi KoHTpomo TenedOHHMX JIHIA Ta KU
ENIEKTPOKUBIICHHS. 3acO0M MPUAYIICHHS CUTHATIB 3aKJIaIHUX MPUCTPOIB. Amaparypa
HEJTIHIAHOT JIoKallii. BUSBHUKM ITyCTOT, METATOECTEKTOPYA Ta PEHTTEHIBCHKI amaparw.
CrniocoOu Ta MEeTOIM KOHTPOJTIO TIPUMIIIICHB Ha BIZICYTHICTh 3aKJIaJHUX TIPUCTPOIB.

IIporpamuo-anapatui mpucTpoi 3axmcry indopmamii. 3axuct  BiA
HECaHKI[IOHOBAHOTO JAOCTYITY. 3aXUCT BiJl KOIIIOBAaHHS. 3aXUCT B/l BIPYCIB.

OcHoBHi criocoOu 3axucty ingopmamii Texniunumu 3acodamm. Kiacudikariis
MeTo1B 3axucTy iHdopMmartii. Oxopona uxepen iHpopmaiiii. [ IpuxoByBanHs iHpopMarii:
1H(OopMalliiiHe TPUXOBYBAHHSI, CHEPTETUYHE PUXOBYBAHHSL.



Anaparypa 3axucTy JiHii 3B’s13Ky. MeTonu 1 3acobu 3aXucTty Teae(pOoHHUX JIiH1HI
1 amapariB. 3acoOM KOHTpOJIO TeneOHHUX JHIM Ta amapariB. TexHiuHI 3acoOu
BUSIBJICHHSI TeNleOHHUX pajiopeTpaHcisTopiB. Kpunrorpadgiuni merogu Ta 3acodu
3aXMCTy MOBHOI 1H(OpMAIlii.

3aco0n CTBOpeHH aKYCTHYHHX MACKYW4MX 3aBaja. ['eHepatopu wymy B
aKycThyHoMmy  miamasoHi.  [lpuctpoi  BiOpoakyctuuHoro  3axucty. IIpuctpoi
yABTPa3BYKOBOTO 3aXUCTY MPUMIIICHb.

3aco0u CTBOpEeHHSI €JIeKTPOMATHITHMX MACKYIOUMX 3aBaj. 3acoou
MPOCTOPOBOTO 3alIyMJIEHHA. 3acOo0M JIIHIMHOTO 3allyMJICHHSA. 3aco0M CTBOPEHHS
MAaCKYIOUHX 3aBaJi B KOMYyHIKallIHUX MepekaX. 3aco00M CTBOPEHHSI MACKYIOUH 3aBajl B
Mepekax eJIeKTpOXKUBJIeHHS. baratoyHKITiOHATEHI 3aCO0M 3aXHCTY.

2.5. KomiuiekcHi cucremu 3axucty iHgopmanii

3arajbHi TMOJIOKEHHST Ta BHMOIM IIOAO oOpraHidamii podir i3 3axucry
iHdopMmauii Ta MOPSIAKY CTBOPEHHSI KOMILJIEKCHOI CHCTEMH 3aXUCTy iH(popmalii B
IKC. Tonstrs xommuiekcHoi cucrtemu 3axucty iH(popmari (KC3I) B IKC. OcnoBHi
HOPMaTHBHO-TIPABOBI aKTH IIOJI0 OpraHizalli poOiT 13 3axXucTy iH(OopMAaLIll Ta TOPSIKY
creopennst KC3I B IKC. €nnicts nopsiaky crBopennsi KC3I Ha Beix eTanax *HUTTEBOTO
mkiry  IKC. Iporec ctBopennst KC3I sk 31iHCHEHHST KOMITIEKCY B3a€EMOY3TOPKEHUX
3axO0/1iB, COIPSIMOBAHUX Ha PO3POOJICHHSI 1 BIIPOBAKEHHS 1H()OPMAITIIHOT TEXHOJIOT 11, sIKa
3a0e3neuye o0poOky iHpopMmarii B IKC 3rimHo 3 BHMOramu, BCTaHOBJICHUMH
HOPMaTHBHO-TIPABOBHMH aKTaMH Ta HopMaTuBHUX JokyMeHTIB (HJ) y cdepi 3axucty
iHdopMmartii. [Topsmok crBopenas KC3I B IKC sk cyKynHICTh BIOPSIKOBAaHUX Y Yaci,
B3aEMOIIOB’sI3aHUX, 00’ €THAHUX B OKpPEMi e€Tanu poOiT, BUKOHAHHS SKUX HEOOXigHE i
noctatHe 1151 KC3I, 1110 CTBOPIOETHCSL.

OcHoBHi 3ac00u Ta 3axo0am, mo BXxoasaTh 10 ckiaaxy KC3I. KC3I sk 3axonu ta
3aco0M, SIK1 peaTi3yroTh CIIOCOOH, METOIM, MEXaHI3MH 3aXHCTy iH(OpMaIlii Bi: BUTOKY
TEXHIYHUMH KaHAJIAaMH, JI0 SKUX BITHOCSTHCSA: KaHAIM TIOOIYHHMX €JIeKTPOMAarHITHUX
BUIPOMIHIOBaHb 1 HABE/ICHb, aKyCTOCTICKTPUYHI Ta 1HIII KaHAIW; HECAHKI[IOHOBAHUX JIii
Ta HECAHKITIOHOBAHOTO JOCTYITY 710 iH(OopMaIlii, 110 MOXKYTh 3IHCHIOBATUCS IIISIXOM
MIKTIOUEHHST 10 amaparypy Ta JHIA 3B’S3Ky, MAacKyBaHHS Il 3apeecTPOBAHOTO
KOpHUCTYBaya, TOMOJIAHHS 3aXOJIB 3aXHCTy 3 METOI0 BHKOpPHUCTaHHsS iH(opmarii abo
HaB’sI3yBaHHA XHOHOI 1H(OpMAIIl, 3aCTOCYBaHHs 3aKJIaIHUX TPHUCTPOIB UM IMPOTpam,
BUKOPHCTAHHSI KOMIT FOTEPHUX BIPYCIB Ta iH; CTICIIa]IbHOTO BILTMBY Ha IH(POPMAITIFO, STKUIA
MOX€ 3IMCHIOBATUCS NUIIXOM (DOpMYyBaHHS TOJMIB 1 CHUTHATIB 3 METOIO TOPYIICHHS
mimicHocTi  iH(opMartii ab0 pyHHYBaHHS CHCTEMH 3aXWCTy. BIUTMB BacTUBOCTEH
00po0iroBaHoi iH(OpMartii, KTacy aBTOMaTH30BaHO1 cUCTeMH Ta yMOB ekcruryararii [KC
Ha cKJIaJl, cTpykTypy Ta BuMoru 1o KC3I. 3abe3neueHHs pe;kumy CEKpEeTHOCTI, MPOTHIIT
TEXHIYHAM PO3BIIKaM Ta OpraHi3aIliiHi 3aX0IH 1010 OXOPOHH iH(hopMaIlil 3 00MeKEHUM
JOCTYIIOM Y TIPOIIECi MMPOEKTYBaHHS, PO3pOOJICHHS, BUTOTOBJICHHS, ekcruryarartii IKC.
CrBopeHHs1 KOMIUIEKCIB 3axucty iH(opmarii K33 Bl BUTOKY TEXHIYHUMHU KaHAJIAMHU.
Monynsauit npunnmn no0yaosu KC3I interposanoi B IKC.

Ilopsinoxk cTBOpeHHs, 3aBJaHHA, (YHKIIi, CTPYKTypa Ta NOBHOBAa:KEHHS
cJIy:x0m 3axucty indopmauii momo opraunizamii pooir 3i creopennst KC3I B IKC.
3aranbpHy MOJIOKeHHS Tpo ciny»x0y 3axucty iHpopmaii (C3I). 3aBnannus C31. Oynkiii



C3I: mix vac crBopenns KC3I; min vac excrutyatauii KC3I; 3 opranizanii HaBuaHHs
NepcoHaly 3 MUTaHb 3a0e3nedeHHs 3axucTy iHpopmanii. I[loBHOBaXeHHS Ta
BinoBinanbHICTh C31: mpaBa C31; 0608’ s3xu C3I; BinnosigansHicTh C31; B3aemoist C31
3 IHITUMHU TIPO3ALIaMH Ta 30BHIITHIMU OpraHi3allisIMK; IIITATHAN PO3KJIIAJ Ta CTPYKTypa
C3I. Opranizatist poOiIT ciryx0u 3axucty iHdopmartii. Ginancysanns C31.

OorpynryBannsi HeoOxinHocTi cTBopeHHsi KC3I. IlincraBa misi BU3HA4YEeHHS
HeoOxigHocTi crBopeHHi KC3I. Buximni fgaHi anst oOIpyHTYBaHHS HEOOXITHOCTI
crBopenHst KC3I. TIpuiinstts pimenHs npo HeooxinHicTs ctBoperHst KC3I.

Oocrexenns cepeaounn pynkumionyBanusi IKC. O0cTexxeHHS 00U CIIOBATLHOT
cuctemMu IKC. O6ctexxennst iHpopMmarttiiiHoro cepeaoBuia. OOCTexeHHs (PI3UIHOrO
cepenouina. OOCTEKEHHS CepeIOBHIIA KOPUCTYBaviB. AKT oOcTexxeHHs. [nan 3axucrty
iHpopmaii B IKC. Ilepenik 06’exTiB 3axucty. [loTeHiiini 3arpo3u uis iHpOpMaIlii,
MOJIEITh 3arpo3 Ta MOJIEITh TIOPYIITHUKA.

®opmyBanHs 3aBaaHHs Ha ctBopeHHss KC3Il. 3aBnanns 3axucry iHdopmaiiii B
IKC, meta crBopennsi KC3I, BapiaHT BUpILIEHHS 33/1a4 3aXUCTy, OCHOBHI HarpsiMU
3a0e3MeueHHs 3aXUCTy. AHaII3 pU3UKIB (BUBUCHHS MOJIEINI 3arpo3 1 MOJIeNi MOPYIITHHKA,
MOYJIMBUX HACII/IKIB BiJ] peasti3allii MOTEHIIMHUX 3arpo3, BEIMYUHU MOXKITUBUX 30UTKIB
Ta 1H.) 1 BU3HAUCHHS MEPENIKy CYTTEBUX 3arpo3. BusHaueHHs 3arajbHOi CTPYKTYpHU Ta
cxinany KC3I, Bumoru 10 MOXIJIMBUX 3aXO0/IIB, METOJIIB Ta 3aCO0IB 3aXKCTy 1H(OpMAITii,
JOMYCTHMI OOMEKEHHSI IIIOJI0 3aCTOCYBaHHS TEBHUX 3aXO/dIB 1 3acO0IB 3aXHUCTy
(oOMeKeHHS 1110/10 BUKOPHUCTAHHS 3aC001B aKTUBHOT'O 3aXHUCTY Bil BUTOKY iH(opMarlii
kaHasiamu [IEMBH 3a paxynox Bukopuctanss 3aco0iB EOT B 3axuiiieHoMy BUKOHaHHI
TOIIO), 1HII OOMEXeHHs o0 cepenopuil ¢hyHkiioHyBaHHA IKC, oOMexeHHs 111010
BukopuctanHs pecypcis IKC st peanizaiii 3a1a4 3aXUcTy, MPUITYCTUMI BUTPATH Ha
crBopennst KC3I, ymoBu cTBopeHHsI, BBe/IeHHsI B J1ito 1 hyHKiioHyBaHH KC3I (okpeMux
ii mijcucTeM, KOMIIOHEHTIB), 3arajibHi BAMOTH JI0 CITIBBITHOIIICHHS Ta MEXK 3aCTOCYBaHHS
B IKC (oxpemux ii mijcucTeMax, KOMIOHEHTAX ) OpraHi3aIlifHuX, IH)KEHEPHO-TEXHIUYHUX,
TEXHIYHUX, KpUNTOrpaiyHUX Ta 1HIIKMX 3aXOJIB 3aXHCTy 1H(OpMAIIii, 110 BBIAIYTH 110
cknany KC3I. OdopmiieHHsT 3BITY TpO BUKOHAHHS pOOIT I1i€l cTafii Ta odopMIICHHS
3asiBKHU Ha po3pooKy KC3L.

Po3pobka nonituku 6e3nexu ingpopmanii B IKC. Bupdyennst 06’ekra, Ha sikoMy
crBoproethest KC3I, mpoBeneHHss HaykoBo-mocimHux podit. Bubip Bapianty KC3L
OdopmiieHHS TIOTITHKA OS3MEKH.

Po3poOka Texniunoro 3aBganHs Ha crBopeHHsi KC3I. I[lpusHaueHHs Ta
ocHOBHHH 3MicT TexHiuHOro 3aBmaHHs (T3). Bapiantu odopmienns T3 na KC3L
OcobmBocti T3 Ha KC3I must inrerpoBanux IKC, sxi OyayroThcs 3a MOMYJIBHUM
TPUHIIATIOM.

Po3podka npoexkty KC3I. Ilopsimok po3pooku npoekty KC3I. EckizHuii nmpoekT
KC3I. Texnaiunuii mpoext KC31. Po6ounit mpoexkt KC3L.

Benennst KC3I B aito Ta ouninka 3axumenocti ingopmauii B IKC. ITinroroska
OpraHi3aiiiHoOi CTPYKTYpHU Ta pO3poOKa pO3MOPSAUMX TOKYMEHTIB, IO PETVIAMEHTYIOTh
TSTBHICTE 13 3a0e3nedenHst 3axucty iHpopmaiii B IKC. HaBuanHs kopucTyBauyiB.
KommnekcyBanust KC3I.  ByaiBenbHO-MOHTaxkHI poOoTH. [lyckoHanmaromkyBaibH1
pobotu. Ilonepenni BumpoOyBanHs. JlocmimHa excrutyararis. JlepkaBHa eKCIiepTh3a
KC3IL.



CynpoBomxennss KC3I. Tlopsgok BukoHaHHs poOIT 3 oOpraHizamiiHOro
3abe3neueHHst QpyHkuionyBaHHs KC3I ta ynpamniHHA 3aco0aMu 3aXucTy iH(pOpMarii
BIIMOBIZHO 0 TUIAHY 3aXUCTY Ta €KCIUTyaTaliiiHOi JOKyMEHTallli Ha KOMIIOHEHTH Ha
komnoHeHTH KC3I, rapanTiifHoMy Ta Mic/IArapaHTIiHOMY TEXHIYHOMY OOCITyTOBYBaHHIO
3aco01B 3axuCTy 1H(OpMAITii.

2.6. Ynpapiainasa  iHdopmauiiiHoo  Oesnexor0 B iHdopmamiiiHo-
KOMYHIKaIIifHUX cHCTeMax

IlepexyMOBH Ta OCHOBHI HamNpsIMKM PO3BHUTKY MEHEIKMEHTY Yy cgepi
inopmauiiinoi 6e3mexn. Meta, 3aB1aHHs, IEPSTYMOBH Ta HAPSIMKH OpraHizaIiiHoi i
YIPaBIIHCHKOT poOoTH y cdepi tHpopMaliiHoi Oesneku. [[isUTbHICTE MIKHAPOIHUX
opranizamii 'y cdepi iHpopmariitHoi Oe3meku. JliSIBHICTH — CTIEIlialli30BaHUX
MDKHAPOJAHMX opraHizamii y cdepi 1HpopMaliiHOi Oe3neku.  YnpaBiiHHA
iH(opMalliitHOIO 0e31eKOk0 Ha PIBHI HOTY>KHUX OCTAYTbHUKIB 1HHOPMALITHUX CUCTEM.

Yupasiainnasa ingopmaniiiHoo 0e3neKo0 Ha Jep:kaBHOMY piBHi. [lepenymoBu
PO3BUTKY Jep>KaBHOTO yIpaBiiHHA y cdepi iHdopMariiiftHoi Oe3rneku. 3arajibHa
METOJIOJIOTISI 1 CTPYKTYpa OpraHizaiidHoro 3ade3rneueHHs iH(opMalliitHoi O6e3rmekn Ha
piBHI Jiep»aB. YTpaBiiHHS 1HGOPMAIIIHOIO Oe3MeKo0 Ha JIepKaBHOMY pIBHI Ha
NpUKIaal YKpaiHu.

OcHoBu ynpaBiaiHHs iH(opMaliiiHOI0 0e3MeKo0 HAa PiBHI MiMPHEMCTBA.
IlepenymoBu po3BUTKY ympaBmiHHA y cdepi iHdopMariiifHoi Oe3liekd Ha piBHI
MINPUEMCTB.  3arajlbHa CTPYKTypa YIPaBIIHCBKOI poOOTH 13  3a0e3MeueHHs
iH(OpMaITiitHOT Oe3MeKH Ha MIIPUEMCTBI.

HopmaTuBHO-TIpaBoOBI OCHOBH noOyi0BH  CHUCTEMH  YNPABJIIHHSA
indgopmauiitHoro 0e31eKo1o iHpopManiitHO-KOMYHIiKaIliliHOT CHCTEMH
ninnpuemcrBa. CtaHaaptu ynpasiiaHs iH(opmaniitHoro Oe3nekoro. Itil. Cobit 4.1.
Cranpaptu cepii ISO/IEC 27000. Ctangaptu cepii JCTY ISO/IEC 13335. HJI T3 Txmmi
CTaHJIAPTH.

Yupasiainnsa ingopmaniiiHoro 0e3nexor0 Ha ocHOBI cTanaapTis cepii ISO/IEC
27000. 3aranpHa xapakrepuctuka cranaaptiB cepii [SO/IEC 27000. Ormsin cranmapTy
ISO/IEC 27001. I'amy3s 3actocyBannst cranaapty ISO/IEC 27001. CtpykTypa cTanmapTy
ISO/IEC 27001. Monenb cucteMu yrpaBiliHHS iHpOpMAIiiHOK Oe3rekoro. Bumorn
CTaH/IAPTY 1 CrIocoOu 1X peatizartii.

dopMyBaHHA NOJTITHKYU iIH(opMaLiiiHoi Oe3neku HAa miAnpueMcTBi. CTpyKTypa
MOMITUKY 1H)OpMAIIIHHOT Oe3MeKH Ha MAMPUEMCTBI Ta TIPOIIEC 1l PO3POOKH.

Cay:x0a indopmaniiiHol 6e3nmexku Ha mianpueMcTBi. OprasizaiiiiHa CTpyKTypa
ciry>xom iH(popmartiitHoi 6e3neku. PodoTa 3 mepcoHaaIoM mianprueEMCTBA.

OcHoBHI B1IM npaBWJ1 ynpasJjiiHHs iHGopManiiiHoI0 0e31eKor0 BimoBiTHO 10
cranaapty ISO/IEC 27002 Ta ix nokymenTaniiine opopmiaenns. [Ipasuna dizuanoi
Oesnexu. [IpaBmina aBreHTHdiKamii 1 6e3mexkn mepexi. [lpaBuna Ge3nedHoi poOOTH B
[urepueri. IlpaBuna Ge3neku eneKTpPOHHOI MowTH. [IpaBuiia aHTUBIPYCHOTO 3aXUCTY.
[paBuna 3actocyBanns mmdpyBanHs. [IpaBuna po3poOKku mporpaMHOTro 3a0e3MeUeHHS.
TuroBi JOKyMeHTH, 3aCHOBaH1 Ha Bumorax ctanaapty ISO/IEC 27002.

Amnani3 1 ynpapiaiHHS pu3ukaMu ingopmamiitHoi Oe3nexkn. CTBOPEHHSI PEECTPY
py3UKiB. [nenTudikaiiis 3arpo3 1 ypasnupocteil. OLiHKa pU3HKIB. YTIPABIIHHS PU3UKAMHU.



Aymut iHpopmaniiiHoi 0e3nexn Ha mignpuemctsi. [lonsaTrs aynury Oes3neku.
Cranpapt COBIT. IlpakTuka npoBeaeHHs: ayaury Oesneku. Etanu npoBeeHHs ayanuTa
Oe3neKu: HILIIOBaHHA MPOLIEAYPU ayauTa; 30MpaHHs H(POpMALi ayUTa; aHaII3 JaHUX
ay/nuTa; BUPOOJIEHHS PEKOMEH/IALI; MATOTOBKA &y IUTOPCHKOTrO 3BITY.

Opranizanis pearyBaHHs Ha Haja3BU4YaiiHi mnoaii (iHuupenTn). [loHATTS
HIMACHTY 1H(OopMaliitHo1 Oe3neku. BusiBineHHs HIMICHTIB. PearyBaHHs Ha 1HIIWICHT:
aHaII3 1HUMJEHTY, PO3CHIAYBaHHS IHIMICHTY, 3BIT Npo IHUMAEHT. IlomepemkxeHHs
IHLMIEHTIB. Y CyHEHHsI HACTIAKIB IHIMIECHTIB.

Po3podxa Ta BHpOBaKeHHSI CHCTEMH YIIPABJIiHHSA IHGOopMaLiiiHOI0 0e311eKol0.
Etanu po3poOku 1 BopoBapkeHHs cuctemu ynpaniiHHA Ib. OprasizaiiiiiHi acrexTH
BIPOBA/DKCHHSI CUCTEMH YIpaBIiHHS iH(popMaliiitHoo Oe3nekor. OcoO0nmMBOCTI
NoOYZI0BU CUCTEMH YIIPaBIIIHHS 1H(GOPMAIIIHHOI OE3MEKOI0 Ha OCHOBI CTaHAAPTIB cepii
ISO/IEC 27000. Ceptudikariisi cuicTeMu yIpaBiiHHS 1H()OpMAITIIHOO OE3MEeKOL0.

BukopucranHs nporpaMHux 3aco0iB ISl MATPUMKH YIIPABJIIHHA 0e31eKoI0.
[Iporpamna migTprMKa poOOTH 3 MOMITHKOI Oe3neku. [IporpamHa miaTpUMKa aHai3y
pusuKiB. [IporpamMHi KOMIUTEKCH JUTsl CTBOPEHHS CHCTeMH yripaBiiaas Ib.

Hapannst mocayr y cgepi indopmaniiinoi 0e3nexku. IlepenymoBu pO3BUTKY
PHUHKY TIOCITYT 3a0e3reueHHs 1HpOpMaIiiHOi Oe3Meku Ta Horo cTpykTypa. OcoOIuBoCTi
neskux BUIIB mociyr. CtpaxyBaHHs 1H(opMamiiHUX pu3uKiB. OCHOBU METOMOJIOTIT
CTpaxyBaHHs 1HPOPMAIIMHUX pecypciB. PUHOK CTpaxoBUX MOCIYT.

3. IUTAHHA JJIA HIAI'OTOBKHAU 10 BUITPOBYBAHHS
3.1. TeopeTu4uHi OCHOBH 3axXuIeHUX iH(POPMALIHHIX TEXHOIOTiH

OCHOBHI TTOHSTTS TAPAHTOBAHO 3aXHUITICHUX TH(POPMAIIITHUX TEXHOJIOT1H.
dopMyBaHHS TapaHTOBAHO 3aXUINEHUX 1HOOPMAITIHHAX TEXHOJIOT1H
Po3poOka rapaHTOBaHHX CHCTEM 3aXHCTY.
Mogerni onvcy GYHKIIIOHYBaHHS KOMIT FOTEPHUX CUCTEM.
OcHoBHI MoJIeNi cepeoBuUIla (GyHKIIIOHYBAHHS KOMIT FOTEPHOI CHCTEMHU.
[TomiTrk® yrIpaBIIiHHS TOCTYTIOM.
Mogerni onucy MoITHKHA OS3TEKH.
Mogneni 3a0e3neueHHs] KOH(IASHITIIHOCTI.
. Moneni 3a0e3medeHHs MUTICHOCTI.

10 Mogerni 3a0e3neUeHHS TOCTYITHOCTI.

11.Cunres monieneit 6e3mnexw.

12.OcHOBHI TIOJOKEHHS IIOIO0 PO3POOKH IPOrpPaMHOrO 3a0e3MeUYeHHS 3aXUCTY
iH(popMmarrii.

13. TexHomoriuyHa 6e31meka po3poOIICHHS CUCTEM 3aXUCTY

14.3abe3nieueHHsT TapaHTiii BUKOHAHHS TIONMITHKKA O€3MEeKW Ha OCHOBI METOMY
reHepailii 130JJbOBAHUX TIPOTPAMHUX CEPEIOBHIIL.

15.Monernb 6e31neKw, 110 IMOKJIaIeHa B OCHOBY MIDKHapoAHOTO cTaHaapTy ISO 7498-
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2.
16.Mogenb 6e3mnexu, mo nokiaagaeHa B ocHoBy HJI T3I 2.5. 3aranbHi mOMoKeHHS
MoJiesl. OYHKIIOHAIBH KpUTEPIi.



17.Monenb 6e3neku, mo noknagaeHa B ocHoBy HJI T3I 2.5. Kpurepii rapanrtiit
oe3rnexu. OyHKIIOHAIBHI PO LT1 3aXUIIIEHOCTI.

18.Monenp Oesrieku, 110 MOKJIAJEHA B OCHOBY MbKHapojmHoro cranaapry ISO
15408. OcHOBHI1 MONOKEHHS 3aralbHUX KPUTEPIiB Oe30eKH IHPOPMAIIHHIX TEXHOJOT1H.
@DyHKIIIOHAIbH1 BUMOTY JI0 3aC001B 3aXUCTY.

19.Monens Oesrieku, 110 MOKJIAJCHA B OCHOBY MbkKHapojaHoro cranaapry ISO
15408. Bumoru rapanTiii 3aco0iB 3axucty. PiBHI rapanTiii Oe3neKu.

20.CyuacH1 3axXMIIEH] ONepaliifHi CHCTEMH.

3.2. llpukinagHa KPUITOJIOTiA

1. TMopsiaxu urcen 3a momyJsieM. JloBenenns teopeM Eiepa Ta @epma.

2. Hudposuit miamuc Ens-I"amarns.

3. JlinifiHa nBIMKOBa pEKypeHTHA MOCIIIOBHICTh y SIKOCTI ramu. ['enepatop
riceBaoBuIIaaKkoBux yncesr ANSI X9.17.

4. TectyBaHHs uMcen HA POCTOTY. IMOBIPHICHI Ta JieTepMiHOBaHi TecTu. TecT Ha
OCHOBI Maioi Teopemu depma.

5. Tect Conoges-1lItpaccena nepeBipky yrices Ha POCTOTY.

6. Tect PaGina-Mutiepa nepeBipKu YuCell Ha TIPOCTOTY.

7. 3arasnbH1 BIZJOMOCTI PO 1HO3€MH1 KPUIITO3aCOOU.

8. Busnauenns rem-¢yskimii. [ToOynoBa rem-¢yHKIIll, BUXOIIIH 3 OJIOYHOTO
mmdpa.

9. KirouoBi cricTeMu OTOKOBUX MIAGPIB. JKUTTEBHIA ITUKIT KITFOUIB.

10.I"pymoBwmii 3aKOH HA HEBUPOHKEHIHN SNINTUYHIN KpUBIK B adiHHUX KOOpPIUHATAX.
Amnaror npotokoity Jliddi-Xemmvana a rpyri TOYOK Ha eJNTUYHINA KPUBIH.

11. AKTyanpHICTh TMPOOJIEMH HAIAHOCTI JIFOUYMX CHCTEM KpUOTOorpadiyHoro
3axucTy 1HDOpMAIIii.

12.3aranbHa cuMmeTpudHa cucteMa cekpetHoro 3B 53Ky 3a K. [llernornom. OcHOBH1
TEpMiHH Ta BU3HAUCHHS KPHIITOJIOT .

13.IIpobmema  posmofury KIOYIB  Ta 1 BHUpPIINIEHHS 3a  JOINOMOTOIO
OJTHOCTIPSIMOBAaHUX (DYHKIIIH 3 JTa3iBKaMU. ACUMETPUYHI KPUITTOCUCTEMH.

14. BuzHnaueHHs Ta MPUKIIaI OCHOBHHX Ta €JIEMEHTAPHUX TUITIB IIH(PIB.

15. Anroputv 'OCT 28147-89 B peskumi MpOCToi 3aMiHM Ta PEKUMI TaMyBaHHS 13
3BOPOTHUM 3B’SI3KOM.

16. Anroput™ po3B’si3yBaHHS MOPIBHAHHSI TIEPIIOTO CTENECHS 3 OJHUM HEBITOMUM.
DOopMyIIHOBaHHS KUTANCHKOI TEOPEMU IPO 3aTUILLIKH.

17. JIBousieHH1 KBaipaTH4Hi OpiBHSAHHS. BinactuBocTi cuMBoity Jlesxxanmpa.

18. JIBousieHH1 KBaipaTHyHi OPiBHSAHHS. BiactrBocTi cuMBoITy K001,

19.T1o6ynoBa kpunrocuctemu RSA. Inest udpoBoro migmucy.

20.3mimmani kpunrrocuctemu. [Iporokon Jiddi-Xemmvana y3romkeHHs KITIOUiB.

3.3.Metomu Ta 3aco0u 3axucTy iHopManiiHNX i KOMYHIKAIIITHUX cCTEM

1. OcHOBHI MOJIOKEHHSI CUCTEMHU TEXHIYHOT0 3aXUCTY 1H(OpMaIlii B KOMIT'FOTEPHUX
CHCTEMaX.
2. MexaHi3M# Ta 3aCO0M 3aXHCTY OMEPAIIHHAX CUCTEM.



3. Mexani3Mu Ta 3aco0M 3aXKCTy OIEpallifiHuX cucteM ciMeirictBa Microsoft
Windows.
4. MexaHi3MH Ta 3aCO0M 3aXUCTY CUCTEM KepyBaHHs Oa3aMu JaHUX.
5. Konuenuist cucremu 6e3nexu cucteMu KepyBaHHs 0a3aMu JaHuX ciMeiictBa MS
SQL Server.
6. Meroquka migBUIIEHHS €(PEKTUBHOCTI 3aXHMCTY Ta ayJAUT CUCTEMHU KEpyBaHHS
0azamm ganux cimerictea MS SQL Server.
7. MexaHi13M1 Ta 3aCO0M 3aXKCTY BiJI IIKIJUIUBUX MPOTPaMHUX 3aCO01B.
8. 3arajbHa XapaKTEepUCTUKA KOMIT IOTEPHUX BIPYCIB.
9. Meroau Ta 3aco0u 60pPOTHOU 3 KOMIT IOTEPHUMHU BIpyCaMHU.
10. Meromu Ta 3aco6u GOPOTHOU 3 MPOrpaMaMu KeMaorepamu.
11. 3arasnpHi MOJIOKEHHS 3aXUCTY PO3MOAUICHUX OOUYMCIIIOBATIBHUX CEPEIOBUII] Ta
MEpeX mepeiadi TaHuX.
12. Merta Ta 337241 BUKOPUCTAHHS MEPEKEBUX EKPAHIB.
13. Mera Ta 337241 BUKOPUCTAHHS IPUBATHUX BIPTYyaTbHUX MEPEK.
14. Texnomnoris 3axucty B DOS ta DDOS aTak Ha KOMIT I0TepHI MEpexi.
15. TlaponbHuMif 3aXUCT 00’ €KTIB KOMIT FOTEPHUX MEPEIK.
16. 3axuct enekTpOHHOT MOIITH.
17. 3axuct Web-cepBepy Apache.
18. 3axuct Web-cepsepy IIS.
19. TlepcriekTrBHI HaMPSIMU PO3BUTKY KOMIUIEKCIB 3ac00IB 3aXUCTy iH(opMallii B
PO3MOALIEHUX CEPEIOBHIIIAX.
20. besrniexka MOOLTBHUX TIPUCTPOIB.

3.4. CucteMHu TeXHIYHOT0 3axXHCTy iH(popMaLii

TexHiuH1 KaHAJIM BUTOKY 1H(OpMaIlii. 3araibHa XapaKTepUCTHKA.
AKyCTUYHI KaHaJIM BUTOKY 1H(OpMaITii.

PamioenekTpoHHi KaHAIM BUTOKY 1H(pOpMAIT].

OnTryHI KaHATU BUTOKY 1H(MOpMAIIii..

3akaHi MPUCTPOL.

3acoOu niepexorieHHs iHpOopMaIlii 3a JOIIoMOTror0 MiKpO(OHIB.
3acoOu niepexoruieHHs iH(pOopMaIlii 3a TOTIOMOTOr0 TUKTO(OHIB.
Ontuyni 3ac00U MepexoruIeHHs iHpopMaIlii.

[Nepexorutienns indopmaiiii B 3acodax 3B sI3KY.

0. BusiBneHHs 3aKJ1aTHIX MIPUCTPOIB.

11. TIporpamHo-anapaTHi MPUCTPOT 3aXKUCTY 1HPOPMAITI.

12. OcHoBHi criocoOu 3axucTy iHMOpMaIll TEXHITHIMH 3aCO0aMHU.
13. Amapatypa 3axHcTy JiHil 3B SI3KY.

14. 3acobu CTBOpPEHHS aKYCTUIHHX MAaCKyIOUHX 3aBa/l.

15. 3acoOu CTBOpEHHS €1eKTPOMArHITHUX MACKyIOUMX 3aBal.

RBoOooo~Noo~wDDE

3.5 KomiuiekcHi cuctemMu 3axucty iHgopmaii

1. 3aranbHi NOJIOKEHHS Ta BUMOTY LIOJI0 OpraHizallii poOiT 13 3axucTy iHpopmMarrii
Ta MOPS/IKY CTBOPEHHSI KOMILIEKCHOT cucTeMu 3axucty iHpopmarii B IKC.



2. OcHOBHI 3ac00U Ta 3aX0/IH, 1110 BXOASTH /10 ckiany KC3L

3. Tlopsimok cTBOpeHHsl, 3aBAaHHs, PyHKIIIi, CTPYKTypa Ta HOBHOBAKEHHS CITY>KOU
3axucTy 1HdopMarltii oo opranizaitii pooit 31 ctBopenns KC31 s IKC.
Oo6rpynTyBanHst HeoOximHocTI cTBopeHHs KC3I.
O6crexxennst cepenonuill GpyHkiionyBanus IKC.
®opmyBaHHs 3aB1aHHs Ha cTBopeHHs KC3L.
Po3pobka nomituku 6e3nexu iHopmartii B IKC.
Po3pobka TexHuHoro 3apaanHs Ha ctBopeHHs: KC31.
Po3poodka npoexty KC3L.
10 Beenenns KC3I B airo Ta orrinka 3axurienocti ingopmaritii B IKC.
11. CympoBomxennst KC3L
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3.6. VYunpapiainus  indgopmaniiiHoro  Oe3mexow B iHdopmaiiiino-
KOMYHIKaIiifHUX cUCTeMax

1. TlepemymoBM Ta OCHOBHI HampsIMKM PO3BUTKY MEHEKMEHTY Yy cdepi
iH(popMmarIiitHOT 6e3reKHu.

2. YrpapiiHHS 1HPOPMAIIHOIO 0€3MeKOk0 Ha Iep>KaBHOMY PIBHI.

3. OcHoBH yTpaBiiHHS 1H()OPMAITIIHOO OE3MEKO0 Ha PIBHI MiMPUEMCTBA.

4. HopmaTHBHO-TIPaBOBI OCHOBHU MTOOY/I0BU CUCTEMH YITPABIIHHS 1H(GOPMAIIIHHOO
0e3rexoro iH(opMaIliifHO-KOMYHIKAIIHHOT CHCTEMHU TIIIPUEMCTBA.

5. Ympasninns Ib Ha ocHoBi ctanaapTis cepii ISO/IEC 27000.

6. dopmyBaHHS MOJITUKY 1H(OOPMAITIIHOT O€3ITeKH Ha i IIPUEMCTBI.

7. Cmyx6a iHpopMaIiiitHo1 6e3meKku Ha iAIPUEMCTBI.

8. OcHOBHI BUIM TpaBWJI YIPaBIIHHS 1HGOPMAIIIIHOIO OS3MEKO0 BIIMOBITHO 0
crangapry ISO/IEC 27002 Ta ix qokymeHTariiHe opopMIICHHSI.

9. Amnaui3 i ynpaBIiHHS pU3UKaMH 1HGOpMAITIHHOT Oe3IeKH.

10. Aynut iHoOpMaIIiitHOT Oe3MeKH Ha MIIIPHEMCTBI.

11. Opranizariis pearyBaHHs Ha HaJI3BUYAiHI 1O/l (1HIUIACHTH).

12. Po3poOka Ta BIpoBayKEHHsI CUCTEMH YIIPABIIIHHS 1HPOPMAIIIITHOIO Oe3MeKO¥O.

13. BukopucTaHHS IMPOrpaMHUX 3aCO0IB IS MATPUMKH YIIPABIIHHS O€3IIEKOIO.

14. Hananus nociyr y cdepi iHPOopMaIliiHOi Oe3meKu.

KpuTepii oniHIOBaHHS 3HAHb BCTYITHUKA

KinbkicTs 0amiB Kpwurepii
(max - 200)

BucraBnserpest 3a TIMOOKI 3HaHHS HaBUAILHOTO MaTepiany,
10 MICTUTBHCS B OCHOBHUX 1 IOMATKOBUX PEKOMEHIOBAHUX
JDKepenax; BMIHHS aHANI3yBaTH SIBHINA, SIKI BUBYAIOTHCS, Y
180 - 200 iXHBOMY B3a€MO3B'I3KY 1 PO3BHUTKY, YITKO 1 JIAKOHIYHO;
JIOTIYHO 1 ITOCITIJOBHO BIJMNOBIJATH HA ITOCTABJICH] 3aITMTAHHS
BMIHHSl 3aCTOCOBYBAaTH TEOPETHYHI TIOJIOKEHHS TiJl Yac
pO3B'sI3aHHS MPAKTUYHUX 3a7a4.




BucraBnseTbes 3a IpyHTOBHI 3HAaHHS HABYAJIBLHOTO MaTepiany,
160 - 179 apryMEHTOBaH1 BIJIMOBIJII HA MOCTABJCHI 3alMUTaHHS; BMIHHS
3aCTOCOBYBATH TEOPETHYHI OJIOKEHHS IT1]1 Yac PO3B'A3yBaHHs
NPaKTUYHUX 3a/1a4.

BucraBnserbcst 3a MillHI 3HaHHS HaBYaJIbHOrO MaTepiany,
apryMEHTOBaH1 BIJIMOBIA1I Ha TOCTABJICHI 3alUTaHHA, SKI,

140 — 159 OJIHAaK, MICTSTh ME€BHI HETOYHOCTI; BMIHHS 3aCTOCOBYBATH
TEOPETHYHI TOJIOKEHHS TMiJ Yac pO3B'I3aHHSA MPAKTUYHHUX
3a/1ay.

BucraBnserbest 3a mocepeiHi 3HaHHS HABYAJILHOTO MaTepiany,

120 - 139 Majo0 apryMeHTOBaHI BIJAMOBII, CJIa0KE 3aCTOCYBaHHS

TCOPCTUYHUX ITOJIOKCHD ITPU pOSB’HSaHHi MPAaKTUIHUX 3a1a4.

BucraBnserpest 3a cnaOki 3HaHHS HaBYaJIBHOTO Marepiany,
100 - 119 HETOYHI a00 Majo apryMeHTOBaHI BIANOBI/I, 3 TOPYIIEHHSIM
MOCITITOBHOCTI MOT0 BHKJIQJAaHHS, 3a CJa0Ke 3aCTOCYBaHHS
TEOPETHYHUX IOJIOKECHB TP PO3B’sI3aHHI MPAKTHYHUX 3a/1a4.

BucraBnsierbest 3a HE3HaHHS 3HAYHOI YACTUHHM HABYAIBLHOTO
1-99 Marepianay, ICTOTHI TOMHWJIKHA Yy BIJINMOBIASX Ha 3alUTaHHS,
HEBMIHHSI OPIEHTYBATHCS I Yac PO3B'SI3aHHS MPAKTUYHUX
3a/1ay, HE3HaHHSA OCHOBHUX (PYHJIaMEHTATbHUX MOJO0KEHb.
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