3ATBEPIXKEHO

Hakazom MinicrepctBa

OCBITH 1 HAyKH YKpaiHu

Bix 04 nmuctomana 2022 p. Ne 980

IIporpama €IUHOIO AepP:KABHOI0 KBAJMI(PIKALIMHOIO iCIUTY 3i CrIeniaJbHOCTI
«Ki0ep0e3neka» Ha nepmomy (0akajaBpcbKOMY) PiBHI BUIIIOI OCBITH

€auHuil  aepkaBHUM  KBamiikamiiHWM ~ 1CHT 32 CHEUIAJIBHICTIO
125 «KibepbOe3neka» Ha mepmomy (OakamaBpchbKOMY) piBHI BHIIOI OCBITH (maimi —
€JIKI) € 00OB’SI3KOBUM KOMIIOHEHTOM aTecTallii 3700yBadiB BHUIOI OCBITH 3a
cnemianbHICTIO 125 «Ki6epOe3nekay.

Meroro €JIKI € BumiproBaHHS Ta OIIHIOBAaHHS pe3yJbTaTiB HaBYaHHA,
JOCSTHYTHX 3/100yBadeM OCBITH BIJMOBIAHO JO BUMOT CTAaHJIAPTY BUIIOi OCBITH 3a
cnemianpHicTIO 125 «Kibepbe3neka» ramysi 3Hanb 12 «lHpopmariitHi TeXHOTOT1» AJs
nepmoro (0akaldaBpPChKOrO) pIBHSA BHUINOI OCBITH, 3aTBEPKEHOI0 HaKa30M
MinicrepcTBa OCcBITH 1 Hayku YKpainu BiJ 04 sxoBTHs 2018 poky Ne 1074.

st yemimaoro cknaganas €JIKI maiOyTHii ¢axiBens 3 kibepOe3nekn mae
3100yTH KOMIIETEHTHOCTI, $SIKI (OPMYIOTbCSI IIiJi YaCc BHUBYEHHS KOMIUIEKCY
00OB’SI3KOBUX OCBITHIX KOMIIOHEHT YOPOJOBX BCHOI'O HOPMATHMBHOI'O TEPMIHY Y
3aKJjajl BUIoi ocBiTH. Ek3amMeHOoBaHMI TOBUHEH MAaTH JOCTaTHIN piBeHb 3HAaHb, YMiHb
Ta KOMIETEHTHOCTeW Yy ramy3l 3a0e3neueHHa i1H(opmaniiHoi Oe3neku 1/abo
KiOepOe3rekn; MaT 3/JaTHOCTI IO 3aCTOCOBYBAaHHS OTPUMAHUX 3HAHB Y MPAKTUIHUX
CUTYaIlisIX; 3HATH Ta PO3YMITH MpPEAMETHY 00]acTh, pO3yMITH Tpodeciio; BMITH
BUSBIISITH, CTABUTH Ta BUPILIYBAaTH NPOOJIEMH Y Tally31 KibepOe3neku.

€IKI micTuTh 3aBIaHHA 31 CTUCIMM 3pPO3YMUIUM OIKMCOM, IO OXOIUTIOIOTH
chepu 3aKOHOAABUYOI Ta HOPMATHUBHO-NPABOBOI 0a3u 3abe3neueHHs iH(opMaliitHol
1/abo  kibepOesneku, ympaBmiHHSA iHGOpMariitHOIO Ta/abo  Kibepbe3mekoro,
KpunrorpadiyHoro Ta TEXHIYHOro 3axucTy iHdopmaiii, Oe3neku iHdOpMaliiiHo-
KOMYHIKaLITHUX CUCTEM, KOMIUIEKCHUX CUCTEM 3aXUCTy 1H(pOopMalii.

[Tporpama €JIKI cknagaeThcst 3 po3aUTIB 1010 3aKOHOAABYOI Ta HOPMATUBHO-
paBoBOi 0a3u, JAepKaBHUX Ta MUKHAPOAHUX BUMOT, IPAKTUK 1 CTAHJIAPTIB B ramysi
iHbopMmarliitHoi Ta/abo kiGepOe3neku; 1HPOPMAIIMHIX TEXHOJIOTIH B 1H(POPMAIIiHIHI
Ta/abo k16epoesmnelri; 0e3nexku iIHPopMaIliiHO-KOMYHIKAIIMHUX CUCTEM; KOMIUIEKCHUX
CUCTEM 3axucTy iH(popmarlii; ymnpaBiiHHA iHGOpMaIiitHOW Ta/abo KibepOe3meKoro;
KpunTorpadiyHoro 3axucty iHGopMaIlii; TEXHIYHOTO 3aXUCTy iHGOopMarIii.

€IKI npoBoasTe 3a TakMMHM TPUHLIMIAMU: aKaJeMiuHa JOOpPOUYECHICTD;
00’€KTUBHICTH; MPO30PICTh 1 MYyOJIYHICTh;, HETEPHIUMICTH JO KOPYIIIHHUX Ta
MOB’SI3aHUX 3 KOPYMIIEIO JIsIHb; IHTErpallisl y MI>)XHAPOJHUN OCBITHIM Ta HAyKOBUM
MIPOCTIP; €AHICTh METOJUKH OLIHIOBAHHS PE3YJIbTATIB.

€JIKI mpoBoasTh y hopMi 30BHINTHBOT'O HE3AJICKHOTO OIIHIOBAHHS B1ATIOBITHO
1o nporpamu €J1KI, BUKOPUCTOBYIOUM Pi3HI BUJU 3aB/IAHb.

3aBnanHs KBATI(DIKAIIITHOTO ICTIUTY PO3POOIISIOTH BIAMOBIHO 10 nporpamu CJIKI.



Y3AI'AJIBHEHA CTPYKTYPA €IHHOT'O JIEPKABHOI'O
KBAJII®IKAIIMHOTI'O ICITUTY 31 CIIEHIAJIBHOCTI
«KIBEPBE3IIEKA» HA TIEPIIOMY (BAKAJIABPCBKOMY) PIBHI

BHUIIIOI OCBITH
HaiimenyBanHs po3ainy IInToma Bara

po3aiay

3akoHOaBYa Ta HOPMATUBHO-TIpaBOBa 0a3a, Jep>KaBHI Ta 8-12%

MIXKHAPOHI BUMOTH, PAKTHKH 1 CTAHAAPTH B Tamy3i

1H(popMaliitHoi Ta/abo KidepOe3neKu

[adpopmariitai TexHonorii B iHdopmarliiiHii Ta/abo 14-18%

kibepOe3nerri

besneka iHpopmaIiiHO-KOMYyHIKaIIMHUX CUCTEM 15-25%

Kowmrnekcni cucremu 3axucty iHpopmarrii 8-10%

VYnpasiinas iHdopmarliitHo Ta/abo KibepOe3nexoro 16-20%

Kpunrorpadiunuii 3axuct iHpopmarrii 11-15%

TexaiyHu# 3axuct iHPOpMmaIrii 12-16%

KorniTuBHi piBHi, He0OXIIHI 1JIA BIAMOBII HA 3aANIMTAHHS 32 TEMOIO:
PiBens A. 3HaHHS.

PiBenb B.  3HaHHS, po3yMiHHS.

Piens C. 3HaHHA, pO3yMIiHHS, 3aCTOCYBaHHS.

Piens D.  3HaHHS, pO3yMiHHS, 3aCTOCYBAaHHS Ta aHaJ13/CUHTE3/OIIHKA.



AETAJII3OBAHA ITPOI'PAMA

€JIMHOT O JIEPZKABHOTI'O KBAJIIPIKAIIMHOI'O ICITATY 31 CHEHIAJIBHOCTI
«KIBEPBE3INEKA» HA IEPHIOMY (BAKAJIABPCBKOMY) PIBHI BULIIOI OCBITHU

Kon

HaiiMenyBaHHs po3iny/ miapo3ainy/ TeMu

IInToma
Bara, %

Koruitus-
HUN
piBEHB

2

3

4

3AKOHOJJABYA TA HOPMATHBHO-IIPABOBA FBA3A,
NEPKABHI TA MIXJKHAPOJIHI BUMOI', TIPAKTHUKH 1
CTAHJIAPTH B TAJY3I ITH®OPMAIIMHOI TA/ABO
KIBEPBE3IIEKU

8-12

1.1.

3akoHOZaBYA TA HOPMATHBHO-NIPABOBAa 0a3a YKpaiHU B raJysi
iHdopmauiitHoi Ta /ado kidepOe3nexu

6-8

1.1.1.

3V «Ipo indpopmariito», «I[Ipo HayKoBO-TeXHIYHY 1HPOPMAIIIIO»

1.1.2.

3V «llIpo 3axuct iHpopmarlii B iHPOpMaIIHHO-TEICKOMYHIKAIITHUX
cucreMax», «lIpo ocHOBHI 3acaau 3abe3neueHHs KibepOesneku
VYkpainm»

1.1.3.

3V «Ipo nmepxaBHy TaeMHHLIO». «lIpo 3aXuMCT mepcoHaTIBHUX
JAHUX»

1.14.

[ToctanoBa KMV Big 19 uwepBHs 2019 poky Ne 518 «IIpo
3aTBEp/UKCHHs 3arajibHUX BUMOI 10 KiOep3axucty o0O0'eKTiB

KPUTUYHOT IHPPACTPYKTYpH»

1.1.5.

HepxxaBui Ctanmaptu YKpainu B ranysi iHdopmariiitnoi Ta/abo
KibepbOe3nexu

JACTY 3396.0,1,2-97

JACTY ISO/IEC 15408-1:2017

1.1.6.

HopmaTuBHi JOKYyMEHTH 3 TEXHIYHOTO 3aXUCTY iHpopMarii

HJI T31I 1.1-003-99 «Tepminooris B ramysi 3axucty iHpopMmariii B
KOMIT FOTEPHUX CHCTEMaX BiJl HECAHKIIIOHOBAHOTO JOCTYITY»

HJI T31 2.5-004-99. «Kpurepii o1iHKH 3aXUIIEHOCTI 1HPOpMAIIii B
KOMIT FOTEPHUX CUCTEMaXx BiJl HECAHKLIOHOBAHOTO JOCTYITY)

1.2.

MixxHapoaHi cTanaapTu B ranysi ingopmauniiinoi Ta /ado
Ki0epOe3nexku

2,5-3,5

1.2.1.

Pernamentu €C B ranysi kibepoe3nexu

Pernament €Bponeiicskoro Iapnamenty i Pagu (€C) 2019/881 Bin
17 xBitHa 2019 poky «IIpo ArentctBo €Bponeiicbkoro Coro3y 3
NUTaHb MepexeBoi Ta iHpopmaniiinoi 6e3nexu (ENISA) ta npo
ceprudikarniro kibepde3nexu iHPpopMalitHO-KOMYHIKaIHHUX
TEXHOJIOT1»

1.2.2.

ISO 27001, I1SO 27002, 1SO 27003
ISO/IEC 15408- 2, ISO/IEC 15408-3
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2. TH®OPMAIIMHI TEXHOJIOT'TI B IHOOPMAIIIMHIN 14-18
TA/ABO KIBEPBE3IIELI
2.1. | IHCcTpyMeHTAJIbHI Ta MPUKJIA/IHI 32aCTOCYHKH B iH(opManiiiHiii
. . 3,5-4,5
Ta/abo kidepoe3neni
2.1.1 | Mepexesa monenb OSI. OcroBHi mporokomnu creky TCP/IP B
2.1.2. | Bipryamnizaiis (IpUHITUIIHN, TIIEPBI30PH) B
2.1.3. | ApxiTekTypa KOMI'IOTEpiB B
2.2. | Meroau i 3acodu 00podku indopmanii 5-7
2.2.1. | AnroputMmizaiis Ta mporpaMmyBaHHs (0€3 IPUB'I3KU JO KOHKPETHOT B
MOBH IPOTrpaMyBaHHs)
2.2.2. | OcHoBH 00'eKTHO-OpieHTOBaHOTO NIporpamyBanHs (Kmacu, B
Metoau, [TepeBanTakenns, HacninyBannsi, Y3araabHeHHS)
2.2.3. | MeToau copTyBaHHS Ta MOIIYKY JaHUX B
2.3. | Onepauiiini cuctemMun o-7
2.3.1. | ApxiTeKTypa OlepamiifHiX CUCTEM B
2.3.2. | IIporecu i TOTOKH B OTIEPAIIHHAX CUCTEMaX B
2.3.3. | KepyBaHHs maM'sITTIO B OTIEpAIlifHAX CHCTEMax B
2.3.4. | @aiinoBi cuctemMu B
2.3.5. | 3axuCHI MeXaHI3MH ONepalifHIX CUCTEM B
3. BE3INEKA IHOOPMALIMHO-KOMYHIKALIIMHUX 15.95
CUCTEM
3.1. | 3axuct indopmanuii, mo o6podsieTsest Ta 30epiraerses B IKC 1,5-2,5
3.1.1. | IIpouenypu inentudikarii, aBreHTUdIKAaLli{, aBTOpU3ALIi] B
KOPHUCTYBayiB
3.1.2. | PezepByBanns iHpopmarii Ta komnoneHTis IKC B
3.2. | Iporpamui Ta nporpamMuo-anapartHi kommiexcu 331 o-7
3.2.1. | AaTHBIpYCH, Mi’XKMEpEKeBi eKpaHu (TIPU3HAYCHHS, apXITEKTypa, B
b yHKIIIT)
3.2.2. | IPS, IDS (mpusHaueHHs, apXiTeKTypa, pyHKIIii) B
3.2.3. | Cucremu KOHTpOJIIO Ta yrpasiinHs goctynoM B IKC (Active B
Directory, ACL)
3.3. | BinnoBjenns ¢pynkuionyBanus IKC nicias peanizamii 3arpos,
3ailicHeHHs Ki0epaTak, 300iB Ta BiAMOB Pi3HUX KJIaciB Ta 2,5-3,5
MOXO/I’KeHHSI
3.3.1. | OpranizamiifHO-TeXHI4HI 3aX0/H B1THOBJIECHHS ()YHKI[IOHYBaHHS B
IKC
3.3.2. | Kypnan ayauty nofiu B
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3.3.3. | [lomiTHKYM pe3epBHOTO KOMiIOBAHHS JaHUX B
3.4. | Monitopusnr npoueciB ¢pynkuionyBanusa IKC 2,5-3,5
3.4.1. | Txepena iHdopmartii mpo moii Ta TUIH MOJIH, IO aHATII3YIOTHCS B B
CUCTEMaxX MOHITOPIHTY
3.4.2. | Cucrema Bi3yauni3arii Ta ynpasiiaasa nofismu (SIEM) B
3.4.3. | Anani3 noni B
3.5. | Mexanizmu 0e3neKH KOMI'IOTEPHUX MepPe:K o-7
3.5.1. | [IpoTokonu 6e3neKn Ha KaHAIBHOMY PiBHI B
3.5.2. | Ilporokonu 6e3nexku Ha MepexHomy piBHI (IPSec) B
3.5.3. | [IpoTokoynm Ge3neku Ha TPAHCTIOPTHOMY/CEaHCOBOMY PiBHI B
(SSL/TLYS)
3.5.4. | IIpotokomu 6e3nexu npuknagaoro pisas (HTTPS) B
3.5.5. | [IpoTokomu aBTenTHdikanii npukiaanoro pisas (RADIUS) B
3.5.6. | Bipryansni npuBaTHi Mepexi (VPN) B
4. KOMILIEKCHI CACTEMH 3AXHUCTY IH®OPMAIII 8-10
4.1. | lIpoexTyBaHHs, cTBOpeHHs, cynpoBig KC3I 1,5-2,5
4.1.1. | docnimxeHns cepenoBuil pyHkuionyBanus IC — cepegoBuiina B
KOPHUCTYBaiB, 00YHCIIOBAIBHOI CUCTEMH, (PiI3UIHOTO CepeIOBHILIA,
iH(popMaIIfHOTO cepeIOBHINA Ta MOOYI0Ba MOJICII 3arpo3
4.1.2. | BuGip metoxiB Ta 3aco0iB 3a0e3nedeHHst HeoOxigHoro piBHs Ib B
4.2. Mopeuti 3arpo3 Ta MojeJii NOpyLIHHUKA 4-6
4.2.1. | 3arpo3u miJIicCHOCTI B
4.2.2. | 3arpo3u JOCTYIHOCTI B
4.2.3. | 3arpo3u KOH(]IACHIIHHOCTI B
4.2.4. | 3arpo3u yepe3 TEXHIUHI KaHAIN B
4.2.5 | 3arpo3u aBTCHTHYHOCTI B
4.3, Ouinka 3axumenocti ingopmauii B IKC 1,5-2,5 B
5. VIOPABJIHHSA IHOOPMAIIAHOIO TA / ABO 16-20
KIBEPBE3IIEKOIO
5.1. | YopaBiinns ki0epiHIuIeHTAMHU 3-5
5.1.1. | Ilonarrs kiOepiHMaeHTa / KibepaTaku A
5.1.2. | Po3cnimyBaHHS KiOSpiHIIUIEHTIB / KiOepaTak B
5.2. | Ynpaainus pusukamu B ingopmauiiiHiii Ta / ado kiéepoe3neni 8-12
5.2.1. | Pusuku indopmariiiiHoi Oe3rmeKu 4-6 A
5.2.2. | Anaii3 Ta oiHKa pu3uKy. [IpuiHATTS pU3UKy. 3MEHIIEHHS 4-6 C

pu3uky. CTpaxyBaHHs (IE€peKJIaJaHHs) pUBUKY
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5.3 IToaiTuka iHopmaniiiHol 0e3nexn 3-5
5.3.1 | Po3po6Oxka momituk Ib mijx gac 3a0e3nedeHHs Oi3HeC-TIPOIECiB B
5.3.2 | lorpumanns noiituk Ib mig yac 3a0e3nedeHHs Oi3HeC-TIPOIECiB B
6. KPUNITOT PA®IYHUI 3AXUCT THOOPMAIIIT 11-15
6.1. | MaremaTuuHi ocHoBH KpunTorpadgii Ta creranorpadii 1,5-2,5
6.1.1. | MoaynspHi 00YUCIEHHS C
6.1.2. | EnemenTu Teopii uucen. Anroputm EBknina. Teopema Efinepa. C
Teopemu ®epma. OOUHCICHHS Y CKIHUSHHUX TOJISIX
6.1.3. | YMoBH cTiiikocTi mudpiB B
6.1.4. | OnnonamnpasneHi GyHKIi, PyHKITT renryBaHHs B
6.1.5. | [IceBmoBHMaAKOBI TTOCIIIIOBHOCTI B KPUIITOCUCTEMAX B
6.1.6. | OOuuCieHHs B CUCTEMI UKCe 3 MIIaBAI0YOI0 TOUYKOIO B
6.2. | CuMeTPUYHi KPUNITOCHUCTEMH 4-6
6.2.1. | Mozenb CUMETPUYHOI KPUIITOCUCTEMH B
6.2.2. | Knacuuni metonu mmdpysanns. [udp Leszaps, Bepuama. C
Ksagpar [Toni6is. Hludp ramyBans
6.2.3. | binokosi mmdpu. DES, AES, ICTY I'OCT 28147-2009, ACTY B
7624:2014 (noBxHHA KITIOUIB, TOBXHUHA OJIOKY BXITHOTO TEKCTY,
KUIBKICTh PayH/liB, KPUITIOCTIUKICTh, PEKUMH POOOTH 3TiTHO 3
JCTYVY ISO/IEC 10116:2019)
6.2.4. | IToroxosi mmppu. RC4, STRUMOK. (n0BkHHA KIIOUIB, A
KPUIIOCTIWKICTD)
6.3. | AcuMeTpHYHi KPUNITOCHCTEMH 3-5
6.3.1. | Moaenb acCUMETPUYHOT KPUTITOCUCTEMHU B
6.3.2. | lIudpu RSA, Ens 'amans (EG) B
6.3.3. | 'enepauis cninpHUX cekpeTHUX KimouiB Hipdi-Xeanmmana (DH) C
6.3.4. | Enexktponnuii nudposuii mignuc DSA B
6.4. | Llnpposa creranorpadis 1,5-2,5
6.4.1. | ITonsaTTs ungposoi creranorpadii B
6.4.2. | Mogens creranocucteMd. OCHOBHI BUMOTH JI0 CTETAHOCHCTEMHU B
6.4.3. | Bigkpwuri, HammiB3aKpHUTi, 3aKPUTI CTETAHOCHCTEMH A
6.4.4. | Tlousatrs LIB3, kmacudikartis A
6.4.5. | Metox Monuikarii HAMEHIIOro 3HaYyIIOro OiTa B
7. TEXHIYHUM 3AXHUCT IHO®OPMAIIII 12-16
7.1. | TexniuHi kaHa/u BUTOKY iHpopmairii 5-7
7.1.1. | Bibpo-akycTUYHMI KaHaJI BUTOKY iHpOpMarii B
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7.1.2. | EnextpuuHuii KaHa BUTOKY iH(oOpmMarii B

7.1.3. | EnekrpomarHiTHUI KaHaI BUTOKY iH(popmarii B

7.1.4. | OnTUyHU Ta ONTOENEKTPOHHUI KaHaJl BUTOKY 1H(popMariii B

7.1.5. | [TapameTpu4HMi1 KaHaT BUTOKY 1HGOpMAITii B

7.2. | MeToau Ta 3aco0M TeXHIYHOro 3axXucTy iH(popmaii 7-9

791 [TacuBHi1 MeTO U Ta 3aco0u 3axucTy iH(OpMAIIii BiJ] BATOKY B
"7 | TEeXHIYHUME KaHAJIAMU

799 AKTHBHI METOZIM Ta 3ac00M 3aXHUCTy iHPOpMaIIii BiJl BATOKY B
77 | TeXHIYHUMH KaHAJlaMu

793 Metoau nouryky Ta 6J0KyBaHHS 3aC001B HETJIACHOTO OTPUMAaHHS B
| indopmartii

724 Metoau Ta 3aco0u TEXHIYHOTO 3aXHUCTY iH(OpMaIlii Bijx BUTOKY B
"7 | BIOpO-aKyCTHUYHUMH KaHATaMU

795 MeTtou Ta 3acO0M TEXHIYHOTO 3aXHCTy iHPOpMAIIil BiJf BATOKY B
77" | eNEeKTpOMAarHiTHUMU Ta €NEKTPUYHUMU KaHATaMU

796 MeTtoau Ta 3ac00M TEXHIYHOTO 3aXHCTy iHPOpMAIIil BiJl BATOKY B
""" | ONTUYHUMM Ta ONTOEJIEKTPOHHUMHU KaHaJIaMU

797 Metoau Ta 3aco0u TEXHIYHOTO 3aXHUCTY iH(OpMaIlii Bi BUTOKY B
" | napaMeTpUYHUMU KaHaJlaMH

708 Cucremu BiIeOCTIOCTEPEKEHHS, OXOPOHHHUX CUTHATI3aIliH, B
77 | KOHTpOIIO AOCTYITY

I'enepanbHUN JUPEKTOP AUPEKTOPATY
($haxoBoi NepeABHUIIOi, BUIIIOI OCBITH Oner IHAPOB




